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Abstract— A novel protocol to achieve privacy-preserving universal authentication protocol for wireless 
communications called Priauth. to secure the communication as the data are sensitive or it requires the 
users to pay for it. In the algorithms for secure communication a key is shared by H with V   and V with 
users. The key is used to encrypt data transmitted to the servers or users. In privacy based authentication 
protocols besides the user and its home server, no one including the foreign server can tell the identity of 
the user; and besides the user and its home server, no one including the foreign server is able to link any 
past or future protocol runs of the same user. An To revoke multiple users is to associate a key with every 
nonempty subset of users in the group. Thus, if one or more users are revoked, the VA uses the key 
associated with the subset of the remaining users to encrypt the new key and transmits the new group key 
to them. The advantage of this approach is that the communication overhead is only one message for 
revoking any number of users. However, the number of keys stored by the VA and the users is 
exponential in the size of the group. The goal of the enhancement is to evaluate trade-off between storage 
and revocation cost. Storage is computed in terms of keys that each user (respectively, VA) maintains. 
And revocation cost is computed in terms of the encryptions performed, and the number of messages 
transmitted, by the VA. 
 
Keywords- Priauth; hierarchical key management;  rekeying and storage trade-offs. 

 

I.  INTRODUCTION  
Wireless communications technologies have undergone rapid development. Small mobile devices within 

range of a wireless network can transfer data at any place and any time. This is bringing forth the important 
issue of information security, privacy, and authentication in an open space. Privacy involves ensuring that an 
eavesdropper cannot intercept the communication information of mobile users. Authentication involves ensuring 
that the services are not obtained fraudulently. It is very crucial that the identities of wireless users must be 
authenticated to prevent illegal use of resources. In addition, in order to protect the privacy of users, anonymity 
characteristic is the focus of consideration. A privacy-preserving user authentication scheme should satisfy the 
following requirements:  
(1) Server Authentication:  a user is sure about the identity of the foreign server.  
(2) Subscription Validation: a foreign server is sure about the identity of a user’s home server.  
(3) Provision of user revocation mechanism: due to some reasons user authentication should allow a foreign 
server to find out whether a roaming user is revoked.  
(4) Key establishment: the user and the foreign server establish a random session key which is known only to 
them and is derived from contributions of both of them. In particular, the home server should not know the 
session key.  
(5) User anonymity: besides the user and its home server, no one including the foreign server can tell the 
identity of the user;  
(6) User untraceablility: besides the user and its home server, no one including the foreign server is able to link 
any past or future protocol runs of the same user. 
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     The two main contributions: (1) Security- weaknesses of current user authentication protocols in wireless 
communications. (2) Privacy-preserving universal authentication protocol called Priauth. By introducing 
Verifier-Local Revocation Group Signature with Backward Unlinkability (VLR-GS-BU), it can satisfy all  
requirements described above. Also, Priauth only requires the roaming user and the foreign server to be 
involved in each protocol run, and the home server can be off-line. Additionally, Priauth belongs to the class of 
Universal Authentication Protocols [2] in which same protocol and signaling flows are used regardless of the 
domain (home or foreign) a roaming user is visiting. This helps reducing the system complexity in practice. 
Furthermore, Priauth supports verifier-local revocation, which means that verifiers (i.e., foreign servers) can, 
based on the revocation list (RL) sent from the home server, check locally whether a roaming user is revoked. 
Note that VLRGS-BU is not originally designed for authentication purpose and a direct application of it imposes 
two problems in Priauth. Firstly, it does not allow Priauth to support new group member joining after system 
setup. Secondly, it does not provide Priauth the single registration property commonly available in most existing 
authentication protocols, which requires a user only to register once at the home network before being able to 
access the global network. We will provide solutions to these two problems to make Priauth practical. 

II. RELATED WORKS 
      G. Yang, Q. Huang, D. S. Wong [2] propose a novel set of solutions to achieve secure roaming. Their 
solutions only require the roaming user  and the foreign server  to be involved in each protocol execution, 
and  can be off-line. Furthermore, this protocol is identical to the authenticated key exchange protocol 
performed between  and  when  is in its home network. All the existing three party protocols require a 
serving network to separate foreign users from local ones and perform different signaling flows respectively. 
Their protocols instead, are universal in the sense that the same protocol and signaling flows are used regardless 
of the domain (home or foreign)  is visiting. They call such kind of authentication protocols Universal 
Authentication Protocols.As user privacy becomes a notable security issue in wireless communications, it is 
desirable to keep mobile users’ identities and whereabouts anonymous. When  is revoked by ,  is not going 
to provide services to . In the weakly-anonymous two-party setting,  knows , hence the user revocation can 
be done easily. In the case of two-party roaming with Strong User Anonymity, however, RL cannot be used as  
does not know the identity of . In other words, user revocation for two-party secure roaming with Strong User 
Anonymity requires that the foreign server can find out whether a visiting roaming user is revoked or not 
without actually knowing who the roaming user is, and the whole process should be done without any real time 
involvement of . In their solution, they achieve this objective efficiently and at the same time, maintain high 
scalability with respect to large numbers of revoked users.      
       M. Zhang and Y. Fang[6] they proposed that the protocol 3GPP AKA is vulnerable to a variant of false base 
station attack. The flaw of 3GPP AKA allows an adversary to redirect user traffic from one network to another. 
It also allows an adversary to use the authentication vectors corrupted from one network to impersonate other 
networks; hence the corruption of one network may jeopardize the entire system. The redirection attack 
represents a real threat since the security levels provided by different networks are not always the same.  
      Zhu and Ma[3] proposed a new authentication scheme with anonymity for wireless environments. However, 
this shows that Zhu and Ma’s scheme has some security weaknesses. Therefore, in this, a slight modification to 
their scheme is proposed to improve their shortcomings. As a result, the scheme proposed in this can enhance 
the security of The first is that it is based on the hash function and smart cards, and mobile users only do 
symmetric encryption and decryption. The second is that it takes only one round of message exchange between 
the mobile user and the visited network, and one round of messages exchange between the visited network and 
the corresponding home network. The third is that one-time use of key between mobile user and visited network 
is used.  
      They have pointed out that the Zhu–Ma scheme is not strong enough against some security weaknesses. 
Therefore, they have proposed a slight modification of the Zhu–Ma scheme. The proposed scheme does not only 
achieve their advantages but also enhances their security by withstanding the security weaknesses. In addition, 
the efficiency of their scheme is even higher than that of the original Zhu–Ma scheme. 
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Fig 1: Overall design of the system 

D. Boneh and H. Shacham [11] proposed  revocation model that is motivated by privacy-preserving attestation. 
At a high level, one can consider three natural communication models for revoking a user’s signing capabilities, 
without affecting other group members: 
1. The simplest method revokes user i by issuing a new signature verification key and giving each signer, except 
user i, a new signing key. This requires an individual secret message to each signer and a public broadcast 
message to all verifiers. 
2. A better revocation mechanism sends a single short public broadcast message to all signers and verifiers. A 
recent system by Camenisch and Lysyanskaya, based on dynamic accumulators, provides such a mechanism. 
3. Brick all proposes a simpler mechanism where revocation messages are only sent to signature Verifiers, so 
that there is no need ever to communicate with an end-user machine. A similar mechanism was considered by 
Ateniese et al. and Kiayias et al. They refer to this as Verifier-Local Revocation (VLR) group signatures. Group 
signatures have recently become important for enabling privacy-preserving attestation in projects such as 
Microsoft’s ngscb effort (formerly Palladium). Revocation is critical to the security of such systems. They 
construct a short group signature scheme that supports Verifier- Local Revocation (VLR). In this model, 
revocation messages are only sent to signature verifiers (as opposed to both signers and verifiers). Consequently 
there is no need to contact individual signers when some user is revoked. This model is appealing for systems 
providing attestation capabilities. Their signatures are as short as standard RSA signatures with comparable 
security. Security of their group signature (in the random oracle model) is based on the Strong Diffie Hellman 
assumption and the Decision Linear assumption in bilinear groups. They give a precise model for VLR group 
signatures and discuss its implications. They have described a short group signature scheme where user 
revocation only requires sending revocation information to signature verifiers, a setup they call verifier-local 
revocation. Their signatures are short: only 141 bytes for a standard security level. They are shorter than group 
signatures built from the Strong-RSA assumption and are shorter even than BBS short group signatures, which 
do not support verifier-local revocation. 

III. PROPOSED SCHEME 
Before you begin to format your paper, first write and save the content as a separate text file. Keep your text 

and graphic files separate until after the text has been formatted and styled. Do not use hard tabs, and limit use of 
hard returns to only one return at the end of a paragraph. Do not add any kind of pagination anywhere in the 
paper. Do not number text heads-the template will do that for you. 

Finally, complete content and organizational editing before formatting. Please take note of the following items 
when proofreading spelling and grammar: 
A. Creation of a Wireless networks 
       The wireless communication network is created by five steps they are as follows Server, Base Station 
(Visiting Location Register-VLR), GSM Operation Center (Home Location Register – HLR), Gate Way and 
Client. 
 Server : Server Side modules consists of VLR and HLR coding of each mobile stations and also modules for 
different network group.GSM subscribers use the mobile stations to make and receive calls. Mobile stations are 
the combinations of Subscriber Identity Mobile (SIM) and mobile equipment. Base Station (Visiting Location 
Register-VLR):  Mobile Subscribers communicate with a base transceiver station (BTS) over radio interface. 
Base station generally takes the up-link radio signals from MS and converts it into data for transmission to other 
machines within the GSM network and vice versa. GSM Operation Center (Home Location Register – HLR): 

M.Saranya et al / Indian Journal of Computer Science and Engineering (IJCSE)

ISSN : 0976-5166 Vol. 3 No.3 Jun-Jul 2012 508



 

The center is responsible for accepting mobile subscribers to the system, route the communications between 
mobile subscribers. HLR is a main database of subscriber information of the GSM operator. It interacts with 
mobile switching center, which is a center call and control processing 
       Gate Way: This is responsible for the user’s communications among different networks. This module is the 
high level mobile switching centre. This provides Multitier Mobile Communication. 
      Client: Mobile Clients are more sensitive on computation time than PC’s, their capacity is restricted both on 
memory and CPU and also usually their processors are using 16 bit architecture instead of 32 or 64 bit. The 
mobile client modules are implemented in Java. 
B. Pre Authentication Protocol 
       Implementation of pre-authentication of protocol between two devices that wish to communicate with each 
other at this or a later time. In this phase either a secret key or an authentic copy of a public key are securely 
shared between the devices. Authentication delay plays an important factor in the overall handover delay[13]. In 
this paper we assume that delays that constitute handover delay, other than authentication delay, like AP 
scanning delay and MIP registration delay have an equal effect on all authentication scenarios. Authentication 
delay is calculated starting from sending EAP Request/Identity message and ends by invoking the 4-way 
handshake protocol. Keys can be shared during pre-authentication using the pre-authentication models: 
 

1) VLR-GS. Keygen ( , ): The group manager runs this algorithm. This algorithm takes as input integers 
, єℕ indicating the number of subscribers (i.e., users) and the number of time intervals, respectively. Its 

output consists of a master public key , a vector of  subscribers’ secret keys  = ( [1], . . ., [ ]) 
and a vector of  ×  revocation tokens =( [1][1], . . . , [1][  ], [2][1], . . ., [2][  ], . . . , 

[ ][  ]), where [ ][ ] denotes the revocation token of user  at time interval . 
2) VLR-GS. Sign ( , [ ], ,): This algorithm takes the master public key , [ ], the current time 

interval  and a message є{0, 1}*, and outputs a group signature . VLR-GS.Sign ( , [ ], ,): We assume 
that a signed message є{0, 1}* includes the time interval  in order to bind the signature to the interval. The 
algorithm is as follows.  

• Select random number , ,  єRZ*p.  
• Compute 1 = ˜ , 2 = ˜ , 3 = ( , ℎ ), and 4 = .  
• Compute  = {( , , , ,) : 1 = ˜ ∧ 2 = ˜ ∧ 3 = ( , ℎ ) ∧ 4 = ∧ ( , ) = ( , 

)}( ). For simplicity, the detailed description of the signature from zero-knowledge proofs of 
knowledge (SPK) is omitted in this paper.  

• Output the group signature  = ( 1, 2, 3, 4,  ). 
 

 

  Fig 2: Overall design of Priauth 

 
3) VLR-GS.Verify ( , , , ,): It takes as input , the interval , a set of revocation tokens  for 

interval , a signature , and the message . It outputs either “valid” or “invalid”. The former output denotes 
that  is a correct signature on  at interval  with respect to , and the signer is not revoked at interval .  

M.Saranya et al / Indian Journal of Computer Science and Engineering (IJCSE)

ISSN : 0976-5166 Vol. 3 No.3 Jun-Jul 2012 509



 

VLR-GS.Verify ( , , , , ): The inputs are  = ( , ˜ , ℎ1, . . ., ℎ , ), the current time interval , the 
revocation list  that consists of [ ][ ] for all revoked  at interval , a target signature  = ( 1, 2, 3, 4, 

 ), and the message є{0, 1}*. This algorithm can perform two functions: 
• Signature check. Check that  is valid, by checking the   . 
• Revocation check. Check that the signer is not revoked at interval , by checking 3≠( 4,Bij ) for all  

Bi∈ RLj. 
 

4) Hierarchical Key Management Algorithm: In hierarchical algorithm, smaller basic structures in a 
hierarchical fashion are composed. The parameter d is the number of elements in a basic structure and can be 
considered as the degree of the hierarchy. We note that the degree can be different for different nodes in the 
hierarchy. However, for the sake of simplicity, the nodes in the hierarchical structures have auniform degree d. 
the basic structures of the form <R,R1,R2,Rd> is associated with the shared keys. The structure at next higher 
level,The personal key associated with Ri,1<i<d in structure <Ri,ui1,ui2,uid>is the same as the group key of the 
structure hRi; ui1; ui2; . . . ; uidi. Furthermore, the structure is <R,R1,R2,Rd> associated with shared keys. Now, 
each user in the basic structure <Ri,ui1,ui2,uid>is provided with any shared key that is provided to Ri in the 
structure <R,R1,R2,Rd>. For example, d = N, 2, 3, 4. In the hierarchical structure, the key associated with a 
subset {a, b, . . . , z} is denoted by kab...z. 
C. Elliptic Curve Parameter Selection 

 An implementation of an elliptic curve cryptosystem requires a number of decisions 
to be taken at different hierarchy levels depending on the underlying hardware and implementation goals that 
need to be achieved. 
 At the field level: 

•  Selection of the underlying eld (could be F 2 m, Fp or Fp 
m). 

• Choosing the ¯eld representation (e.g., polynomial basis or normal basis). 
•  Field arithmetic algorithms for ¯eld addition (subtraction), multiplication, reduction and inverse. 

 At the elliptic curve level: 
• Choosing the type of representation for the points (affine or projective co-ordinates). 
• Choosing a point addition and doubling algorithm. 

At the protocol level: 
• Choosing the appropriate protocol (key-exchange or signature). 
• Choosing the algorithm for scalar multiplication k ¢ P. 

Elliptic Curve Digital Signature Algorithm is implemented over elliptic curve P-192 as mandated by ANSI 
X9.62 in C language. The Project contains necessary modules for domain parameters generation, key 
generation, signature generation, and signature verification over the elliptic curve. ECDSA has three phases, key 
generation, signature generation, and signature verification. 
ECC is a relative of discrete logarithm cryptography. An elliptic curve E over Zp as in Figure 1 is defined in the 
Cartesian coordinate system by an equation of the form: 
 

                          y2 = x3 + ax + b                                                                                               (1) 
1) ECDSA Key Generation: An entity A’s key pair is associated with a particular set of ECdomain 

parameters D= (q, FR,a, b, G, n, h). E is an elliptic curve defined over Fq , and P is a point of prime order n in 
E(Fq),q is a prime. Each entity A does the following: 
1. Select a random integer d in the interval [1, n- 1]. 
2. Compute Q = dP. 
3. A’s public key is Q, A’s private key is d. 
    2)  ECDSA Signature Generation:To sign a message m, an entity A with domain parameters D= (q,FR, a, b, 
G, n, h) does the following: 
 Input: Public point P in E(K) of order n, private key d and message m. 
 Output: Signature (r; s) 
 Select a k 2 [1; n ¡ 1]. 
 Compute kP = (x1; y1) and convert x1 to an integer ^x1. 
 Compute r = ^x1 mod n. If r = 0 then repeat from step 1. 
 Compute e = H(m). 
 Compute s = k¡1(e + dr) mod n. If s = 0 then repeat from step 1. 
               Return ((r; s)) 
3)  ECDSA Signature Verification: To verify A’s signature (r, s) on m, B obtains an authenticated copy of A’s 
domain parameters D = (q, FR, a, b, G, n, h) and public key Q and do the following 
  Input: Public point P in E(K) of order n, public key Q, message m and 
  signature (r; s). 
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  Output: Accept or Reject signature 
  Verify if r; s 2 [1; n ¡ 1]; else Return("Reject signature"). 
  Compute e = H(m). 
  Compute w = s¡1 mod n. 
  Compute u1 = ew mod n and u2 = rw mod n. 
  Compute X = u1P + u2Q = (x1; y1). 
  If X = O then Return("Reject signature"); 
  Convert x1 to an integer ^x1; Compute v = ^x1 mod n. 
  If v = r then Return("Accept signature"); Else Return("Reject signature"); 
D. User Join & Leave Mechanisms  
        A new user joining is about allowing a new user to register to a server after system setup. To support 
dynamic participation, an authentication scheme should support new user joining. For the above protocol, 
however, this new user joining mechanism no longer works. A feasible new user joining mechanism is added 
into Priauth as follows. We assume a user  hopes to register to a server  during interval . After verifying 

’s information, as the group manager of an independent VLR-GS-BU system,  selects єRZ*p and 
computes  = 1/( + ). After that, it computes  = ℎ   for all є[ ,  ]. The master public key  is still 
( , ˜ , ℎ1, . . ., ℎ , ). ’s secret key [ ] is ( , ). The revocation token at interval  of user  is [ ][ ] = 

, where є[ ,  ]. The length of the master public key of  but also the number of revocation tokens is linear 
to  . The master key of  is stored on every subscriber of  while the revocation tokens are stored on .  
      The probability that the bounding box of a new user u overlaps with some active user u’ is given by equation 
1. Therefore, the key update cost is N*Proverlap. For every user u0 whose subscription range overlaps with user 
u, the key server has to break up the bounding box into an average of 2d sub-boxes. 

 
 

 
                                                   (1) 
 

 
 

     Figure 3 illustrates the creation of new sub-boxes are new users join the system for a d=2 dimensional 
domain. The 

size of the average key update message for every overlapping user u ‘ is 2d keys. Therefore, the total cost of a 
new user join using the group key management is given by Equation 2. 

 
(2) 

 
 

     The cost of a new user join in our key management protocol is      The ratio of the costs is 
given by Equation 3. 
 

 
 
             (3) 

 
      Let us suppose that the 

subscription range along each dimension xi = x and the maximum subscription range along each dimension X 
i
max = Xmax. 
       Let us suppose that the subscription range along each dimension xi = x and the maximum subscription range 
along each dimension X imax = Xmax. 
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Fig 3: User Join: Group Key Management 
E. Balancing  Revocation and Storage Trade-off 
       The protocol VA needs to interrupt the communication during the rekeying; the resulting delay can be 
unreasonable for many applications. Thus, efficient distribution of the new key for multiple membership 
changes is a critical problem in secure group communication. One approach to revoke multiple users is to 
associate a key with every nonempty subset of users in the group. Thus, if one or more users are revoked, the 
VA uses the key associated with the subset of the remaining users to encrypt the new key and transmits the new 
group key to them. The advantage of this approach is that the communication overhead is only one message for 
revoking any number of users. In a hierarchical structure like a tree, we have some auxiliary keys, which divide 
a group into several subgroups. We call these auxiliary keys as Administrative keys. The administrative keys are 
used only for rekeying operations that take place when group membership changes. An authorization key Ka,b 
to the user u. This ensures that: 
• Given Ka,b a user u can efficiently derive Kt,t if a _ t _b. 
• Given Ka,b it is computationally infeasible for a user u toguess Kt,t if t < a or t > b. 
The primitive described above helps us to construct a very simpleand efficient protocol for temporal access 
control on broadcast services.At any given time instant t, the service provider broadcastsa packet P (of say, 
audio/video data) as follows: 
• Get current time instant t and compute Kt,t. 
• Broadcast ht, EKt,t (P), MACtt,t (P)i.EK(x) and MACK(x) denote an encryption and a message 
authenticationcode of a string x respectively. Note that all users 
can potentially receive the broadcast message. An authorized subscriberdecrypts the payload P as follows: 
• Receive the broadcast message ht, EKt,t (P),MACKt,t (P)i.Note that the time instant t is in plain-text. 
• A subscriber is authorized if it has a temporal authorizationfor some time period (a, b) such that a _ t _ b. An 
authorized subscriber can compute the decryption key Kt,t from Ka,b, decrypts the broadcast message to obtain 
the payload P and checks its integrity. 
    The property of the authorization key Ka,b ensures that one canefficiently compute Kt,t from Ka,b if and only 
if a _ t _ b. In the following section, we present an algorithm to efficiently and securely construct such keys 
using hierarchical key graphs. 
 
Algorithm 1: Key Derivation 
Input: t, K a,b 
Output: K t,t 
 DERIVE(t, K a,b) 
if t < a or t > b 
 return ?  
  mid   a+b 
 if t = mid 
return K a,b 
 if t < mid 
  Ka,mid   H(K a,b, 0) 
 return DERIVE(t, Ka,mid) 
 else 
  Kmid+1,b   H(Ka,b, 1) 
return DERIVE(t, Kmid+1,b) 

Identify the Headings 
IV. EXPERIMENTAL RESULTS 

      Fig3,4,5 shows the home location register, visitor location register and user. It also shows how it get stated 
using the port number and the local host by VLR-GS-BU algorithm. The user is login by the user name. 
Fig6.shows the message authentication operations such as ECDSA Elliptic Curve Scalar Multiplication (ECSM) 
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operation for signing, Multi-ECSM operation for verifications are very high. Fig6.shows the message 
authentication operations such as ECDSA Elliptic Curve Scalar Multiplication (ECSM) operation for signing, 
Multi-ECSM operation for verifications are very high. Fig .7,8 shows key generated in the home location and 
visitor location and the session is also generated. For evaluating the effectiveness of proposed system we 
calculate key generation complexity for both systems and prove that  
 

 

 
Fig 4: HLR image 

 

 

 
Fig  5: VLR image 

 

M.Saranya et al / Indian Journal of Computer Science and Engineering (IJCSE)

ISSN : 0976-5166 Vol. 3 No.3 Jun-Jul 2012 513



 

 

 
Fig 6: User login using VLR-GS-BU 

 

 
Fig 7:  User Releave 

 

 

 
Fig 8: HLR Database 
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Fig 9:  VLR Database 

 

 

 
Fig10: Attacker node 

 
         Fig. 7,8 shows key generated in the home location and visitor location and the session is also generated. 
For evaluating the effectiveness of proposed system we calculate key generation complexity for both systems 
and prove that proposed system is less complex than existing. 

 
Table I 

Comparison between YHWD, YWD, Priauth and Balancing Revocation 
 

  Protocols Numbers 
of Parties 

Universal Resistance  
to DOS 
attack 

Perfect 
Forward 
Secrecy 

User 
Untraceability 

Revocation 
cost 

YHWD 2 Yes No No No No 
YWD 3 No No No Yes No 

PRIAUTH 2 Yes Yes Yes Yes No 
BALANCING 

REVOCATION 
3 Yes Yes Yes Yes Yes 

 
SSL specification, has been introduced into the implementation of Priauth. The same experiment is performed 
ten thousand times and average is taken over them. Table-I, shows the comparison between YHWD, YWD and 
Priauth We assume the access device of a roaming user runs on a 798 MHz processor, thus it takes 39.7 ms (plus 
35.7 ms pre-computed). For new user joining, it just takes (T −jn+2) ECSM computations on H while the new 
user does not need to do any computations. 
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Fig 11: Number of users revoked 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 11. Rekeying Cost 
 

Fig 12: Rekeying Cost 
 

       Fig. 10 &11 shows the number of users Vs revocation varying in priauth and balancing revocation using the 
hierarchical key management for reducing the complexity. The number of users vs rekeying cost is varied 
between the pre-authentication and balancing revocation in order to reduce the rekeying.  
 

V. CONCLUSION 

          The proposed a novel protocol to achieve privacy-preserving universal authentication for wireless 
communications. Thus provide a trade-off between the number of keys maintained by the users and the time 
required for rekeying due to the revocation of multiple users. This enables the group controller to deal with 
heterogeneous set of users that have different capabilities. With this capability, users with high capability can 
benefit from it (by reducing the rekeying cost), while users with low capability can still participate. We also 
showed that our algorithm can provide differential service to users that are long term versus those that are short 
term. Such hybrid schemes provide additional options for the group controller to adapt to heterogeneous systems 
where users have varying requirements and capabilities. Thus for the future work the maximum Distance 
Separable code(MDS) cryptography can be used to improve the complexity in the enhancements. 
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