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Abstract

Distributed ledger-based technology crowdfunding is an appealing method for e-economy and its revolutionary
concept enable improved credibility and confidentiality in transaction. It has a unique data security concept, which
provides immutability, traceability, increased trust and faster settlement. An interesting use case of distributed
ledger is the conventional crowdfunding. In the recent years, the acceptance of blockchain for commercial and
businesses has significantly increased. Some of the industries, where the blockchain method can be applied are
food supply chain, healthcare, crowdfunding, and government services. In this paper, the crowdfunding use case
is chosen to be reviewed. Nonetheless, the conventional approach of crowdfunding has a few downsides, which
drive away genuine investors into a legitimate business. To date, crowdfunding i.e., monetary funding is typically
unregulated, and a lack of end-to-end monitoring system has led to many fraudulent projects. In addition, the
traditional crowdfunding lacks transparency and proper agreement (contract) for investors. This paper aims to
survey the security issues and challenges of crowdfunding and highlighted the benefits of using blockchain for
such use case.
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1. Introduction

One of the earliest applications of blockchain is for financial transaction, where the concept is developed by
Satoshi Nakamoto in 2009 [1]. Bitcoin is the first application of blockchain, that provision consumers to transact
completely in digital currency without centralized or third-party banking control. As such, it is vital that
blockchain offers a strict data security via the chain of immutable block. Each block contains a cryptography hash
key, timestamps, transactions, etc. Every block has two hash key one is own hash and another one is previous
blocks hash [2]. Blockchain applications use different types of hash key i.e., Rivest-Shamir-Adleman (RSA)
[3][4], Elliptical Curve Digital Signing Algorithm (ECDSA) [5], Secure Hash Algorithm (SHA) [6]. Timestamps
are the time a block is created. It is the fundamental building block of the blockchain to identify the order along
the chain. This characteristic with hashes and other components enables the blockchain to offer immutable data
security [7]. The chain of the blocks shows in the Figure 1, and how the current and previous blocks are connected.

Basically, there are three types of blockchain i.e., public blockchain, consortium blockchain, and private
blockchain. A public blockchain is an open property, where anyone is allowed to connect to the network, and
there is no user limitation [8]. Bitcoin and Ethereum are currently the most utilized public blockchains. In addition,
a consortium blockchain is a combination of the public and private blockchain. Some nodes are restricted whereas
some nodes are open. Hyperledger and R3CEV are examples of a consortium blockchain [9]. On the other hand,
a private blockchain inherits similar mechanism as the public counterpart, however user association with the
blockchain eco-system is somewhat restricted. A user that joins the private network [10] need to get permission
from the owner (organizer), where the concept is identical to habitual technology.

Crowdfunding is a technique of financing, which accepts small and public medium enterprises (SMEs),
charity, non-profit organizations and is individuals to show the resourceful scheme and incline public attention.
The general concept of crowdfunding is an important way to help people and develop society. It is the practice of
raising funds from a large number of people, often called backers, typically using online platforms such as
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Kickstarter or Republic. The crowdfunding operation is mainly connected in 3 hops, which are the contributors,
crowdfunding platform and project managers [11]. Figure 2 shows 3 hops of the crowdfunding.
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Figure 1: Blocks are connected securely in the blockchain.

Figure 2: Crowdfunding

Crowdfunding can be classified into two main categories i.e., non-financial crowdfunding and financial based
crowdfunding. Basically, in the non-financial crowdfunding, traders raise funds without offering any right of
possession e.g., equity or involvement e.g., debt rights. To attract donors, the crucial component within the model
in this category is the reward-based crowdfunding. Prominent platforms such as Kickstarter and Indigogo utilizes
such a model [12]. In the reward-based model, the project offers some form of reward to the investors. In most
circumstances, the campaign represents a pre-sale, and the reward represents the product that will be realized
using the funds raised through the campaign. And the subcategories of this category are donation-based funding
such a charitable cause [13]. The donation-based crowdfunding is an approach to raise money for a specific
project, that's asking a large number of backers or donors to donate a small amount to of fund. Donors or backer
are not expecting any entail or reward for the monetary contribution. On the other hand, the second category of
crowdfunding is the financial crowdfunding. In this case, organizations offer securities or loans to the backers. In
this scheme, two essential models exist i.e., peer-to-peer landing and equity crowdfunding.

Peer-to-peer lending is the notion of lending money to person or businesses through online services, that
matches the loaners with the debtors. It is also known as P2P (Peer-to-Peer). On the other hand, equity
crowdfunding is an online investment via crowdfunding. It is the offerings of private company securities to a
group of people for financing and it is similar to the capital market.

2. Habitual crowdfunding technologies challenges

Traditional technology of crowdfunding has many types of technical immature issues such as data security,
transparency, and traceability [14]. Nonetheless, such issues exist in many applications, not only within
crowdfunding application. The conventional system has some vulnerabilities exposed to fraud, leading to doubt
for investors.
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Conventional technologies by architecture are centrally managed. As such, to run the service it must depend
on the trusted person [15] [16]. This system is controlled by the user, rather than control the user itself. Thus,
such method increases the risk of malicious activities, which can lead to loophole in transparency [17]. Moreover,
to complete a service, it must depend on third parties such as a bank or government authorities, which delay the
process. Such downside can be exploited by malicious users to leak out confidential data [16]. The conventional
approaches have lack of control upon the user, and as such data tracking is a big challenge [18] [19].

3. Smart Contracts

A smart contract is a computer program, which manages the transfer of digital money or assets between two
parties under undisputable rules. It is also typically known as crypto contract. A smart contract defines the rules
and penalties related to an agreement in the same way that a traditional contract does [20], but it can also
automatically enforce the obligations stipulated in the agreement i.e., smart contract.

The system is constructed by React.js and Next.js as front-end and NodeJS is working as backend. Solidity is
an object-oriented programming language, which has been used in terms of the smart contracts. By using
Metamask, a user will be able to access the system. The Web3.js works to connect in between the users and smart
contracts. When the new project is created by the administrator, the smart contracts is automatically generated as
well in Ethereum. The combination of these components establishes the basic building block of crowdfunding
system. The smart contract offers transparency to encourage the entrepreneurs to deposit their resource on the
project. Figure 3 shows the smart contract based secured system.
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Figure 3: System Design

To deploy the blockchain technology, various issues need to be addressed to achieve the desired blockchain
performance. This paper discusses some significant issues and solutions.

4. Security and Challenges

4.1. Privacy Leakage

A transparent transaction is a great advantage of blockchain, where user privacy is a risk in the system [21]. Some
attacks are the opposite of blockchain such as selfish mining [22] and Sybil attacks [23]. In a Proof-of-Work
(PoW) consensus algorithm, selfish mining could waste honest miner resources. Sybil attack is a situation where
a user creates multiple identities at different places in the network. However, blockchain-based smart contracts
are autonomous which can potentially introduce a number of new attacks [24]. Vulnerabilities in the blockchain
itself, in the smart contract, and in the virtual machine executing code [25] are three main attacks.

4.2. Logical Error

Contract creation is the central component of smart contracts. The organization has to device the digital contract
and parse the terms into code into various platform i.e., Ethereum, Hyper ledger, Network Economy Movement
(NEM). Most of the smart contracts are developed in machine language i.e., Java, Solidity, and GoLang. Since
the deployed smart contracts are fundamentally immutable, the smart contracts cannot be modified after being
deployed. As such, digital smart contract is particularly vital to be verified before deployment.
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In different time periods, programs have different forms of codes. Therefore, it may be a challenge to ensure
programs are readable in each form. More than 77% of smart contracts haven't published public source codes. The
unavailability of source code has led the smart contract to be opaque to official auditors [26].

4.3. Transaction Ordering

Transaction ordering occurs when multiple dependent transactions of the same block execute a particular smart
contracts multiple times, which cause transaction concurrency problem. It is because the next state in the chain of
block depends upon the transaction order sequence. In such circumstance, if the transaction ordering is not correct
or pending then the malicious nodes can launch an attack [27].

4.4. Timestamp Development

In the smart contracts of Ethereum, a miner can choose arbitrary timestamp with certain tolerance value while
creating a new block. As such, that random timestamp can expose smart contracts to attack. In this case, an attacker
can modify the timestamp within the stipulated tolerance value to affect the output of the system [26].

4.5. Stack Size Limit

According to the blockchain process, each smart contract can invoke itself or by using a function. The call stack
is associated with the function due to backward tracing of the calling sequence and is capable to keep 1024 at
maximum [26]. The blockchain is growing with the rate of miner’s capability in solving a reverse hash problem
which increases the smart contracts function calls and may exceed the bounded limit, i.e., 1024. When stack limit
exceeds, then exceptions will be generated.

4.6. Structural Issue

Blockchain-based smart contract pose several security issues, which needs attention.
4.6.1. Ether Lost

In the fundamental rules of Ethereum blockchain, before a transaction, the system needs to ensure the address of
the recipient is specified. Thus, the developers of smart contracts should assure the address of recipient is correct
and it is indeed associated with the smart contracts [27]. Otherwise, it is called an orphan address. In this
circumstance, if the ether is sent to the orphan address then the ether will be unrecoverable.

4.6.2. Hash Usage

In the blockchain, the hash of a block is stored in the current as well as in the next block. To date, the high
computing systems are available by which miners can solve the PoW problem by computing reverse hash quickly
and accurately [26]. Therefore, the block hash can be easily retraced and susceptible to manipulation attacks. In
addition, the Blockchain operates by following the features of smart contracts i.e., immutability. Once the smart
contracts have deployed, the data or code is written into the smart contracts that cannot be modified [28].

4.6.3. Soft Fork

Blockchain technology is transforming rapidly and optimized for fast performance of data processing. Users need
to update to the new version of blockchain to utilize the new features of blockchain. The system has two types of
nodes, which is included in the new version node. As such, the system created a soft fork, where it updates node
according to old version rules as well new version rules. On the contrary, the mechanism is not reversible. In
addition, the old version of nodes has a maximum 51% computing power, but the new version of nodes has 50%
[29][30]. Figure 4 shows the soft fork, where the blocks originated from upgraded nodes that are processable in
all types of node. Therefore, blocks that originates from the old nodes will not be processable with upgraded
nodes.

4.6.4. Hard Fork

A new version is introduced with the particular feature of blockchain that is absent in the previous versions. A
hard fork means that the new version is not compatible with old versions. In this circumstance the new version
could force to the users to upgrade the version. Figure 5 shows the hard fork, where the upgraded nodes violate
the old node’s rules and old nodes violate the upgraded node’s rules as if two chains in one system [31].
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Figure 5: Hard Fork

4.7. Scale

Blockchain increasing data rate is higher than other habitual technologies. It is because blockchain has high
security mechanism and a single block is typically sized at 1 Mbyte [32][33]. As such, the rate at which blockchain
increases in terms of data is quite rapid [34]. Therefore, scalability may be an issue for many systems. To solve
this problem, the system needs to use header verification technique. This approach is useful to reduce the data of
local storage [31].

4.8. Computing Power

Blockchain is a new approach to offer immutable data security. Despite that, the majority of attacks can be carried
off when administering more than 50% of miners in the blockchain [29]. If someone has more than 50% of
computing power in the blockchain, this person can be allowed to tamper any transaction data or could completely
stop the block verifying transactions.

4.9. Transaction Confirmation Time

Transaction run time is not sufficient for business purpose. Blockchain require ten minutes to confirm a transaction
[35], however, sometimes it may reach beyond ten minuted. The Simplified Payment Verification (SPV) [31]
system is able to reduce the transaction confirmation time. This strategy never verifies the whole transactions of
the node to complete the transaction.
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4.10. Anonymity

In terms of the public blockchain, anyone can link up in the public blockchain, which is the main attribute of the
public blockchain [36]. Therefore, blockchain has an issue with anonymity transactions. Blockchain provides a
hash key to identify the user. In spite of that, blockchain is a public trading platform, in this case, blockchain
employs users personal data traceable technology such as IP tracking, third-party application, etc.

4.11. Emergency Stop

In the typical approach of smart contract, there is mechanism to stop the transactions prior to completing the
transaction [37]. As such, an error in transaction could hamper the performance of the system because blockchain
is an immutable data storage system.

4.12. Integration Cost

Many organizations are typically using conventional technology and the blockchain approach is relatively a new
concept to many people. To implement of blockchain with conventional technology [38], an organization may
need upgrade the system to meet the desired blockchain performance. Therefore, in the existing network,
blockchain may prove to be costly [39]. Upgrades may include software and hardware update, people re-skilling
and re-training.

4.13.1oT

IoT plays an important role in the decentralized system. But there many challenges that require further
investigations security, privacy, resource [40]. There are four types of security attack in IoT [41]: (1) Physical
Attacks, (2) Network Attacks, (3) Software Attacks, and (4) Data Attacks.

1. Physical Attacks: Physical attacks mean attacker is very close to the network or the devices of the system

[42]. Some common physical attacks are discussed below.

a. Malicious Code Run: The attacker runs the malicious code into the device which help to make the attacks.

b. Fake Node Injection: By creating a fake node between two legitimate nodes of the network for manage
the data flow of the network.

c. Side Channel Attack: The attacker collects the crypted keys by applying timing, power, fault attack etc.
on the devices of the system, and by the help of these keys it can encrypt/decrypt confidential data [43].

2. Network Attacks: Network attacks are run by utilizing the IoT network systems to cause damage, that the
easy way to perform without being close to the network.

a. Routing Information Attacks: These are direct attacks where the attacker spoofs or alters routing
information [42] and makes nuisance by activities like creating routing loops, sending error messages,
etc.

b. Selective Forwarding: In this case, a malicious node could change something, or send some massage to
different in the network by selectively. So, the incomplete data can reach the destination successfully.

c. Sybil Attack: In this way, a malicious node achieves multiple identities, and the address makes different
itself in the network, which allows unfair resource allocation [43].

3. Software Attacks: A attacker find the security gap of the associated software presented by an IoT system that
helps to make the software attacks.
a. Virus: An opponent can attack the system to achieve tampering of data or leak out the confidential data
[43] through the malicious software.

b. Malware: Maybe the IoT devices are affected by malware where the data is present i.e. cloud or data
centers [44].

4. Data Attacks: Data security is an important concern that need to improve by applying the firmware, software

update procedures, and authentication mechanisms. Below has discussed about data attacks [41].

a. Unauthorized Access: Access control implies giving access at the particular field to authorized users and
who has no access permission those are unauthorized users. So, by unauthorized access, malicious users
achieve sensitive data ownership.

b. Data Breach: Sensitive or confidential data leak out through an unauthorized manner is known as a data
breach [41].
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5. Conclusion

In conclusion, this paper has paid attention on the securities and challenges with respect to blockchain system.
The challenges of smart contracts are also discussed, that has considered as scalability and performance issues.
Several issues still exist in the system that is unique to smart contracts. Blockchain-based crowdfunding may be
the future approach, however, to employ blockchain technology may require major system upgrade away from
the conventional infrastructure.
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