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Abstract - In recent times, massive quantity of data and its exponential rise have modified the significance 
of data security and analysis systems for Big Data. An intrusion detection system (IDS) is a process which 
helps to monitor and analyze the data for detecting the intrusions in the network. The huge quantity, 
variation, and high speed of data produced in the system pose a difficulty to the conventional techniques 
for the detection of attacks. Big Data methods are utilized in IDS for dealing with Big Data for precise and 
effective data analytic processes. This paper introduces a novel feature subset selection (FSS) with deep 
belief network (DBN) based intrusion detection in big data environment, called FSS-DBN model. The 
presented model involves data preprocessing stage to improve the data quality to a certain extent. In 
addition, the FSS can be considered as an optimization problem and is effectively solved by the use of 
teaching and learning based optimization (TLBO) algorithm. Moreover, DBN model is applied for 
identifying the class labels (i.e. intrusions) in the network. For validating the proficient results analysis of 
the FSS-DBN model, an extensive set of simulations were performed and the superior performance is also 
highlighted with the maximum sensitivity of 0.9898, specificity of 0.9865, accuracy of 0.9854, F-score of 
0.9872, and kappa of 0.9867. 

Keywords: Big data, security, intrusion detection, feature selection, deep learning, TLBO algorithm. 

1. Introduction 

Big Data refers to the massive quantity of data which makes it hard to save, manage and investigate it by the use 
of classical databases and software models. It encompasses huge volume and velocity, and also variation of data 
which necessitate novel models for handling it. An intrusion detection system (IDS) is tool commonly used for 
monitoring purposes which examines the data for the detection of attacks toward the network. Conventional IDS 
models resulted in a complicated and ineffective system in managing big data, due to the fact that it examines the 
properties process is difficult and requires maximum duration. The longer duration of data examination poses for 
particular duration prior to receiving alerts [1]. So, Big Data tools and techniques can be used for analyzing and 
storing data in the IDS reducing the computational and training time. The IDS involves 3 distinct ways to detect 
attacks namely Signature, Anomaly, and Hybrid based detection models.  

The former model is developed for the detection of known attacks utilizing the signature of the attack. It is a 
proficient model of identifying the known attacks which already existed in the IDS databases. So, it is found to 
be a novel way of detecting intrusions in case of known attacks [2]. But they have failed to identify new attacks 
which do not exist in the signature and the database needs to be adequately updated to improve the detection rate 
[3]. For resolving this issue, Anomaly based detection methods perform a comparison of the present client actions 
over the fixed profile for detecting abnormalities which may be considered an intrusion. It is useful to detect 
unknown or zero day attacks with no update to the system. But this technique normally has maximum false 
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positive rate (FPR) [4, 5]. The final hybrid methods involve integration of two or many IDS for addressing the 
drawbacks of the single technique utilized and attain the benefits of multiple techniques involved. Several 
researchers have employed machine learning (ML) and deep learning (DL) models to detect intrusions with high 
detection rates. But for dealing with big data, the ML algorithms require maximum duration to learn and classify 
data. The utilization of big data and ML models can resolve different issues namely speed and processing time to 
design precise IDS. The major aim of this paper is to employ Big Data approaches for dealing with the big data 
in IDS for reducing the processing time and attains proficient classification. 

[6] defined the whole task to handle and manage big data. They have carried out a comprehensive and useful 
examination over the huge data, embed Hadoop MapReduce model for incorporating the rapid computation 
process in big data by the use of different ML models and also utilize clustering techniques for reducing load. [7] 
presented a technique reflecting the benefits of utilizing fusion based pattern recognition technique for detecting 
intrusions in the network by the use of many classification models. [8] highlighted the noteworthy and effectual 
usage of Apache Spark to process huge amount of data with the idea of parallelism which assists rapid computation 
of big data.  

[9] developed an enhanced model on Spark system, which utilizes feature subset selection (FSS) with random 
forest (RF) classification model on the UCI dataset. Two major processes involved in the FSS comprising the 
reduction of noisy features and eliminating repetitive features. [10] verified the advantages of exemplifying 
NSGA-II for an improved FSS model that is an extended model of the available NSGA model by considering the 
challenges in NSGA includes maximum computation complexity, requiring sharing parameter specification, and 
absence of elitism. [11] developed an IDS model for the generation of rules by the use of NSGA-II which makes 
use of multi-objective technique. In addition, DARPA database is applied for evaluating the simulation outcome 
which considerably results in speed up the rule creation process and elevates the secrecy in the rule based IDS 
model.  

[12] make use of KDD cup 99 datasets and assumed the significant features out of the available 41 features 
results in the reduction in efficiency of the IDS based on accuracy and detection rate. Therefore, NSL KDD cup 
99 dataset is used as an extended KDD cup 99 dataset to effectively detect novel attacks on computer systems 
since no repetitive record or missing value existed. [13] presented a model which carries out the fusion of many 
IDS comprising signature and anomaly based techniques. The experimental values indicated that the efficiency 
can be enhanced by reducing the FPR through the fusion of multiple models. [14] designed a taxonomy of IDS 
with data mining, FSS, and preprocessing on KDDCup 99 dataset. In addition, the preprocessing and FSS 
processes take place at the learning and testing stages respectively. The experimental values showcased that the 
fusion model offers improved efficiency and increased false positive rates. 

 This paper introduces a novel feature subset selection (FSS) with deep belief network (DBN) based intrusion 
detection in big data environment, called FSS-DBN model. The presented model involves data preprocessing 
stage to improve the data quality to a certain extent. In addition, the FSS can be considered as an optimization 
problem and is effectively solved by the use of teaching and learning based optimization (TLBO) algorithm. 
Moreover, DBN model is applied for identifying the class labels (i.e. intrusions) in the network. For validating 
the proficient results analysis of the FSS-DBN model, an extensive set of simulations were performed and the 
superior performance is also highlighted in terms of distinct measures. 

2. The Proposed FSS-DBN based intrusion detection model 

Fig. 1 demonstrates the processes that exist in the FSS-DBN based intrusion detection model. The figure defined 
that the networking data are initially preprocessed to transform it to a useful format. Then, the optimal feature 
subsets are chosen through the application of TLBO algorithm. Next, the DBN based classifier gets executed to 
determine the existence of intrusions in the network. The proposed system entities are discussed as follows. 

• Hadoop MapReduce—Hadoop is a commonly available “Big Data Handler” and it is mainly developed for 
managing big data. Hadoop 2.6.0 version is used for simulation purposes. In addition, Hadoop defines the usage 
of distinct technologies namely HDFS, MapReduce, HBase, Hive, Pig, and so on. In Hadoop, YARN is 
accountable to manage every integrated resource and job scheduling task. In particular cases, the data is required 
instantly and is saved in HDFS.  The hadoop is saved data in peta-bytes and zetabytes with no restriction on 
storing, and if utilized in collaboration by MapReduce afterward gives faster calculation and modeling of 
information [15]. MapReduce is a batch-oriented programming system in Hadoop which carries out organization 
information as well as scheduling of jobs. The MapReduce initial separates data as independent chunks which are 
treated completely with map roles in corresponding and behind sorted with structure. Afterward, the result is 
provided as input to diminished the role. The Hadoop and MapReduce cooperatively succeed data. Fig. 2 
illustrates the components involved in Apache Spark. 
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• Apache Spark—Spark is a BDS made on Hadoop and runs on Hadoop Yarn. It can be utilizing Apache Spark 
version 2.1.0. The spark is standalone or able to effort from collaboration to structure of MapReduce and HDFS, 
beyond that is utilized later. In spark’s modules contain SQL, Streaming, and MLlib (ML library). The classifiers 
in Apache Spark are until progressing. Hadoop clusters are able to run collaborating queries, streaming data, and 
many further on Apache Spark. 

 
Fig. 1.  Working process of FSS-DBN model. 

• Spark RDD—The spark keeps a programming method which is much related to MapReduce but extends it 
through “Resilient Distributed Datasets” (RDD) which is a data-sharing abstraction. Utilizing this extension, 
Spark is capable to show a wider range of modeling capabilities that before required distinct engines, containing 
streaming, ML, SQL, and graph modeling. 
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Fig. 2.  Apache Spark Components. 

2.1.  TLBO based FS Model 

The TLBO technique is based on the idea of knowledge sharing amongst the teachers and students in the learning 
procedure. It depends upon the influence of the teacher and class efficiency. A set of two phases have existed in 
the TLBO algorithm namely ‘Teacher’ and ‘Training’ phases. The characteristics of the effectual teacher tried to 
improve the understandability to a certain level. In practical cases, it is difficult and the teacher can attain the 
average class to a specific label based on distinct ways. For instance, M୧ denotes the mean value of the class and 
T୧ designates teacher at iteration i. In addition, the teacher T୧ has tried to move in the way of mean M୧ closer to 
the individuals, and the updated mean Ti can be represented as called as M୬ୣ୵. The solution gets updated based 
on the variation that exists among the current and updated mean M୬ୣ୵ is given in Eq. (1).  

                                      Difference_Mean୧ ൌ r୧ሺM୬ୣ୵ െ T୊M୧ሻ                       ሺ1ሻ 

where TF indicates a teaching factor which computes the mean value to be modified and r୧ is an arbitrary number 
that existed in the range of [0, 1]. The TF value can be defined as 1 or 2, which is chosen randomly as given below.  

𝑇𝐹 ൌ  𝑟𝑜𝑢𝑛𝑑 ሾ1 ൅  𝑟𝑎𝑛𝑑 ሺ0, 1ሻሼ2 െ  1ሽሿ                                    ሺ2ሻ 
This difference gets modified the existing solution as listed below. 

                               Z୬ୣ୵,   ୧ ൌ Z୭୪ୢ,   ୧ ൅ Difference_Mean୧                               ሺ3ሻ 

Learners get improved by the knowledge by utilizing the two methods such as follows.  

The initial one receives the input from teacher and second one interacted with one another. A learner enhanced 
the knowledge by random interaction with other learners. In general, the knowledge of the learner gets interacted 
with the highly informed learner. In those situations, the learner update is defined here.  through interacting 
randomly with other learners. Generally, the knowledge of a learner interacts with the more well-informed learner 
[16]. In such cases, the learner modification is applied as follows.  

𝐹𝑜𝑟 𝑖 ൌ 1 ∶  𝑃n 

Arbitrary selection of two learners Ai and Aj, where i്j 

 𝐼𝑓 𝑓ሺ𝐴௜ሻ ൏ 𝑓൫𝐴௝൯ 

  An,i= Ao,i+ ri(Ai − Aj) 

 Else 

  An,i= Ao,i+ ri(Aj− Ai) 

 End If 

End For 

Enable Zn if an improved function is obtained. 
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The TLBO-FSS model enables to modify of the classical TLBO algorithm for searching the solution space to 
elect an optimum subset of features. Fig. 3 demonstrates the flowchart of TLBO technique. The processes get 
repeated until the termination criteria get reached, i.e., predefined iteration count. The optimal learners denote the 
optimal solutions in a specific round and the procedure gets continued with increasing number of iterations. The 
processes involved in the TLBO-FSS model are defined below. Here, the learners undergo training using the 
teacher. At every round k, assume that there is ‘s’ feature count ሼf ൌ 1,2 … sሽ), ‘t’ number of samples (i.e., 
population ሼi ൌ 1,2 … tሽ). The steps involved in the TLBO-FSS model are given as follows.  

Step 1: Parameter initialization: Population, Feature count as Z୤;୧;୩ and stopping criteria. 

Step 2: Determine the average of every individual feature for the learners as M୤;୩. 

Step 3: Determine the fitness value of every individual as given below. 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠൫𝑍௙,௜,௞൯ ൌ 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦൫𝑍௙,௜,௞൯                          ሺ4ሻ 

Step 4: Updating the learner using the teacher (Teacher Phase) 

a) Elect an optimal learner in the population as Teacher. 

b) Determine the variation mean of every attribute based on the fittest individual as given below. 

Diff୑ean௙,୧,୩ ൌ 𝑟௞൫𝑍௙,௜௕௘௦௧,௞ െ 𝑇ி𝑀௙,௞൯                              ሺ5ሻ 

where, 𝑍௙,௜௕௘௦௧,௞ is the optimal set of individuals in subject 𝑓. TF is the teaching factor by the values of 1 or 2 and 
r୩ is an arbitrary number that lies in the interval of [0, 1ሿ. 
c) The optimal set of individuals acted as teachers and train the residual individuals. Every individual learner in 
the population gets updated by use of Eq. (6). 

Z୤,୧,୩
ᇱ ൌ 0 𝑖𝑓 Z௙,௜,௞ ൅ Diff୑ୣୟ୬f, k ൏ 0.5     

Z୤,୧,୩
ᇱ ൌ 1 𝑖𝑓 X௙,௜,௞ ൅ Diff୑ୣୟ୬f, k ൒ 0.5                             ሺ6ሻ 

where, Z୤,୧,୩
ᇱ  is the trained value of Z௙,௜,௞. 

d) If Z୤,୧,୩
ᇱ  exceeds Z௙,௜,௞, 

Remain the previous value 

Else, 

Replace with new value. 
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Fig. 3.  Flowchart of TLBO. 
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Step 5: Upgrade the learners by the use of another learner through Eqs. (7) and (8) (Learner Phase) 

a) Elect 2 set of sample U and V with the criteria 𝑍௧௢௧௔௟ି௎,௞
ᇱ ് 𝑍௧௢௧௔௟ି௏,௞

ᇱ  randomly. 

where, 𝑍௧௢௧௔௟ି௎,௞
ᇱ , 𝑍௧௢௧௔௟ି௏,௞

ᇱ  are restructured features of Z୲୭୲ୟ୪-୙,୩, Z୲୭୲ୟ୪ି୚,୩ of U and V correspondingly. 

b) If 𝑍௧௢௧௔௟ି௎,௞
ᇱ  exceeds 𝑍௧௢௧௔௟ି௏,௞

ᇱ  

Z୤,୙,୩
ᇱᇱ ൌ 0 𝑖𝑓 Z୤,୙,୩

ᇱ ൅ r୩൫Z୤,୙,୩
ᇱ െ Z୤,୚,୩

ᇱ ൯ ൏ 0.5 

Z୤,୙,୩
ᇱᇱ ൌ 1 𝑖𝑓 Z୤,୙,୩

ᇱ ൅ r୩൫Z୤,୙,୩
ᇱ െ Z୤,୚,୩

ᇱ ൯ ൒ 0.5                        ሺ7ሻ 

Else, 

Z୤,୙,୩
ᇱᇱ ൌ 0 𝑖𝑓 Z୤,୙,୩

ᇱ ൅ r୩൫Z୤,୚,୩
ᇱ െ Z୤,୙,୩

ᇱ ൯ ൏ 0.5 

Z୤,୙,୩
ᇱᇱ ൌ 1 𝑖𝑓 Z୤,୙,୩

ᇱ ൅ r୩൫Z୤,୚,୩
ᇱ െ Z୤,୙,୩

ᇱ ൯ ൒ 0.5                    ሺ8ሻ 

c) If Z୤,୙,୩
ᇱᇱ  exceeds Z୤,୙,୩

ᇱ  

Afterward, endure with the previous value 

Else, 

Replace with the prior value. 

Step 6: When the stopping criteria get satisfied, 

Display the outcome 

Else, jump to Step 2 

2.2.  DBN based Classification 

Next to the FSS process, DBN model is applied. It depends upon the Restricted Boltzmann Machine (RBM) 
comprises visible and hidden layers; the neurons amongst 2 layers are fully connected (FC), and the neurons in 
the identical layer are disconnected. Here, 𝑣ሺ𝑣ଵ, 𝑣ଶ, … , 𝑣௡ሻ denotes the visible layer, 𝑣௜ is the visible unit; 
ℎሺℎଵ, ℎଶ, … , ℎ௠ሻ defines the hidden layer, ℎ௝ is the hidden unit, and 𝑊 is the connection weight matrix amongst 
the 2 layers. The data is fed as input from the visible layer, ሺ𝑣ଵ, 𝑣ଶ, … , 𝑣௡ሻ denotes the feature group of data, and 
hidden layer data is produced with an arbitrarily initializing the weight value w and the state of every individual 
neuron.  

Provided a collection of states ሺ𝑣, ℎሻ, the energy function of the RBM method is represented as follows: 

𝐸ሺ𝑣, ℎሻ ൌ െ ෍ 𝑎௜

௡

௜ୀଵ

𝑣௜ െ ෍ 𝑏௝

௠

௝ୀଵ

ℎ௝ െ ෍ ෍ 𝑣௜

௠

௝ୀଵ

௡

௜ୀଵ

𝑤௜௝ℎ௝,                  ሺ9ሻ 

ൌ െ𝑎்𝑣 െ 𝑏்ℎ െ ℎ்𝑤𝑣, 
where 𝑎 ൌ ሺ𝑎ଵ, 𝑎ଶ, ⋯ , 𝑎௡ሻ and 𝑣 ൌ ሺ𝑣ଵ, 𝑣ଶ, . . . , 𝑣௡ሻ indicates the offset and state vector of the visible unit, 𝑏 ൌ
ሺ𝑏ଵ, 𝑏ଶ, ⋯ , 𝑏௠ሻ and ℎ ൌ ሺℎଵ, ℎଶ, … , ℎ୫ሻ denotes the is the bias and state vector of the hidden layer, 𝑤 ൌ ൫𝑤௜,௝൯ is 
the connection weight matrix, and 𝑤௜,௝ represents the weight of ith visible and jth hidden elements. By the states 
of ሺ𝑣, ℎሻ, based on Eq. (9), the joint probability distribution is represented by: 

𝑃ሺ𝑣, ℎ;  𝜃ሻ ൌ
1
𝑧

𝑒ିாሺ௩,௛ሻ,                                           ሺ10ሻ 

𝑧 ൌ ෍ ෍ 𝑒ିாሺ௩,௛ሻ

 

௛

 

௩

, 

where 𝜃 ൌ ሼ𝑎, 𝑏, 𝑤ሽ is the RMB network variables and 𝑍 is known as the normalization factor or partition 
function. Practically, the probability distribution 𝑝ሺ𝑣ሻ of training dataset 𝑣 is commonly utilized, i.e., the edge 
probability distribution of 𝑃 ൌ ሺ𝑣, ℎ, 𝜃ሻ is defined as follows. 

𝑃ሺ𝑣ሻ ൌ
1
𝑍

෍ 𝑒ିாሺ௩,௛ሻ

 

௛

.                          ሺ11ሻ 

Likewise, the edge probability distribution 𝑃 ൌ  ሺℎሻ of the hidden layer state is attained as follows. 

𝑃ሺℎሻ ൌ
1
𝑍

෍ 𝑒ିாሺ௩,௛ሻ

 

௩

.                          ሺ12ሻ 
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RBM training dataset is attained by resolving the optimum variables, therefore, the method is effectively 
suitable for the distribution of training dataset even when the instances reach the highest probability in the 
distribution. The designing of log- probability function is given by: 

 ln 𝑃ሺ𝑣ሻ ൌ ln ൭෍ 𝑒ିாሺ௩,௛ሻ

 

௛

൱ െ ln ൭෍ ෍ 𝑒ିாሺ௩,௛ሻ

 

௛

 

௩

൱.           ሺ13ሻ 

The model variables are correspondingly resolved using the highest probability function technique: 

∂ ln 𝑃ሺ𝑣ሻ

∂𝑎
ൌ 𝐸୔ୢሾ𝑣ሿ െ 𝐸୔୫ሾ𝑣ሿ, 

∂ ln 𝑃ሺ𝑣ሻ

∂𝑏
ൌ 𝐸୔ୢሾℎሿ െ 𝐸୔୫ሾℎሿ,                                                ሺ14ሻ 

∂ ln 𝑃ሺ𝑣ሻ

∂𝑤
ൌ 𝐸୔ୢሾ𝑣ℎ்ሿ െ 𝐸୔୫ሾ𝑣ℎ்ሿ, 

where 𝐸୔ୢ and 𝐸୔୫signifies the expectation of an input conditional and joint probability distribution of training 
dataset [17]. In addition, the processing is carried out using the Gibbs sampling technique whereas the processing 
is high at every iteration. If the state of neurons in the input layer is provided, the activation probability of the 
hidden unit is defined by 

𝑃൫ℎ௝ ൌ 1|𝑣൯  ൌ 𝜎 ൭෍ 𝑣௜

 

௜

𝑤௜௝ ൅ 𝑏௝൱.                        ሺ15ሻ 

Next to determining the hidden component of the state matrix, the reconfigurable visible component state 
probability is determined using Eq. (16): 

𝑃ሺ𝑣௝ ൌ 1|ℎሻ ൌ 𝜎 ቌ෍ ℎ௝

 

௝

𝑤௜௝ ൅ 𝑎௜ቍ,                      ሺ16ሻ 

where 𝜎 is a sigmoid function 𝜎ሺ𝑥ሻ ൌ 11/൫1 ൅ expሺെ𝑥ሻ൯. 

The highest possibility function value is continually approached using gradient ascent and the variable in the RBM 
model is updated using Eq. (17): 

𝜃௜ାଵ ൌ 𝜃௜ ൅ 𝜂 
𝜕 𝑙𝑛𝑃ሺ𝑣ሻ

𝜕𝜃
,                         ሺ17ሻ 

where 𝜂 is the parameter learning rate, and 𝑖 is the present round. The variable 𝜃 gets repeatedly updated based 
on Eq. (17). The DBN comprises many RBM components which are linked to the end layer of RBM visible and 
input layers. The RBM is a probabilistic neural network (PNN) which computes the probability generation of 
DBN defining the joint possibility distribution amongst the feature and labels: 

𝑃ሺ𝑣, ℎଵ, ℎଶ, ⋯ , ℎ௟ሻ ൌ 𝑃ሺ𝑣|ℎଵሻ𝑃ሺℎଵ|ℎଶሻ, … , 𝑃ሺℎ௟ିଶ|ℎ௟ିଵሻ𝑃ሺℎ௟ିଵ|ℎ௟ሻ,     ሺ18ሻ 

where 𝑃ሺℎ௞|ℎ௞ାଵሻ is the conditional possibility distribution of ℎ௞ to provided ℎ௞ାଵ state; 𝑃 (ℎ௟ିଵ, ℎ௟ሻ denotes the 
joint likelihood distribution of ℎ௟ିଵ and ℎ௟. 𝑃ሺ𝑣, ℎሻ refers the joint likelihood distribution of an individual RBM. 
The utilization of the DBN establishes a DL based IDS method for achieving accurateness and stableness of the 
predictive techniques. 

3. Performance Validation 

The experimental results of the FSS-DBN model are validated using benchmark KDDCup 1999 dataset, which 
includes a total of 125973 instances with a set of 41 features with two classes. In addition, a set of 67343 instances 
come under ‘Normal’ class and a total of 58630 instances come under ‘Abnormal’ class as shown in Table 1. 

Table 1.  Dataset Description. 

Source # of instances # of attributes # of class Normal/Anomaly 

KDD Cup 1999 125973 41 2 67343/58630 
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Table 2 and Fig. 4 investigates the FSS outcomes of the TLBO-FSS model with other existing methods interms 
of best cost. The obtained values indicated that the BGOA-V algorithm has failed to achieve effective FSS and 
achieved the highest best cost of 0.006763. Also, the BGOA technique has accomplished slightly improved FSS 
outcomes by offering the best cost of 0.006530. Followed by, the BGOA-S model has accomplished moderate 
FSS of 0.004176. Though the GA-FS model has chosen features with the near optimal best cost of 0.001150, the 
presented TLBO-FSS model has resulted in an effective FSS performance with the best cost of 0.001108. In 
addition, the TLBO-FSS model has chosen a total of 21 features out of 41 features. 

Table 2.  Comparative studies of existing feature selection with presented TLBO-FSS method for Applied Dataset. 

Methods Best Cost Selected Features 

TLBO-FSS 0.001108 2,4,5,6,8,9,11,13,14,16,18,19,22,24,25,29,30,32,37,39,40 

GA-FS 0.001150 21,7,27,32,25,34,1,2,35,3,24,40,28,26,10,5,33,14,16,12,36,23,30,38,22,15,37,9 

BGOA-S 0.004176 3,5,8,13,18,20,21,22,30,32,33,34,36,38,40,2,7,19,23,35,27,29 

BGOA-V 0.006763 21,27,32,25,34,1,35,3,24,40,28,26,10,5,33,14,16,12,36,23,30,38,22,15,37,9 

BGOA 0.006530 23,34,35,36,23,29,21,37,2,1,6,7,9,11,15,19,20,22,27,39,40,3,5 

 

 
Fig. 4.  Feature selection of TLBO-FSS model interms of best cost. 

Table 3 provides a detailed comparative study of the FSS-DBN model with other existing iDS models in big 
data environment.  

Fig. 5 examines the accuracy analysis of the FSS-DBN model with compared methods. The figure 
demonstrated that the Fusion model has obtained the lowest accuracy of 0.9203 whereas a slightly increased 
accuracy of 0.9293 has been offered by the RBFNetwork model. Besides, the RF model has tried to showcase 
moderate accuracy of 0.9304 and the DT model has depicted somewhat reasonable accuracy of 0.9553. At the 
same time, the RT model has exhibited manageable accuracy of 0.9555 and the LR model has accomplished a 
certainly improved accuracy of 0.974. Moreover, a competitive outcome is exhibited by the DBN model with an 
accuracy of 0.974. However, the presented FSS-DBN model has resulted in a maximum accuracy of 0.9854. 
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Table 3.  Performance Evaluation of Existing Models with Proposed FSS-DBN Model on Intrusion Detection System Dataset. 

Methods Sensitivity Specificity Accuracy F-score Kappa 

FSS-DBN 0.9898 0.9865 0.9854 0.9872 0.9867 

DBN 0.9892 0.9743 0.9740 0.9732 0.9729 

Fusion Model 0.9146 0.9221 0.9203 0.9190 0.9130 

RBFNetwork 0.9340 0.9238 0.9293 0.9338 0.8579 

LR 0.9726 0.9692 0.9710 0.9729 0.9419 

Random Forest 0.9239 0.9383 0.9304 0.9358 0.8599 

Random Tree 0.9568 0.9539 0.9555 0.9584 0.9106 

Decision Tree 0.9568 0.9537 0.9553 0.9583 0.9103 

Fig. 6 investigative the sensitivity and specificity analysis of the FSS-DBN method with related techniques. 
The figure exhibited that the Fusion approach has attained a minimum sensitivity of 0.9146 whereas a somewhat 
higher sensitivity of 0.9239 has been offered by the RF technique. Likewise, the RBFNetwork manner has tried 
to depicted moderate sensitivity of 0.9340 and the DT and RT methodologies have showcased somewhat increased 
and similar sensitivity of 0.9568. Simultaneously, the LR model has outperformed manageable sensitivity of 
0.9726. In addition, a competitive outcome is portrayed by the DBN model with a sensitivity of 0.9892. But, the 
projected FSS-DBN model has resulted in a superior sensitivity of 0.9898. 

 
Fig. 5.  Accuracy analysis of FSS-DBN model on IDS dataset. 
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Fig. 6.  Sensitivity and specificity analysis of FSS-DBN model on IDS dataset. 

The figure portrayed that the Fusion approach has reached a lower specificity of 0.9221 whereas a slightly 
improved specificity of 0.9238 has been offered by the RBFNetwork model. In line with, the RF approach has 
tried to exhibit moderate specificity of 0.9383 and the DT algorithm has demonstrated slightly reasonable 
specificity of 0.9537. Along with that, the RT technique has showcased manageable specificity of 0.9539 and the 
LR approach has accomplished a certainly higher specificity of 0.9692. Followed by, a competitive outcome is 
outperformed by the DBN model with the specificity of 0.9743. Finally, the presented FSS-DBN technique has 
resulted in a higher specificity of 0.9865. 

Fig. 7 showcases the F-score and Kappa analysis of the FSS-DBN model with compared algorithms. The 
figure exhibited that the Fusion technique has attained the lowest F-score of 0.9190 whereas a somewhat higher 
F-score of 0.9338 has been offered by the RBFNetwork model. Similarly, the RF technique has tried to outperform 
moderate F-score of 0.9358 and the DT technique has demonstrated somewhat reasonable F-score of 0.9583. 
Concurrently, the RT model has depicted manageable F-score of 0.9584 and the LR method has accomplished a 
certainly improved F-score of 0.9729. Additionally, a competitive result is exhibited by the DBN model with an 
F-score of 0.9732. Eventually, the presented FSS-DBN model has resulted in a maximum F-score of 0.9872. 

 
Fig. 7.  F-score and Kappa analysis of FSS-DBN model on IDS dataset. 
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The figure showcased that the RBFNetwork model has achieved a minimal kappa of 0.8579 whereas a slightly 
higher kappa of 0.8599 has been offered by the RF approach. Also, the DT method has tried to illustrate moderate 
kappa of 0.9103 and the RT manner has depicted somewhat reasonable kappa of 0.9106. On continuing with, the 
Fusion technique has portrayed manageable kappa of 0.9130 and the LR technique has accomplished a certainly 
increased kappa of 0.9419. In addition, a competitive result is outperformed by the DBN technique with the kappa 
of 0.9729. At last, the projected FSS-DBN algorithm has resulted in a superior kappa of 0.9867. 

4. Conclusion 

This paper has devised a novel FSS-DBN model for intrusion detection in big data environment. The presented 
model involves data preprocessing stage to improve the data quality to a certain extent. In addition, the FSS can 
be considered as an optimization problem, and the optimal feature subsets are chosen through the application of 
TLBO algorithm. Next, the DBN based classifier gets executed to determine the existence of intrusions in the 
network. For validating the proficient results analysis of the FSS-DBN model, an extensive set of simulations 
were performed and the superior performance is also highlighted in terms of distinct measures. The experimental 
values ensured that the FSS-DBN model has resulted in a maximum sensitivity of 0.9898, specificity of 0.9865, 
accuracy of 0.9854, F-score of 0.9872, and kappa of 0.9867. As a part of future scope, the presented FSS-DBN 
model can be extended to the application of clustering and outlier removal techniques. 
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