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Abstract - The ability of a Database Management System (DBMS) to detect fraudulent activities at the
earliest possible time cannot be overemphasized. The concept of critical data surveillance is the ability of
system to automatically watch over some selected database objects, and take cognizance of ensuing
events. This work achieves this solution through the implementation of database triggers, which keeps
track of the major database events. The focus of this work is on surveillance and protection against
updates to critical database tables. The work implements real life audit-based surveillance of automated
product sales enterprises database tables. The trigger was created from the scratch, and programmed to
monitor the critical database object - the product pricing table, which keeps record of the price tagged on
each the products in the supermarket. Thus, this work ensures that the trigger is fired accordingly, and
that changes to the contents are reported to an audit table for further review by only authorized persons.
This research was implemented using PostgreSQL.
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1. Introduction

A database trigger is defined as a function that is invoked (triggered) automatically when a database event occurs
on a database object [1]. One of such database objects is a table. The action verb that defines the automatic
invocation of a trigger is ‘fire’. Thus, a trigger gets fired [2] the moment a target event takes place on a target
object. A number of database events could be tracked by a trigger, some of which are Updates, Deletes, and
Inserts. A trigger could be programmed to track just one or a number of such events. When it tracks a number of
such events, the trigger is said to be a multiple event trigger [3]. A trigger or group of triggers programmed to
keep surveillance on database tables will automatically cease to exist the moment the associated database
objects get dropped [4]. Two operators determine the areas of influence of a trigger. A trigger marked with the
FOR EACH ROW operator will be fired once for each row modified by the operation, while a trigger defined as
FOR EACH STATEMENT gets fired once for a specific operation [5]. A number of operations can be
performed on a trigger. For instance, triggers could be deleted from a table using the DROP TRIGGER
statement [6]. Furthermore, a trigger could be renamed using the ALTER TRIGGER statement [7], disabled
using the ALTER TABLE DISABLE TRIGGER statement, and enabled using the ALTER TABLE ENABLE
TRIGGER statement [8].

2. Tools and Industrial Case Study

This section presents the technological tools and real life industrial application of this research. A number of
modern database management systems (DBMS) have the capacity for data surveillance and protection through
the implementation of triggers. Some of the DBMSs are MySQL [9], Oracle [10], PostgreSQL [11], and SQLite
[12] among others. This work was implemented using PostgreSQL Ver. 12.0, an object-relational database
management system [13] which offers multiple trigger programmability. The key deliverable of this research is
therefore to implement a practical and replicable case of critical database surveillance and protection, by
programming of a trigger from the scratch. This research is tailored for application in a typical automated Super
Store. In a typical Super Store, one of the common but critical database tables is the Product Price Configuration
Table (PPCT). The PPCT is a very critical table that houses all the products on display for sale in the different
shelves, as well as their configuration information. As shown in Fig. 1, some of product configuration
information of interest incorporated in this work are: Product ID, Product Price and Product Name, and some
others included as part of the post-trigger audit trail buildup.
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Fig. 1. Structure of Product Price Configuration Table (PPCT)

The importance of the PPCT cannot be overemphasized, and thus the need for this research on its surveillance
and protection using database triggers. The trigger could be programmed to keep track of update, deletion, and
insertion (UDI) activities [14] in the PPCT, though this work focuses on tracking update events only. On firing,
the trigger updates the audit trail table (AuditTab) with the contents of the configuration table. Apart from the
fields inherited from the PPCT, three other important information are also added to the audit trail [15]. These are
ProdPriceNew which keeps track of the new product price after a modification, Modifier which keeps track of
the user who did the modification, and DateTimeMOD which keeps track of the exact time and date when the
modification took place. Since the daily sales in the Super Store uses the PPCT to determine the product prices,
it is therefore of utmost importance to secure the table. Without taking such a step, huge fraud could be
perpetrated through unauthorized changes [16] to product prices, thus the utmost necessity for this research.

3. General System Workflow

This section presents a general workflow [17] for this research. There are four major stages of the system
implementation, each of which has been labelled in a chronological fashion 1 to 4 as shown in the workflow
diagram in Fig. 2. Sub Section 1 deals with the system requirements [18] for this work, 2 deals with creating the
necessary objects, 3 deals with building the trigger logic, while 4 deals with testing the resulting system.

System
Requirements
- Application

Area
= Trigger Name
= lInvocation

Stage

- Target Object
Event Name

Requirements
Gathered?

Objects
Created?

Fig. 2. General System Workflow
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3.1. System Requirements

A number of requirements are to be considered in the process of programmatically implementing a trigger for
data surveillance and protection. First and foremost is to make a decision on which industry case the trigger-
based system is being applied. As earlier stated, this research focuses on the application of triggers in enterprise
data [19]. Specifically, this work focuses on the protection of Product Price Configuration Table (PPCT) of a
typical Super Store. It is important to mention that the technique demonstrated in this work could be used in
similar ways in diverse industrial sectors. For instance, triggers could be applied in securing database tables that
relate to academic records in higher institutions [20], account transactions in banking [21], investigation
processes in military intelligence [22], patient data in hospitals [23], among others. The next two important
requirements at the design stage of the trigger-based system are the name of the trigger and the invocation stage.
The trigger invocation stages are determined by three standard keywords BEFORE, AFTER and INSTEAD OF
[24]. The fourth requirement is the target (or protected) object, which is the exact database object being
protected by the trigger. In this research, the target object is the Product Price Configuration Table of a Super
Store. Finally, the fifth requirement is the event name. The major events that could lead to the firing of the
trigger are the UDI activities. These are UPDATE, DELETE and INSERT activities in the database. The focus
of this research is on surveillance against UPDATE event. Thus, the trigger construction syntax for this research
is shown in Fig.3.

CREATE TRIGGER trigger-name AFTER UPDATE ON column-name
ON table-name

—————— Trigger Logic

Fig. 3. Trigger Construction Syntax

3.2. Objects Creation

The two objects that should pre-exist or should be created before the trigger are the Product Price Configuration
Table and the audit table. The structures of the two tables have already been shown in Fig. 2. The CREATE
TABLE SQL commands are used to create the tables PPConfigTable and PPAuditTable respectively as shown
in Fig. 4 and Fig. 5 respectively.

postgres=H

postgres=H# create table PPConfigTable (

postgres(H ProdID int PRIMARY KEY,

postgres(H ProdPrice real,

postgres(H ProdName varchar(100)

postgres(H# );

CREATE TABLE

postgres=H

postgres=H# insert into PPConfigTable values (1, 600, 'Tin Tomato');

INSERT @ 1

postgres:=# insert into PPConfigTable values (2, 1708, 'Bournvita Size 20')
INSERT 0 1

postgres=# insert into PPConfigTable values (3, 2130, ‘Dangote Red Noodle'):
INSERT 0@ 1

postgres:=H# insert into PPConfigTable values (4, 2130, 'Oriental Match Box');
INSERT @ 1

ostqres=#

Fig. 4. Creation and Initial Population of PPConfigTable
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In preparation for a real life demonstration of trigger operations, a total of four product price data ProdID
={1,2,3,4} were inserted into the configuration table PPConfigTable, while an SQL “Select * Statement” [25]
was also issued on the PPAuditTable to confirm that it has zero content.

NOT NULL
create table PPAuditTable ( Constraints
postgres(# ProdID int not null,
postgres(# ProdPriceOLD real not null,
postgres(# ProdPriceNEW real not null,
postgres(# ProdName warchar(100) not null,
postgres(# Hodifier varchar(20) not null,
postgres(# DateTimeMOD varchar(50) not null
postgres(# )
CREATE TABLE
postgres=# select x from PPAuditTable;
prodid | prodpriceold | prodpricenew | prodname | modifier | datetimemod
-------- L e T e e

rows)

postores:=#

Fig. 5. Creation and Initial Inquiry on PPAuditTable

3.3. Building the Trigger Logic

The choice of trigger logic used in this research aims at reducing system complexity to barest minimum. This
method is based on the creation and execution of a stored function. A stored function is defined as a special
variant of stored program that returns a single value. Stored functions are used to encapsulate business rules that
are reusable among SQL statements [26]. The pictorial presentation of the systematic handshake [27] between
the trigger and the stored function is shown in Fig. 6.

Execute Stored
Function

TRIGGER

Fig. 6. Handshake between Trigger and Stored Function

The source codes for the stored function is shown in Fig. 7. As shown, the code creates a stored function known
as AuditAlarmFunc() which returns a trigger designated as a system variable $my table$. The program actions
are subsumed in between the BEGIN .. END keywords [28]. When the trigger is fired, it inserts the six audit
values ProdID, ProdPriceOLD, ProdPriceNEW, ProdName, Modifier, and DateTimeMOD. Finally, the last
statement is an invocation of the system variable $my table$, then an indication of the programming language
used for building the stored function, which in this case, is “PLPGSQL”.
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CREATE OR REPLACE FUNCTION AuditAlarmFunc()
RETURNS TRIGGER AS $my _table$
BEGIN
INSERT INTO PPAuditTable(
ProdID, ProdPriceOLD,
ProdPriceNEW, ProdName,
Modifier, DateTimeMOD)
VALUES
(old.ProdID, old.ProdPrice,
new.ProdPrice, old.ProdName,
user, current_timestamp);
RETURN NEW;
END;
$my table§ LANGUAGE ‘plpgsql’ ;

Fig. 7. Source Code for AuditAlarmFunc Stored Function

The source code for creating the trigger is shown in Fig. 8. As shown, the trigger name is price trigger, and is
fired after every update of the PPConfigTable. The trigger executes the AuditAlarmFunc() stored function every
moment a row of the configuration table is modified. This is achieved using the “FOR EACH ROW” statement
[29]. Apart from the row-by-row activation, triggers could also be activated for every designated operation. This
is achieved using the “FOR EACH STATEMENT” statement [30].

postgres=#

postgres=# CREATE TRIGGER price_trigger

postgres=# AFTER UPDATE ON PPConfigTable

postgres=# FOR EACH ROW EXECUTE PROCEDURE AuditAlarmFunc();

CREATE TRIGGER
postgres=#

Fig. 8. Programming Code for price_trigger

It is important to watch out for a system response that confirms if the creation of a trigger was successful or
otherwise. The system response CREATE TRIGGER [31] is an indication that the trigger was successfully
created, as shown in Fig. 8.

4. Trigger Evaluation

The evaluation [32] of the trigger involved two major steps. First, the pre-evaluation contents of the
configuration and audit tables are checked. This is achieved by issuing SELECT statements on PPConfigTable
and PPAuditTable respectively. As shown in Fig 9, the audit table has a zero content, while the configuration
table has a total of four records.
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s:Hl select » from PPAuditTable;
prodid | prodpric | prodpricenew | prodname | modifier | datetimemod
'

STEP ONE

postgres=# select » from PPConfigTable; Pre_Trigger

TRIGGER
EVALUATION

prodname

Inquiry

Bournuita Size 20
Dangote Red Noodle

|
+
| Tin Tomato
|
|
| Oriental Match Box

Fig. 9. Pre-Trigger Inquiry Screen 1

The second stage of the evaluation is to perform an SQL update on the product price table. As shown in Fig. 10,
the product price for Product ID number 4 was changed from the original value of 2130 to a new value 0f4000.
This action is expected to fire the trigger, thus the need for the next evaluation step, which is the post-trigger

inquiry.

s=# update PPConfigTable TRIGGER

rodprice=4000 where prodid
STEP TWO EVALUATION

solect < from Preontiorable.  [TGNITREINN

prodprice prodn:

Tin Tomato . . UDdate

I
i
I
| Bournuita Size 20
I
I

Dangote Red Noodle STEP THREE
Oriental Match Box .
Post-Trigger

21

4O

from PP tTable ;
icenew

4000 | Oriental Match Box | postgres | 2020-12

Fig. 10. Trigger Evaluation Screen 2

As shown in the final evaluation screen, the exact record that was updated in the PPConfigTable was
successfully inserted into the PPAuditTable after the trigger was fired. This is a confirmation that the trigger is
working as expected.

5. Conclusion

This work has demonstrated in practical terms the evolution, design and implementation of triggers from the
scratch. It was also applied on a practical case, being the surveillance and audit-based protection of critical
enterprise database tables, such as the product price configuration table (PPCT) in a typical Super Store. The
evaluation of system was successfully demonstrated. It is hoped that the trigger-based system demonstrated in
this work can be replicated in a number of industrial concerns with minor modifications.
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