








solution cases review finds that the credential is open to liability and data security is inadequate. The in the existing 
solutions for the certificate verification, the gaps found are authentication, confidentiality, authorization, 
ownership, and privacy. 
 

 

 
Fig. 3. Blockchain based Hyper Ledger Fabric Framework 

Blockchain based framework proposes to verify academic certificates aiming at authentication, 
confidentiality, authorization, privacy, and ownership themes shown in Fig. 3. depicts the Hyperledger Fabric 
framework. 

4.1 Fresh Node Creation 

Full and lightweight nodes are available in the blockchain network models. Full nodes have access to complete 
copies of the blockchain and fully permit the network nodes to authenticate transactions and blocks. The light 
nodes do not have access to the complete copies except the genesis blocks to authenticate the transactions. A full 
network node can be linked using the E-learning institutions’ whereas the students can link to light nodes. 

An ID wallet address is created by an efficient node when a new node links the network. After creating the 
address, an efficient node communicates to the representative authenticating the new registration and allotting 
some E-Learning proof’s in its wallet address. Then the registration of the new node is completed, and the 
representative announces to the entire network. For setting up a network node, information collects by the new 
node. 

In the subsequent rotation, to authenticate the transactions afresh, the node can be selected as a representative 
when a network node is set up well and proclaimed by the efficient representative, only adding a new node 
accomplishes. The encrypted records enhance the data security through spread through the network. Once a traitor 
node is observed or recorded as an institution node, the data will not change because of the process completely 
contains undeniable features. 

4.2 Operator Registration 

To access the E-Learning portals, the users or operators must register using their network devices. An ID will be 
assigned to the operator and using the public and private keys. A new blockchain address creates as proof of the 
identity of the owner. The fresh user’s blockchain wallet generates, and the node ID address save. 

For confirmation, this ID address wallet will be communicated to the user’s and used for transactions as its 
account when a student’s data is to be accessed by a third-party institution. Initially, the ID address must be 

Web 
Application

owner

User Interface

Document

Rest Server
(APLs)

Document verification module
(Hash Based)

Document Encryption 
and Decryption module

Identity management

Chain code for documents 
Hash storage and user 

authentication

Hyper ledge Fabric 
ledger

Member ship service 
provider

Database

Other user/
Organisation

Upload

Hyper ledger Fabric(Storage and identity management)

Cross match interface data On chain hash storage

Verifier

Issuer
Verify/assign 

identity 

User/Organisation Verification

e-ISSN : 0976-5166 
p-ISSN : 2231-3850 J Bheemeswara Sastry et al. / Indian Journal of Computer Science and Engineering (IJCSE)

DOI : 10.21817/indjcse/2021/v12i3/211203283 Vol. 12 No. 3 May-Jun 2021 732



checked and validated. The institution uses the block web API, and the backup ID keys should be compulsory for 
every single E-Learning operator to confirm the student’s ID address. 

A new ID address will create when operators lose their ID keys. The E-Learning user nodes send the transfer 
data to the freshly created ID address from the old ID address. When the registered operators need to access the 
network, the user’s device and identity will be authenticated and confirmed. The access characterized by E-
Learning systems, including weak links and human errors in data storage, will be reduced intensely. 

4.3 Fresh Block Creation 

One efficient representative creates a new block that is chosen randomly by the efficient members. Another 
member is to create when a member misses a block, and the block is authenticating to join the blockchain network. 
It takes five seconds in the Proof-of-stake(PoS). A representative nominates for the blockchain until the 
representative stops accepting new transactions from the block. 

  The process will continue to authenticate and generate the transactions. Finally, the new block will be collected 
by the representative and allocated to the network members for authentication and assessment. The block which 
is confirmed is reverted to the members then merged to the local blockchain. Although, allocation of the new 
block in the network is doing by the blockchain. Lastly, the nodes of the E-Learning institution allocate in the 
network. 

5. Application and Future Aspects 

Blockchain technology can be used in education apart from achievements assessment and diploma management 
in many advanced ways. This technology has a boundless ability for extensive application prospects on 
implementation and learning activities design, creative evaluation, and pursuing the entire learning processes for 
both teachers and learners. In the field of education, some advanced blockchain technology based applications 
suggest below. A Smart Contract is fundamentally a computer protocol that functions on Ethereum, a blockchain 
network that produces a real contract like economic contacts, employment. It can shorten contract terms and 
negotiation, authenticate the contract’s execution state, and implement its execution. 

Using the digital way, it grades distinctively, identifies the parties in a transaction precisely, and specifies 
the obligations and rights mutually by code. The smart contract assures transaction reliability and security, 
minimizing the third party expenses in traditional dealings. However, some adverse particular or objective factors 
are present in student’s perception, triggering reduced learning results, for example, the lack of financial pressure 
and motivation. By implementing ”Learning is Earning”, the students motivate by blockchain. 

The smart contract among teachers and students in the educational setup can be applied. The instructors 
using some simple clicks, can offer Real-time awards to students. According to the smart contract, some digital 
currencies obtain by the students as rewards. In the education wallet, this kind of money can be stored and used 
as tuition or even swapped with real currencies. In the education system, evaluation is also a challenging issue. 
For a long time, creative assessment has been encouraged. Still, every detail of learning and teaching is not easy 
to track. 

Blockchain and smart contracts apply for traceability, reliability, and immutability, signifying that the data 
recorded on the blockchain is exceptionally reliable, explicit, and anti-theft to deal with this challenge. For 
example, in ”Collaborative Learning”, the student’s ability to work with others gets improved. The instruction is 
artistic and sophisticated from the teacher’s viewpoint so that it is tough to evaluate. 

Based on the student’s feedback, the traditional method is partial, in need of subjectivity, and does not 
support the teacher’s improvement. A new valuation system can be constructed based on the smart contract and 
blockchain network, and pre-planned instructional activities should be submitted to the school’s by the teacher as 
a smart contract. The entire teaching actions record during the teaching process in the blockchain network. The 
practice and teaching design’s reliability will be verified using the smart contract, which plays a vital indicator 
for instruction evaluations. As a reward, digital currency obtains by the teacher’s who meet the standards. 

The student’s program supervision is conducted on behalf of an academic advisor or a supervisor can help 
the student schedule the study program and information on the research activities progress. Though these issues 
check and manage, it will be unsettled to discriminate the responsibilities if something adverse happens in the 
future. The information asymmetry issues can be solved theoretically by blockchain as of its delegation and 
immutability. It confirms the legitimacy since the data and value are published and are mutually maintained. It 
offers a reliable way for talent investment and the user’s appreciation and investment gain with more knowledge 
on digital currencies. In contrast, the blockchain ledger can be an option for a user who wants a vivid employee. 
The investment bias risk and failure significantly decrease. Generally, the interests of both parties maximize by 
blockchain. 
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6. Conclusion 

The educational system’s needs with huge openness, an online, secure database can be provided by blockchain 
technology. Educational institutions should deploy this new innovative generation of internet technology. This 
study focuses on the framework and academic discussion level. In the future, this framework implements 
additionally explored its ability on an effective E-Learning platform like distance learning the E-Learning systems, 
mobile learning, classroom learning, online learning, and blended learning platforms. In E-Learning, an 
appropriate version of blockchain technology should be essential to deal with the structural issues because still, 
blockchain technology is in its developing stage. For easy communication, blockchain integrates with the voice 
platform through the voice user interface. An analysis of the concerns in healthcare might also be a part of future 
research. 
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