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Abstract 
In the present technology growth, the need of multimedia data transmission. The key challenge to provide 
the secured data transmission in WMSNs owing to their tough situations. In this paper, a novel light-weight 
hybrid 3D chaotic based encryption algorithm is developed to address the issue of transmission of 
information securely. The proposed technique consists of two the combination of chaotic encryption scheme 
and cryptographic methods to build a secured technique. Initially, the input image of the size M*N is 
considered in which the first 128-bit of the data is processed with Chaotic encryption scheme and remaining 
128-bit with 3D Logistic Map based encryption to generate the pseudo random key values, the input is 
encrypted. In the OMNET++ simulated environment, the encrypted cipher image is transmitted and 
decrypted at the receiver end. By the experimental analysis results, the proposed algorithm exhibits as 
efficient and secure compared to existing algorithms. 
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1. Introduction 

 In this technological era, the rapid evolution of the communication and internet usage has enhanced the 
huge quantity of multimedia data like text images, audio, video, etc. are generated with the wireless sensors 
network. In which, the research on the image data transmission is one of the most trending area of interest. In the 
wireless sensor network, the process of dealing with the multimedia data is hectic and challenging due the security 
vulnerabilities. In this regard, the various authors have proposed different conventional cryptographic algorithms 
like DES, IDEA, AES, 3DES etc., [1-2]. But, according to [4], the traditional crypto-algorithms are not fully 
serving the present needs for multimedia sensor data. As these algorithms have larger key size, requires more 
storage capacity, more iterations and inefficient in encrypting large-sized images. The intrinsic features of image 
like higher pixel correlation between adjacent pixels, strong redundancy, etc. are the most challenging to address 
in the broad area of sensor networks. 
 The new modern techniques are required to perform the faster encryption and authentic transmission of 
the data along with the good efficiency. If the time taken to encrypt is more, then the processing speed decreases 
for the larger data. 
 Chaos-based cryptosystem [5] proposed to meet the necessity of image encryption with faster encryption 
and higher efficiency. Currently, the research is being carried out on the chaos-based cryptosystems for efficient 
key generation, key-exchange, and secured data transmission techniques. Edward Lorenz used the concepts of 
chaos theory in 1963 for the first time in the computer system.  
 Presently, the cryptography algorithms based on chaotic system capture the interest for the addressing 
the major concerned issue like ergodicity, noise-like signals for intruders, and sensitivity to initial conditions by 
providing the better solution to generate ciphers using such as confusion and diffusion [6-7].   
 According to literature review, the researchers [4-12] proposed and developed efficient chaotic 
algorithms to provide secure data transmission from cryptanalytic attacks. The chao based algorithms are based 
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on two types viz., position permutations (pixels are permuted without modifying the actual values of input) and 
value transformations (pixel value is substituted by other pixel value not changing the location). 
 The XOR operation is used to exhibit the linear independency of two or more elements. The use of XOR 
operation in encryption makes it unbearable to inverse the operation without the initial conditions of arguments. 
The shuffling of the bits position in a plain image and shifting the values of the shuffled bits can have more secured 
image encryption process. The lightweight hybrid 3D chaotic based encryption scheme is proposed by considering 
XOR based encryption technique using 3D logistic maps [41-44] to provide the secured encryption to generate 
the cipher image and secured image transmission in an OMNET++ simulation environment. The rest of the work 
is as follows.  
 The study of existing mechanisms presented in section 2. The background study of Chaotic Map & 3D 
Multiscroll is discussed in section 3. The developed hybrid image encryption techniques detailed in section. 
Statistical performance analysis is compared with some existing algorithm and discussion in section 5 and 
followed by the conclusion. 

 

2. Literature Review 

 The proposed encryption algorithm [3] is designed based on chaotic variable-parameters and dynamics. 
The authors claim the results show that the proposed technique is better and competitive with existing. The 
dynamical algorithm built with shuffling of pixels subjected to the mathematical objects and code transformation 
to generate driven sequence. 
 The S-box algorithm is proposed [11] for the image encryption process. The original input image is 
XORed with the chaos based RGN mechanism and sub-byte operation is performed with proposed S-Box 
algorithm to encrypt the image. The NIST tests are carried out to test the proposed algorithm. The experimental 
results say that the proposed algorithm produces better results when compared to Chaos and AES algorithm. They 
also performed the security analysis and key space analysis to prove the stability of the proposed algorithm. 
 The chaotic behavior with non-equilibrium system [12] is implemented with the real electronic circuit 
for the image encryption application. The design includes the generation of three s-boxes with cryptographic 
properties. According to the authors, implementing the system with real-time circuits provide feasibility to verify 
the theoretical methods. The measurements are evaluated by using oscilloscope. The method show that the results 
are non-linear with the performance analysis. The sub byte operations exhibit the better encryption results with 
the chosen s-box and also presented the time taken for encryption process verified by phase portraits, Lyapunov 
exponents, and entropy. 
 In the rapid growth of wireless communication, the need for secure data transmission with efficient 
encryption and decryption mechanism are much needed. The chaotic s-box based image encryption technique is 
presented [13] and tested for the effective image transmission. The authors considered the Sine & tent maps to 
improve the 1D chaotic maps, then proposed s-box generating techniques is applied to create the s-box to encrypt 
the given image. The Lyapunov Exponent and bifurcation diagram of the Sine map justifies the dynamic behaviour 
of the system. The proposed dual s-box based encryption algorithm is tested for the known and chosen simple 
plain-text attacks and cipher-text attacks along with statistical analysis. 
 The evolution of data processing in the medial field is much needed area of research to prevent the 
chronic diseases like hypertension, BP and sugar. The design of wearable secured application can help in resolving 
the collection of the real-time data for the study and treatment of such diseases in the wireless body area network 
(WBAN). Wei Wang and et.al [14], presents the chaotic based secure data transmission in WBAN by the 
collection of physiological information with the help of sensor nodes to process efficiently. The Logistics and 
Kent based chaotic maps are used to construct the sub-chaotic matrices to obtain the encrypted chaotic matrix, 
XORed with original matrix elements to get the encrypted output image. The visual result, quantitative results and 
key-space analysis tests ate performed. 
 The cryptosystem is proposed [15] for the encryption process with Tangent Delay Ellipse Reflecting 
Cavity Map System (TD-ERCS) maps and Piecewise Linear Chaotic Map (PWLCM). The encryption process 
includes the generation of keys with hashing and set with initial conditions for each round of confusion & 
diffusion, then applied with affine transformation on every pixel to generate the cipher pixels. The experimental 
analysis is carried out with statistical analysis, PSNR, key-space & sensitivity analysis to prove the sensitivity for 
small pixel distribution and attacks. 
 The implemented algorithms [16] help to encrypt the binary images and their databases of the same size. 
The binary image is split vertically or horizontally into blocks, reconstruct the new image of the same size with 
transformation of pixels. The experiment is conducted on few binary images and a data-set with numerical and 
visual tests to prove the efficiency of algorithm. 
 Ahmed G. Radwan. et.al [17] reviewed 27 different encryptions using by experimental analysis and the 
comparison of various discrete chaotic maps, non-chaotic key generators are discussed. They also presented the 
list of various available statistical analysis methods to validate the efficiency of algorithm in terms of key 
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sensitivity, histogram-analysis, entropy, etc. The permutation techniques based on logistic maps, based on indices, 
Arnold’s cat, Lorenz system, Chess algorithm and mixed permutation-substitution are investigated at different 
phases. Also, concluded with NIST standard tests to be performed. 

3. Background Study 

3.1. Logistic Map  
Logistic Map is a non-linear polynomial & dynamical equation of degree 2 with complex chaotic 

behaviours [17]. The Eq. (1) is used to generate random number sequence by appropriate selection of seed value 
(Xn) and growth rate (r).  

𝑋௡ାଵ ൌ r ∗ 𝑋௡ ∗ ሺ1 െ 𝑋௡ሻ        (1) 
Where, r   growth rate/control parameter, a positive value 
           Xn (0, 1) the seed value  
 

In this method, two-random number sequences are generated based on 3D logistic map, in which one 
random sequence is used for row shuffling and another random sequence for column shuffling. The logistic 
sequence exhibits different characteristics for the values of r and the logistic sequence presents diverse 
characteristics [18]. The equation (1) has a positive Lyapunov exponent and behaves chaotic for the values 3.43 ൑
r ൑ 4 . Hence, the values generated (x0, r) can be used as secret keys, where x0  (0, 1) and 3.58 ൑ r ൑ 4. For the 
values of r > 4 behaves more chaotic, make the system very complex and unable to predict keys.  
 
3.2. 3D Multi Scroll Chaotic Systems 

The non-linear systems with multiscroll attractors behave complex as compared to the basic mono-scroll 
chaotic attractors. The state space equation for automatic chaotic system is given by Eq. (2), 
 

𝑥ሶଵ ൌ െ𝑎𝑥ଵ ൅ 𝑏𝑥ଶ𝑥ଷ                                                
𝑥ሶଶ ൌ െ𝑐𝑥ଶ

ଷ ൅ 𝑑𝑥ଵ𝑥ଷ                             (2)                          
𝑥ሶଷ ൌ 𝑒𝑥ଷ െ 𝑓𝑥ଵ𝑥ଶ                                                        

The 3D chaotic Eq. (2) is modified by the hyperbolic function 𝑝ଵ 𝑡𝑎𝑛ℎሺ 𝑥ଶ ൅ 𝑔ሻ as given in Eq. (3). 
 

𝑥ଵ ൌ െ𝑎𝑥ଵ ൅ 𝑏𝑥ଶ𝑥ଷ                                  
𝑥ଶ ൌ െ𝑐𝑥ଶ

ଷ ൅ 𝑑𝑥ଵ𝑥ଷ          (3) 
𝑥ଷ ൌ 𝑒𝑥ଷ െ 𝑓𝑥ଵ𝑥ଶ ൅ 𝑝ଵ 𝑡𝑎𝑛ℎሺ 𝑥ଶ ൅ 𝑔ሻ                                  

The initial condition values are ሾ𝑥ଵሺ0ሻ, 𝑥ଶሺ0ሻ, 𝑥ଷሺ0ሻሿ ൌ ሾ0.1,0.1,0.6ሿ chosen by the iterative method.  
Later, chaotic attractor calculated for values of 𝑎 ൌ 2, 𝑏 ൌ 6, 𝑐 ൌ 6, 𝑑 ൌ 3, 𝑒 ൌ 3, 𝑓 ൌ 1, 𝑝ଵ ൌ 1, 𝑔 ൌ 2. 

 
Table 1: Initial values for multi scroll property 

State p1 g 
Initial Values 

ሾ𝑥ଵ, 𝑥ଶ, 𝑥ଷሿ Attractor Remarks 

First - -3 [0.1, -0.1, -0.6] Double-scroll Based on the values of 
p1 and g, system holds 
multiscroll property  

Second -1 -3 [0.1, -0.1, -0.6] Four-scroll 

Third 1 3 [0.1, 0.1, 0.6] Single scroll 

It is observed that the system holds multi scroll property by changing the values of ‘p1’ and ‘g’ in third 
state with hyperbolic function as in the Table 1. Hence, the behavior of the system depends much on parameter 
‘g’. The Eq. (3) are revised by applying derivative properties [19] to exhibit the multi scroll chaotic systems as in 
Eq. (4). 
 

ௗ೜௫భ

ௗ௧೜ ൌ െ𝑎𝑥ଵ ൅ 𝑏𝑥ଶ𝑥ଷ                                                 
ௗ೜௫మ

ௗ௧೜ ൌ െ𝑐𝑥ଶ
ଷ ൅ 𝑑𝑥ଵ𝑥ଷ                                             (4)        

ௗ೜௫య

ௗ௧೜ ൌ 𝑒𝑥ଷ െ 𝑓𝑥ଵ𝑥ଶ ൅ 𝑝ଵ 𝑡𝑎𝑛ℎሺ 𝑥ଶ ൅ 𝑔ሻ                  
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Fig 1: The Bifurcation Diagram for the Multi Scroll Chaotic Systems. 

 
The defects can be witnessed in the bifurcation diagram of the chaotic systems in Fig. 1. It bifurcates less for 

the value initial values of r and the chaotic ambit/bifurcation is more within 3.57 and 4. The variation on the 
behaviour of chaotic sequence generated with the change of r [1,4] does not have the uniform distribution, hence 
it can’t be assumed to have similar behaviour. 

4. Proposed Technique 

 The design of the developed chaotic based encryption process is shown in Fig. 2. The input image of the 
size 256 x 256 is given as an input, then converted to grayscale. The method is designed based on the network 
centric, consists of two phases.  
 In first phase, the initial conditions are chosen to form the chaotic equations and pseudo random key (k1) 
is generated and in second phase the inter-byte operations are performed on the input image, then XORed with 
permutations and diffusion techniques to generate another key is generated (k2). The key k1 and k2 are XORed 
to get final key (key = k1⊕k2). Finally, the full stream input image is encrypted using the combination of generate 
key to generate the encrypted cipher image [28-29].  
 
The following process is incorporated for a Hybrid Chaotic Encryption Mechanism: 
Step 1: Consider an image X of size M*N 
Step 2: Calculate S1 using network centric chaotic encryption and S2 using 3D logistic map. 
Step 3: Encrypt input image X with S1 to get cipher  
 
                                𝐺 ൌ ሼ𝑔1, 𝑔2, 𝑔3, … . . 𝑔𝐿ሽ by 

              Iൌ 𝑚𝑜𝑑 ሺ1 ൅ 𝑚, 𝐿ሻ ൅ 1                                     for I = 1, 2 …. L           (5) 
             𝑔ሺ𝐿ሻ ൌ 𝑚𝑜𝑑ሺ𝐼𝑛𝑡𝑒𝑟_𝑏𝑦𝑡𝑒ሼ𝑆1, 𝑋ሺ𝑖ሻ ൅ 𝑟, 256ሽሻ      for i = 0, 1, 2 . . . L   

Where, interbyte (S1, X(i))  substitution bytes by S1 for X.  
 
The encryption between the 3D Network Centric and Plain image bytes X is based on cross permutation 

and diffusion process which yields high secured intermediate sequences. 
 

 
 

Fig 2: The proposed encryption scheme 
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Step 4: Again, encrypt the intermediate cipher image G with S2 to get final cipher   
 
                               𝐹 ൌ ሼ𝑓1, 𝑓2, 𝑓3, … . . 𝑔𝐿ሽ by 
                                Jൌ 𝑚𝑜𝑑 ሺ1 ൅ 𝑚, 𝐿ሻ ൅ 1                           for J=1,2 ………L 

𝑔ሺ𝐿ሻ ൌ 𝑚𝑜𝑑ሺ𝐼𝑛𝑡𝑒𝑟_𝑏𝑦𝑡𝑒ሼ𝑆2, 𝐺ሺ𝑖ሻ ൅ 𝑟, 256ሽሻ        for i= 0,1,2 …. L        (6) 
 
where, interbyte (S2, G(i)) substitution bytes by S2 for G. Now, the cross permutation and diffusion process 
performed as in previous cases to get the more chaotic encrypted data.  

5. Statistical Performance Analysis 

The experimental results carried out on the proposed hybrid chaotic system. The proposed system is tested 
with distinct standard image like lena image, pepper image, and mammogram image of size 256x256 shown in 
Fig. 3. The analysis results prove that the encrypted images are really unrecognizable. 

 
Fig 3: Encrypted and decrypted images 

5.1. Histogram analysis 

The modified distribution features are the main concern in image processing and encryption process. The 
image histogram shows in what way pixels in an image are scattered at each intensity level of pixels. The 
histograms of the input test image, and encrypted cipher images as shown in Fig. 4. The histogram variance 
measures the pixel distribution of encrypted images, lesser the variance higher the uniformity of pixel distribution 
in image [31]. The histogram variance is calculated using Eq. (7). 

 

𝑣𝑎𝑟ሺ𝑌ሻ ൌ
ଵ

௡మ ∑ ∑ ଵ

ଶ
൫𝑦௜ െ 𝑦௝൯

ଶ௡
௞ୀଵ

௡
௜ୀ଴        (7) 

 
where, Y  the vector of histogram value 
          𝑦𝑖, 𝑦𝑗 the no. of grey pixels i and j 
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Fig 4: Histograms of the plain input images and cipher images 

Table 2: Analysis of histogram variances 

 Histogram Variance 

Input Image Lena Peppers Mammogram 

Cipher image (Proposed) 185.459 213.902 223.78 

Aruna S et al. [21] 190.455 214.560 234.90 

Zhu et al. [13] 221.84 224.35 - 

X. P. Zhang et al. [22] 284.44 269.34 - 

X. Wang et al. [12] 283.156 227.56 - 

Çavuşoğlu et al. [11] 381.67 332.89 - 
 
 

The histogram variance values of test input and its respective cipher images presented in Table 2. The 
variance values are evident that, the proposed method has higher uniformity and uniform distribution of pixels as 
compared to the existing methods. Hence, the proposed scheme is robust and withstands statistical attacks. 

5.2 Differential attack analysis 

It is utmost important to validate the sensitivity of key generated for its resistance towards mild to strong 
attacks. The initial values of the chaotic sequence for the generation of key are real numbers, the slight variation 
gets more changes in the encrypted cipher image. Thus, it’s necessary to resist against differential attacks. The 
important parameters to test the performance of encryption key includes Number of Pixels Shift Rate (NPCR) and 
Unified Average Changing Intensity (UACI) are the preferred security analyses technique [32-33]. NCPR find 
the pixels changes in original image, and UACI estimates the mean values of intensity between original and 
encrypted image. 
 
The NPCR and UACI are calculated using the Eq. (8) and Eq. (9) 
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        𝑁𝑃𝐶𝑅 ൌ  
∑ ஽ሺ௜,௝ሻ ೔,ೕ

ௐ∗ு
∗ 100           (8) 

 

 U𝐴𝐶𝐼 ൌ  
ଵ

ௐ∗ு
∑ |஼ଵሺ௜,௝ሻି஼ଶሺ௜,௝ሻ|

ଶହ଺௜,௝ ∗ 100                    (9) 

where,          C1 and C2  Cipher images 
                        W and H  width and height of C1 and C2 of size (i, j) 
                        D   Bipolar image of size (i, j) 
 

𝐷ሺ𝑖, 𝑗ሻ ൌ ൜
1,        𝐶1ሺ𝑖, 𝑗ሻ ് 𝐶2ሺ𝑖, 𝑗ሻ
0,        𝐶1ሺ𝑖, 𝑗ሻ ൌ 𝐶2ሺ𝑖, 𝑗ሻ 

 
The result shown in Table 3 proves that the proposed algorithm is sensitive to the key for various input 

test images and it guarantees the security against attacks[22].  
 

Table 3: Cryptoanalysis values for the encrypted images 
 

Input 
Lena Pepper Mammogram 

Proposed Method 
NPCR 99.82 99.68 99.73 

UACI 33.87 33.83 33.83 

Zhu et al. [13] 
NPCR 99.64 - - 

UACI 33.55 - - 

X. P. Zhang et al. [22] 
NPCR 99.6125 99.6102 - 

UACI 33.4823 33.6128 - 

Çavuşoğlu et al. [11]  
NPCR 99.75 99.45 99.7 

UACI 33.94 33.34 33.9 

M. B. Hossain et al. [24] 
NPCR 99.6048 99.5972 - 

UACI 33.5044 33.5189 - 

 
5.3 Adjacent Pixel Point Correlation Analysis  

It is quite interesting to estimate the correlation factor of encrypted images. Unlike normal images, the 
correlation factor is relatively low for any efficient encryption scheme [31]. To present the correlation intuitively, 
the selected pairs of pixels along diagonal, horizontal or vertical to represent the correlation graph. The pixel 
correlation is calculated using following Eq (10-13). 
 

𝑅௫௬ ൌ
௖௢௩ሺ௔,௕ሻ

ඥாሺ௫ሻாሺ௬ሻ
               (10) 

𝑐𝑜𝑣ሺ𝑎, 𝑏ሻ ൌ 𝐸ሼሾ𝑎 െ 𝐸ሺ𝑎ሻሿሾ𝑏 െ 𝐸ሺ𝑏ሻሿሽ     (11) 

𝑒ሺ𝑎ሻ ൌ
ଵ

௡
 ∑ 𝑎௜

௡
௜ୀଵ             (12) 

𝐿ሺ𝑥ሻ ൌ
ଵ

௡
∑ ሾ𝑎௜ െ 𝑎ሺ𝑥ሻሿଶ௡

௜ୀଵ         (13) 

where, e(a) and L(x) indicates the expectancy and variance of input & cipher images. The correlations of original 
image and cipher are presented in Table 4. 

 
Table 4: Coefficient Analysis and Correlations 

 

Image 
Input Cipher  

Horizontal Vertical Diagonal Horizontal Vertical Diagonal 

Lena Image 99.466 99.890 99.883 0.0000345 0.003123 0.000201 

Peppers Image 235.890 228.900 228.08 0.000785 0.002456 0.002829 

Mammogram 
Image 

432.900 444.890 442.900 0.00444590 0.0000732 0.027890 
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5.4. Information Entropy Analysis 

Entropy estimation deals with the amount of haphazardness exist in encrypted image which mirrors the 
features of the original image. The higher entropy value relates to higher irregularity in the image. The entropy 
g(m) is calculated using Eq. (14). 

𝑔ሺ𝑚ሻ ൌ ∑ 𝑞ሺ𝑚ሻ logଶ
ଵ

௤ሺ௠೔ሻ
௟ିଵ
௟                                           (14) 

where,        l is the no. of symbols 
mi ∈ m 
q (mi)  probability of mi 

 
Table 4: Entropy Analysis for the different encrypted image 

  Entropy Values 

Encrypted Image Lena Peppers Mammogram 

Proposed Method 7.999991 7.999990 7.99992 

Zhu et al. [13] 7.9976 7.9975 - 

X. P. Zhang et al. [22] 7.9992 7.9993 - 

M. B. Hossain et al. [24] 7.9890 7.9896 - 

Aruna S et al. [21] 7.999989 7.999989 7.999991 

 
The values of entropy vary from 1 to 8 and the value 1 is equated to a dim level and the value 8 is equated 

to most brightness level. The different entropy values observed for various data sets are tabulated. Table 4 
illustrates that the entropies of encrypted image found to be very close to 8.  
 
6. Conclusion 

The secured transmission of the multimedia data is one of the vital processes in wireless sensor network. 
The conventional encryption algorithms have more key size, requires more space, number of iterations are more 
and less efficient for encrypting of images. The proposed technique is designed based on the 3D chaotic scheme 
and 3D logistic maps. The combination of 3D chaotic and 3D logistic techniques provide efficient encryption 
process. The input grayscale image is used to generate pseudo random key values, processed using Chaotic 
encryption scheme first and then with 3D Logistic Map to get stronger cipher image. The encrypted cipher image 
is transmitted and decrypted at the receiver end in the OMNET++ simulated environment. The experimental 
analysis exhibits that the proposed encryption scheme withstands to differential attack and secured compared to 
existing schemes. In addition, statistical performance analysis is conducted for different elements such as 
sensitivity to initial conditions, variance of histograms, NPCR, UACI, Adjacent Pixel Point Correlation and 
information entropy analysis. 
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