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Abstract

Secured transmission for accessing a large amount of data in today’s technology is not very easy. To
overcome this disadvantage, we are providing hierarchical access control with suitable algorithms.
Sharing of health record data to remote places through the network has a lot of security and privacy
issues. The proposed system is for sharing of datasets with the dynamic key distribution for electronic
health records. Using supervised algorithms, we are creating a hierarchical system of datasets for the
sharing of datasets in a tree structure to the user. The tree structure of datasets having timing enabled
the key to share for limited-time access to overcome security issues. On the user side, using a supervised
algorithm the users also converted into a hierarchical system based on their grade of access, the access is
controlled by a timing enabled key distribution to the hierarchy of users. The level of access is ranking
based which divides the datasets into different categories in a hierarchical pattern.
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1. Introduction

Electronic Health Records (EHR) is used to replace the existing records in papers. The Electronic
Health Record owners can search their files from anywhere from an anonymous system. They use online and
offline to process data at a speed in which data is greater than previous systems to avoid time complexity. EHR
Data having sensitive information related to individual patients. Access to such sensitive data by health
providers, friends, and families in unusual situations will create security issues. Moving of health data from one
database to another may lose the privacy of the individuals and also security problems may also arise. To
overcome the electronic records access issues many types of access policies with access controls given in the
existing systems. [5]They proposed an extensible access control markup language, using a cloud-based model
with attribute-based access control. The proposed system is designed to use electronic signatures for the
document user. The attribute values taken for access not defined using statistical methods. Time constraint is not
used for access. The latest languages overcome this XML based model. [20]They proposed a system that is
working offline and online to work at the highest speed than the existing system with lesser time complexity.
It’s a model for the hierarchical system but within a geographical region. [2, 19] This paper proposed distributed
keys for the access of electronic health records based on cipher text policy with attribute encryption. [2, 9] This
paper proposed a feature-based ranking for the access of medical data using random forest classifier to give the
predictor.The model designed for the classification of datasets only but not user side access hierarchy. [11]A
two-step combination of public-key encryption and DUKPT (Derived Unique Key Per Transaction) is used. Not
patient-centric, it may affect privacy policies defined by patients. [21, 4] Papers proposed a model by giving
role-based access to electronic health records. But they failed to give controlled access based on the ranking
system to the users who are accessing from different environments and distance at different time limits. [3, 16]
Based on analysis of different existing system they proposed an access control model for electronic health
records for hierarchical key access system, it is the survey of different existing system for this paper proposed
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system. [17]The limited time based access to the patient data for the user to overcome the issue in patient stay
for a particular period.

2. Proposed Work

Sharing of electronic health record data rises privacy problems to data owners to avoid this giving
access control with time-bound access to the request is the proposed area of research. The access controls with
spatial and temporal dimensions given for the hierarchical systems. This model aims in providing privacy since
dynamic key creation and distributions are included based on the time constraint using a new key assignment
scheme suitable for hierarchical systems. The access to the user from any sector will be allowed by the system
with time-bound is useful to shift the patient from one place to another with privacy concerns.

3. Proposed Architecture

Figure 1 shows the different role based access to the electronic health records. The data requested is
shared based on the type of access based on role. The based access is controlled by sharing the data based on
attributes sensitivity. Different access made by the key generation to read or write on certain attributes of the
data to overcome the security issues.
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Figure 1: Access Control for Electronic Health Records

Figure 2: Hierarchical access control with timing enabled key distribution

Figure 2 is the architecture of the access control system for a hierarchical system with timing enabled
distributed key control. Using Pearson correlation we can identify the sensitive attribute in the data set. The
sensitive attributes made a hierarchy of access based on the ranking given to each attribute. A time hierarchy
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also mapped to the ranking access system. The feature selection method is used for feature hierarchy. In the
access hierarchy based on the user’s grade level, the access is controlled by using privacy policies with timing
enabled public key distribution.
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Figure 3: Tree structure with sensitive attribute-based access

The access authorization is set in a tree structure (T) which describes the user by using the attribute.
The data user access is enabled only when the signature associated in tree matches with the user attribute. The
access tree T is defined as (x, n(x), index(x), attribute(x), Th(x), parent(x)),
In Fig. 3, node A indicates the threshold gate. X represents a node of the tree T. Each node is a threshold gate,
for example, "AND" or “OR” gates, where attributes are associated by leaves.

o Parent(x)is the parent of node x. That is the parent (A) denoted by the root node R.

e n(x) is the number of children in the node xin tree T. In Figure 2, n(c) = 3.

e Th(x)is the transport node value forx, and O lessthan Th(x) less than or equal tox. For Th(x) is one, the
transport node is taken as OR gate while Th(x)is equal to n(x)represents, it is an AND gate. If x is a leaf
node, Th(x) = 1. Th(A) =2 means it is an AND gate.

e Attribute(x) represents it is an attribute value on the leaf node x in tree T.

e Index(x)represents the number integrated with x. Then the value is from 1 to n(x), in figure 2 the designated
key is assigned to x for access.

4. Identification of Sensitive Attribute

Privacy threats related to three different types of attributes they are,the attributes that can identify
individual’s details, like address, patient name, national identity card numbers called as direct identifiers. The
attributes that are the individual's demographics and diagnosis codes are called as Quasi-identifiers. The
attributes which are very sensitive to patients to hide details from others are called as sensitive identifiers.
In figure 4, the darkest red means there is a positive correlation in the datasets, while the darkest blue means
there is a negative correlation. There is no correlation between 2 variables the color is gray. Figure 4 shows
comparisons of attributes to find the sensitive attribute. Using the colors we can identify the sensitive attribute
for the ranking method.

Figure 5 shows the feature selection method, which is by classifying datasets by Pearson correlation
method to identify the sensitive attribute for the creation of hierarchy in data. The correlation values give data
reliability.

DOI : 10.21817/indjcse/2022/v1311/221301033 Vol. 13 No. 1 Jan-Feb 2022 36



e-ISSN : 0976-5166

p-ISSN : 2231-3850 C. Kalpana et al. / Indian Journal of Computer Science and Engineering (IJCSE)
8 = =
il ] =3 w o
z w B W =8 5 2
g = g £ & B £ 5 # 8 £ B
1.00
Sex
P A 0.75
trestbps
0.50
chaol
bs o 0.25
restecy
0.00
thalach
exang - I -0.25
slope -
0.50
ca
thal —0.75
target
—1.00

Figure 4: Correlation between the variables of the dataset

In Figure 5 the attribute-based classification is done by Pearson correlation method. The values with the highest
priority are identified through the chart. Every attribute and its range of value are as shown in the above Pearson
chart in figure 5.
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Figure 5: Feature selection (Pearson correlation)dataset comparison chart.

The Supervised algorithm is used for classification and regression problems. It analysis the datasets
then create a conditional function for the training data by using supervised algorithms. There are two types of
data, one is the training data and another one is the test data. Learning knowledge from the given input data is
the training data, applying that knowledge from the training data to the test data for a newer output.

5. Decision Tree Algorithm for Creating Hierarchy

The decision tree's basic idea is to select the attribute by using Attribute Selection Measures to classify
into different splits of the records. The best node is the decision node and splits the datasets into subsets below
the decision node. Recursively doing the same to create subsets and to build the tree up to a condition satisfied.
The conditions are; tuples all belong to the same attribute, there is no more balance in attributes and instances.

The Attribute Selection Method (ASM) delivers a rank to each attribute by explaining the given datasets. The

source is the best attribute. The most popular attribute selection methods are the Information Gain method, Gini
Index method and the Gain Ratio method.
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Figure 6: Hierarchy creation of the dataset
6. Decision Tree Classifier Using Scikit Learn

Scikit-learn(SK-learn) is a package in python library, it holds modules like data splitting,
preprocessing, feature selection, tuning, supervised and unsupervised learning algorithms. And other libraries
used here are pandas, numpy, etc. Pandas for loading the dataset into a data frame, the data frame then passed as
an input for the classifier, numpy numerical calculations in the analysis of data.Import required libraries to work
with python. First load the datasets using pandas, then divide given file columns into two types of variables that
are dependent and independent. For the understanding of the model, we must split the dataset into a training set
and test set. To create a decision tree, create a tree classifier object using Scikit.

DECISION TREE CREATION

Selection of best attribute

node using Information
Gain or Gini Index or Gain
Ratio.
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Figure 7: Dataset classification for the prediction

7. Conclusion

The sharing of electronic health records by paper works and by electronic access by different users
affects patient's privacy and security. To overcome the individuals EHR sharing issues, the proposed system
timing enabled designated distributed keys to different users in a hierarchical system. The datasets are classified
into different subsets in a hierarchical pattern based on the sensitivity of the attribute. The higher priority
attribute that is the attribute with sensitive information will act as a top node in the tree which is accessed by the
higher grade users only. From the top-level node of the tree to the bottom node the sensitiveness of the attribute
decreases. The user's hierarchy designed based on the designation, different grades having a different level of
access. By hiding sensitive data to lower grade users with an access time limit in a hierarchy system will give
high privacy and security.
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