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Abstract 
Internet of things is evolving day by day with connected devices with continuous advancement in the devices 
but the security of IoT is not assured due to its trusted third party with centralized servers. Blockchain is 
a peer-to-peer network, where each peer is responsible for their task without centralized server, and no 
need to trust anyone in the network. Blockchain is integrated with IoT to improve their security, because 
of its feature of tamper-proof. Few issues are happening while integrating blockchain to IoT. The main 
issue that has to be resolved for a blockchain is the storage issue. Whenever the blockchain is evolving the 
storage of the blockchain is also increasing. IoT peers in the network have to store the entire blockchain to 
perform the verification of data and the IoT nodes are not having the capability to store the entire data. In 
this paper, we are discussing the storage issue of blockchain while integrating it into IoT. We proposed a 
navel approach to resolve the issues of storage by the virtualization technique. The result shows that 
virtualization reduces the storage capacity for the IoT peers as compared with the previously proposed 
methods. 

Keywords: Blockchain; IoT; Bitcoin; Disruptive Technology; BIoT. 

1. Introduction 

Although various architecture styles have been proposed for IoT such as client-server architecture, cloud-
based architecture, Fog computing architecture they are deficient to handle data breaching. IoT is not only 
involved in a sophisticated application but is also involved in the emergency application. The data breaching in 
emergency applications such as a remote patient health monitoring system, where the patient's health condition is 
monitored through a wearable chip kept inside the patient's body. The wearable chip will send the notification to 
the hospital when there is a change in the patient's body condition. Based on the data analytics, hospital 
management will call for the ambulance in a critical situation to save the life of the patient. In this case, IoT is 
contributing majorly to monitoring health conditions through the sensor and giving the notification to the device 
that is embedded in the hospital. (In this kind of scenario, if IoT is failing to perform the task because of data 
breaching, the patient life would not be saved. The failure of IoT in this task may lead to a patient's life in a 
dangerous state). The application of IoT in the Medical field is high in its impact. 
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2. Challenges in IoT 

IoT is based on a centralized server such as client-server architecture, cloud-based architecture, and fog computing 
architecture. In a client-server architecture, the client requests every process to the server where the server is 
having big data storage. Providing the DNS service for each client's request for the service is difficult. If the server 
is affected by any unauthorized person the entire system will fail to do the task. In cloud-based architecture, the 
application residing on the internet, and the data is stored online. The request will be given by the client whenever 
the data is required. Privacy of data is questionable in public cloud architecture. A small organization cannot able 
to maintain the hardware and data storage in a private cloud are 30 times the expected number of devices deployed. 
In the case of the public cloud, the data may be misused by cloud service providers. Centralized server architecture 
is vulnerable to data breaching through the internet.  
 
IoT devices will not perform the task without receiving commands or associated data from the centralized server. 
The entire system will fail if the server is hacked by an unauthorized person. This will lead to the misuse of data 
by hackers by tampering with the data intentionally to spoil the system. Fog computing is rectifying some of the 
issues addressed in cloud computing such as latency, volume, etc., that also works in the base of cloud servers. 
Although various security measures proposed for security in centralized servers are not enough to secure the 
system and also the maintenance of the server is expensive because of upgraded security tools and techniques in 
the network. Privacy of the network is not maintained due to the data available in the servers. [Alenezi et al. 
(2017)]. Since the centralized server architecture is not enough to handle data breaches such as DDoS [Conoscenti 
et al. (2017)]. In-flexibility to handle the workload of the server due to large storage in the centralized server 
[Atlam and Wills, 2019]. The maintenance cost for securing the network is high and it is showing the failure of 
centralized architecture [Atlam et al. (2018)]. Centralized servers are restricting the diversity in the network 
[Fernandez-Carames and Fraga-Lamas (2018)] So, the important challenge is to propose new architectural styles 
that are saving the data from an unauthorized person. In a decentralized architecture, the maintenance of the server 
is not required. In the way of looking for an architecture that is free from hacking and decentralized in nature, 
many suggestions are given by experts to go for blockchain. 

3. Solution to IoT Challenges with Blockchain 

A The blockchain is a peer-to-peer decentralized network, where the users who are involved in the network will 
have the responsibility of controlling their own peers only. The blockchain is an anonymous network where the 
user can hide their identity from the remaining peers in the network. In Blockchain Network all the data and 
transactions are stored and distributed among all the peers. Tampering of data in the distributed ledger is highly 
impossible because it has to get approval from most of the peers. Blockchain provides security to the application 
with its cryptographic hashing [Atlam et al. (2017)]. In the blockchain, no need of installing the hardware for 
maintaining and monitoring the security [Atlam and Wills (2019)]. Blockchain is providing more address space 
when compared to IPV6. Blockchain is applied in Most the IoT application which is getting more secure in the 
real world 

4. Storage issues while Integrating blockchain and IoT 

Blockchain was introduced by "Satoshi Nakamoto" in 2008 (Nakamoto, 2008) who released windows 32 software 
bitcoin.exe with 6 MB size of data with its first application called bitcoin [Pascal Urien (2018)]. The blockchain 
was small when it was started. The difficulty of storing the data is not at all a problem. In 2014 the blockchain 
size was close to 20 GB but it was manageable at that time. In the blockchain, blocks consist of data and it will 
be chained with another block when the miners of the network verify and got consensus from the network. The 
storage of a block is approximately 2MB in the bitcoin network. When the network is evolving the size of the 
blockchain is also increasing. In a bitcoin network now the size of the blockchain nearly 250 GB. Statistics of the 
blockchain data are available in (Blockchain.info). If anyone wants to join the bitcoin network as a full node, they 
have to download the entire blockchain to verify the data of another node [Saito and Iwamura, (2018)]. The node 
has to have the capability to store the entire blockchain. Internet of things is the network of nodes with different 
sizes of devices and different storage capacities. A small node or lightweight node cannot store the entire network. 
The storage capacity is the major problem while we integrate blockchain into IoT. For minimizing the size of the 
blockchain the switching of Berkeley DB to LevelDB [(Andresen (2013)]. LevelDB is providing a major 
performance boost in case of block synchronization and block verification speeds. The ultimate blockchain 
compression technique was aimed to achieve the compressed blockchain with pruning technique with balance tree 
information [Reiner (2012)]. The pruning was provided with compressed blockchain but the results are limited 
and it is not having any idea that how it can be merged with bitcoin. Another process which will increase the block 
size to get more transaction to be done but it will increase the storage in lightweight nodes [Todd (2013)]. In 
bitcoin, the transaction can be taken up to 7 in a second. This is not enough. Block size can be increased at some 
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point but how it will be compatible with the previous block with different sizes is questionable. Increasing block 
size can reduce transaction fees and increase the number of transactions but it would not be helpful to reduce the 
storage. It will increase the size of the blockchain and it will be an additional burden for lightweight nodes. Block 
size has to be increased to get more transactions in a period [Bitcoin Wiki (2020)].  
 
In bitcoin, some people considered the variation of the block in size as a spamming of the network and some more 
even tell that it is a stress test for the blockchain network. We can leave the system as the way it is growing in a 
blockchain by considering some points such as not every node has to store the entire blockchain other than full 
node, transaction data can be pruned, off-chain transitions can be done and it can be applied to the main 
blockchain, changing the transaction fees can minimize or maximize the transaction and it can reduce data 
according to the size. All these things are not a big solution for minimizing storage. Pruning results are limited 
and not accurate. In proof of work consensus, when the networks keep on mining the network it becomes a larger 
server farm to control the entire network but it will lead to centralization and becomes getting no participation 
from light nodes.  
 
Data compression also becomes the problem to get the original data from the blockchain and if there is a loss of 
data that is not suitable for proper verification of data. Mini blockchain schemes have been proposed to avoid the 
problem of storage in light nodes where the recent transactions can be stored as an account tree [França (2018)]. 
[Bruce (2018)]. Even though the lightweight nodes which are not having enough data to store the entire blockchain 
can also be able to participate in the network but it cannot able to validate the transaction. Lightweight nodes of 
the bitcoin network can have Participation and initiation transactions in the network [Conti, Lal and Ruj (2018)]. 
Reliability is low when the lightweight nodes are not able to check the validation of the data in the network. At 
least some portion of the data in the blockchain has to be visible to do the confirmation. A Memory-optimized 
scheme [Dorri et al. (2019)] has been proposed and it is solving the privacy issues also. However, there is no 
proper solution for the storage issue. IoT requires more security with blockchain such as some crucial medical 
applications [Kirubakaran et al. (2020)]. Transparency among the devices is required for IoT devices to decide on 
their applications. IoT devices are not capable of storing all entire blockchain devices cannot validate the 
transactions without the blockchain information. Here the historical data is required to initiate the new transactions 
[Reyna et al. (2018)]. The cost of storing the data on the blockchain is also costly, for instance storing 1GB of 
data in Ethereum is about USD 200,000. Data storage in IoT devices with underlying blockchain is a problem 

5. Solution for the storage issue of blockchain in IoT 

Even though the blockchain is providing a Secure solution to the IoT [Alkurdi (2018)], so many issues are 
occurring while integrating blockchain into the IoT environments [Banafa (2017)]. So many issues are listed in 
the previous section and the important issue of the adaptability of the blockchain is storage [Samaniego and Deters 
(2016)]. IoT devices have to store the entire blockchain if they want to actively participate verify all the data in 
the network. IoT devices are not having enough memory space to hold the entire blockchain. The growing 
application of blockchains such as bitcoin and Ethereum is required a large amount of blockchain data that is not 
possible to hold in IoT devices. Lightweight nodes of IoT devices are not having enough memory capacity to hold 
the entire blockchain. Even those lightweight nodes no need to have an entire blockchain for their storage to verify 
the data and also the IoT nodes are not interested in storing the entire blockchain. Nowadays the Light nodes can 
participate in the network to initiate the transaction but they can't able to verify the entire blockchain data. The 
full node is the peer which can have all the blockchain data capacity of memory to verify the data in the blockchain 
and can able to verify the data and can mine the data. 

6. Proposed Method-MEmory Reduced Blockchain light node of Internet of Things(MERBIoT) 

Security for some crucial applications such as Army applications can be assured when all the nodes of the 
blockchain network have to know other transactions or data in the blockchain. Nowadays only the full node of an 
IoT only can able to see all the blockchain data. If there is any light node in the network, they can only initiate the 
transaction in the network. If the light node in such an IoT application can verify all the data of the network 
without having a storage issue our proposed method will provide the solution. All the full nodes in the application 
can see every data and can mine other data. Light node is not having full blockchain data due to storage issues. 
Whenever the blockchain data is stored in the blockchain, it will be available to all the nodes in the network. 
When the data are storing then the blockchain size also will be increased. A light node cannot store all the 
blockchain data due to its minimum capacity in the memory. If the light node is the remote location if it wants to 
identify all the data of the blockchain to take any important decision in the network, it is not possible because the 
IoT light node can have only the recent data of the blockchain. If the light node wants to see the previous data of 
the blockchain our proposed solution will be useful in such a scenario.   
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The Architecture diagram Fig 1 shows that how the light node has the connectivity in the network and it can find 
the full node near to the light node it can get the data by doing memory virtualization. The figure shows blockchain 
full node data and how it can be achieved through memory virtualization with the help of swapping the data 
between a full node and light node. Security of the data will not be assured when we are using blockchain as a 
separate data storing platform for IoT Environment Capturing all the data through IoT devices and storing the data 
in a blockchain is not assuring the original data from the origin of the IoT devices. The separation of blockchain 
and IoT is not assuring 100% security in crucial applications such as medical applications and army applications. 
 

 
Fig.1. Architecture Diagram for a proposed method 

 
Keeping the blockchain inside the node of the IoT will give more security for the IoT environment and Every 
node can access the blockchain data. To have access to the light node, this work will be giving a solution and 
security can be achieved. To achieve that we have to make the light node to be active and the memory 
virtualization has to be done. 

7. Implementation Algorithm (MERBIoT) 

 
Format 
Symbol Description 

DN  Decentralized Network 

DNs Formation of internal Network 

Fn Full node 

Ln Light Node 

rg Register a node 

Brg Bulk Register 

Tn Total nodes 

TFn Total Full nodes 

TLn Total Light nodes 

Trg Total Registered nodes 

TBrg Total Bulk Registered nodes 

Mn Miner node 

Fx Full node transaction 

Lx Light Node transaction 

PH Previous Hash 

CBD Current Block Data 

Mne Mining 

Pg Page 
 

Table 1. Notation used for MERBIoT 
 
Table 1 refers the notation used in this algorithm 
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Step 1: Register a new node to connect with previous node 

 

Fig.2. connection of two full nodes 

𝐷𝑁𝑠1 ൌ ሺ𝐹𝑛1 ൅ 𝐹𝑛2ሻ ൅ ሺ𝑟𝑔𝐹𝑛2 → 𝐹𝑛1ሻ ൅ ሺ𝐵𝑟𝑔𝐹𝑛1 → 𝐹𝑛1 → 𝐹𝑛2ሻ                                 ሺ1ሻ                                                           

IoT full node can be connected with another node. Here Full node 2 is registered with Full node1 and also Full 
node1 will do bulk registration with Full node2. Here Bulk registration refers to the data of all the previous nodes 
in the network is registered to the new node in the network. Figure 2 refers to the Registration and bulk registration 
that happens with two Full nodes.  

Step 2: Form a Registration and bulk registration with all previous nodes to a new light node 1 

 

Fig.3. Adding light node1 to the network 

𝐷𝑁𝑠2 ൌ 𝐷𝑁𝑠1 ൅ ሺ𝑟𝑔𝐿𝑛1 → 𝐹𝑛1ሻ ൅ 𝑟𝑔𝐿𝑛1 → 𝐹𝑛2ሻ ൅ ሺ𝐵𝑟𝑔ሺ𝐹𝑛1 ൅ 𝐹𝑛2ሻ → 𝐿𝑛1ሻ                                     ሺ2ሻ

Figure 3 refers to the Registration and bulk registration happens with two Full nodes and a light node  

Step 3: Form a registration and bulk registration with all previous nodes to a new light node 2 

 

Fig.4 Adding light node2 to the network 
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𝐷𝑁𝑠3 ൌ 𝐷𝑁𝑠2 ൅ ൫ሺ𝑟𝑔𝐿𝑛2 → 𝐹𝑛1ሻ ൅ ሺ𝑟𝑔𝐿𝑛2 → 𝐹𝑛2ሻ ൅ ሺ𝑟𝑔𝐿𝑛2 → 𝐿𝑛1ሻ൯ ൅ 𝐵𝑟𝑔ሺ𝐹𝑛1 ൅ 𝐹𝑛2 ൅ 𝐿𝑛1ሻ
→ 𝐿𝑛2ሻሻ                                                                                                                                        ሺ3ሻ 

Figure 4 refers to the Registration and bulk registration happens with two Full nodes and two light nodes  

Step 4: Broadcast each node data to other nodes in the and for a peer-to-peer network. 

 

Fig.5. formation of peer-to-peer network 

Figure 5 refers to the Registration and bulk registration happens with two Full nodes and two light nodes and form 
a peer-to-peer network.    

𝐷𝑁 ൌ ෎ሺ𝐷𝑁𝑠ሻ ൅ ෍ሺ𝑇𝑟𝑔 ൅ 𝑇𝐵𝑟𝑔ሻ 

௡

௜ୀଵ

௡

௜ୀଵ

                        ሺ4ሻ 

The Whole network of blockchain architecture can be taken as the sum of all light nodes, full nodes, the 
registration of nodes, and bulk registration of previous nodes. The total number of nodes is equal to the total 
number of full nodes and Light nodes 

𝑇𝑛 ൌ 𝑇𝐹𝑛 ൅ 𝑇𝐿𝑛                                                                   ሺ5ሻ 

Step 5: Initiate transaction to the network 

𝐹𝑥|𝐿𝑥 → 𝑇𝑥                                                                           ሺ6ሻ 

The transaction can be initiated to the blockchain network. 

Step 6: Broadcast Transaction to all the nodes in the network 

Transaction of IoT nodes Broadcasted to all the nodes in the network. 

𝑇𝑥 ∈ ∀𝐹𝑛&𝐿𝑛                                                                       ሺ7ሻ 

Step 7: Mine the transaction with miner node 

Mining node mine the transaction with previous hash, current block data, nonce. Mining will be done up to the of 
hash matching with nonce. 

𝑀𝑛 ൌ ሼ𝑃𝐻, 𝐶𝐵𝐷, 𝑁𝑜𝑛, 𝐺𝐻ሽ                                             ሺ8ሻ 

𝑀𝑛𝑒 → 𝑁𝑜𝑛                                                                         ሺ9ሻ 
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Step 8: Adding blocks into Blockchain: 

𝐵𝐶 ൌ 𝐶𝐵𝐷 ൅ 𝐵𝐶                                                                ሺ10ሻ 

𝐹𝑛 ൌ ሼ𝐵𝐶, 𝐶𝐵𝐷ሽ                                                                 ሺ11ሻ 

𝐿𝑛 ൌ ሼ𝐶𝐵𝐷ሽ                                                                          ሺ12ሻ 

The block will be added to the current blockchain after mining where the full node is having the blockchain data 
and the light node can have the current blockchain data. Miner node will get rewards as a bitcoin after successfully 
adding the blocks into the previous block 

Step 9: Verify the full node has all blockchain data.              

                                                                       

Fig.6. Full node with IoT data 

Full node of the IoT network has all the blockchain data. Figure 6 shows the data in the blockchain 

Step 10: find the Adjacent full node and make the virtualization to receive the previous data.  

Here the light node can initiate a transaction to get data from the Full node and it will be approved by the network 
nodes and the miner node can provide data to the light node. The request of the light node will be taken as one of 
the transactions in a block and it will also be added in a block and blockchain. So here what are all the light nodes 
get the details from the miner node also will be visible.  

 

 

 

Fig. 7. Swapping between full node and light node 

𝐿𝑛 → 𝑇𝑥                                                                                ሺ13ሻ 

𝐶𝐵𝐷 ← 𝑇𝑥                                                                             ሺ14ሻ 

𝑀𝑛𝑒 → 𝑁𝑜𝑛                                                                               ሺ15ሻ       

𝐵𝐶 ൌ 𝐶𝐵𝐷 ൅ 𝐵𝐶                                                                 ሺ16ሻ 

The requesting transaction will be added to the block and it will be mined by the miner node. 

IOT FULL NODE 
        
 Block 1 (Genesis)  Block 2  Block 3 Block n   
  IoT Data 1  IoT Data 1 IoT Data 1 IoT Data 1   
  IoT Data 2  IoT Data 2 IoT Data 2 IoT Data 2   
  IoT Data 3 chain IoT Data 3 chain IoT Data 3 chain IoT Data 3   
  IoT Data 4  IoT Data 4 IoT Data 4 IoT Data 4   
         
  IoT Data 5  IoT Data 5 IoT Data 5 IoT Data 5   
  IoT Data 6  IoT Data 6 IoT Data 6 IoT Data 6   
  IoT Data n  IoT Data n IoT Data n  IoT Data x   
                  

Full 
node 

Light 
node 
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A light node can easily get the data from Full node through Virtualization and the IoT light node can take any 
decision according to the data in the blockchain. The trust among all the peers is ensured through virtualization. 
Figure 7 shows the swapping of memory from full node and light node. 

 

 

 

 

 

 

 

Figure 8 IoT Light node before Swapping 

 

 

 

 

 

 

 

Figure 9 IoT Light node After Swapping 

Step 11 Ensure that the light node can take all the blockchain data from full node. 

𝐶𝐵𝐷 → 𝐶𝐿𝑛                                                                              ሺ17ሻ 

𝑃𝑔ሺ𝐹𝑛ሻ ∉ PgሺLnሻ                                                                   ሺ18ሻ 

𝑃𝑔ሺ𝐹𝑛ሻ → 𝑃𝑔ሺ𝐿𝑛ሻ                                                                 ሺ19ሻ 

𝑃𝑔ሺ𝐿ሺ𝑛ሻ → 𝑃𝑔ሺ𝐹𝑛ሻ                                                                ሺ20ሻ 

The current blockchain data can be given to the light node from the Full node after checking the capacity of the 
Light node and also will check whether the data of blockchain is already available in the light node. If the data 
are required from the light node the pages will be swapped Full node blockchain data can be taken as a page and 
it can be swapped with Light node. Figure 8 and Figure 9 show the before and after swapping.  

8. Results and Discussion 

Blockchain has implemented in the IoT Network and the Light node can able to get the data of the entire 
blockchain with memory virtualization techniques and it provides a very good impact on the performance to show 
the results that the light node can actively participate in the network and it can able to see all the data available in 
the network by swapping the pages one by one.  

Graph1 and Graph 2 shows the values before and after swapping. Table 2 and Table 3 refers to the corresponding 
values. 

IOT LIGHT NODE (BEFORE SWAPPING) 

  

  Block 3 Block n   

  IoT Data 1 IoT Data 1   

  IoT Data 2 IoT Data 2   

  IoT Data 3 chain IoT Data 3   

  IoT Data 4 IoT Data 4   

  IoT Data 5 IoT Data 5   

  IoT Data 6 IoT Data 6   

  IoT Data n IoT Data n   

    

IOT LIGHT NODE (AFTER SWAPPING) 

    

  Block 1 Block 2   

  IoT Data 1 IoT Data 1   

  IoT Data 2   IoT Data 2   

  IoT Data 3 chain IoT Data 3   

  IoT Data 4 IoT Data 4   

  IoT Data 5 IoT Data 5   

  IoT Data 6 IoT Data 6   

  IoT Data n   IoT Data n   
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Table 2 Access values before Swapping 

 

Graph 1 Performance before Swapping 

Full node 
Light node after 

swapping 
Access 

300 2 0.68 
300 4 1.36 
300 6 2.04 
300 8 2.72 
300 10 3.4 
300 12 4.08 
300 14 4.76 

 

Table 3 Access values after Swapping 

 

 
 

Graph 2 Performance after Swapping 

290

295

300

305

310

315

1 2 3 4 5 6

Before Swapping

Full node Light node before swapping Access

290

295

300

305

310

315

320

325

1 2 3 4 5 6 7

After Swapping

Full node Light node after swapping Access

Full node 
Light node before 

swapping 
Access 

300 2 0.17 
300 4 0.34 
300 6 0.51 
300 8 0.68 
300 10 0.85 
300 12 1.02 
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 The performance of MERBIoT is increased when after swapping the page from Full node to Light node. To 
analyze our Algorithm, we have taken two previous algorithms which were proposed recently in 2019. One is 
UBOF which was proposed as a light chain and those proposals performed well that time. MOF-BC (memory-
optimized and flexible blockchain for large-scale networks) is another algorithm that was proposed in 2019 to 
reduce the memory of blockchain.  

 

 

 

 

 

Table 4 Access values of MERBIoT 

 

Graph 3 Performance of MERBIoT with UBOF and MOF-BC 

Graph 3 shows MERBIoT performance over other algorithms. Table 4 refers to the access of MERBIoT values. 
The Results shows that the performance of MERBIoT is better than UBOF and MOF-BC. 

9. Conclusion 

Blockchain is providing more security than other platforms such as a centralized network in IoT environments. 
Even in centralized cloud storage, so many security measures have been proposed to obtain the security of the 
application, the security is not assured and there is a possibility of tampering the data in the network. To secure 
the Internet of things in very crucial applications blockchain should be implemented, to achieve transparency and 
data access will ensure the data is available in all the peers including Light node through Virtualization. The result 
shows that virtualization will be more helpful in blockchain adaptation to the Internet of things is a crucial 
application. Our future work is to test the light nodes with various heterogeneity in the network and to look for a 
solution to increase the number of transactions in IoT networks. 
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