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Abstract

The limited and resource-constrained nodes in Mobile Ad hoc Network (MANET) make it vulnerable to
attacks. A Sybil node poses a serious threat to the security of the network as a Sybil node pretends to be
another node and manipulates the network. The already existing solutions are by using encryption keys
RSSI-based and trust value-based Sybil attack detection. The encryption key method is expensive while
RSSI- based solutions have high false-positive and trust value-based solutions are slow in the detection of
Sybil node. In this study, a new way is proposed to detect Sybil attacks using a combination of RSSI and
Trust values to take leverage of both schemes while overcoming their disadvantages. The proposed scheme
RTBSAD is compared with existing schemes in terms of True detection Rate, Average Energy
Consumption, etc. The results showed that the proposed scheme outperformed the existing schemes.

Keywords: MANETS; Sybil attacks; Received signal strength indication; Trust value.
1. Introduction

MANETSs present unique security challenges that can also provide opportunities. Different types of Network
Security include Availability, Integrity, Confidentiality, and Authentication [Wu et al., (2006)]. There are many
different ways to try and exploit the vulnerabilities in MANET. These are a connected network of mobile devices
that don't need to be near each other and don't need to be connected to any central Wi-Fi. In this setup, each mobile
device acts as a router when the source and destination of a packet are within range. The messages can be
transmitted back and forth between the sender and the receiver when they are within the range [Zhong et al.,
(2004)]. MANETS are most useful in emergencies or military crises when there is no pre-existing infrastructure.
Network security in MANETS is difficult to maintain due to its dynamic topology and limited resources. Lack of
centralized identity management makes them more vulnerable to attacks [Bhise et al., (2016)]. Many attacks like
DoS, jamming, Sybil, black hole, and gray hole [Douceur, (2002); Shah et al., (2021)] happen in these networks.
Sybil attacks happen when multiple identities are created by the person who is responsible Wireless networks use
unique identifiers that identify the person. These addresses are used for communication with the network entity It
is easy to get the identity of a node altered or stolen by an adversary [Douceur, (2002)]. The slight problem arises
from the fact that two nodes cannot have the same identity when they are separate. This can create a really big
problem if one node is using the identity of several other nodes to steal their content [Douceur, (2002)].

Sybil attackers have several ways to disrupt ad-hoc networks [Newsome et al., (2004)] such as: For example,
a Sybil attack benefits the attacker by disrupting multipath routing, which makes it appear as if they are new nodes
within the network. To maximize their disruptive nature, they can also mimic existing nodes or create new ones.
Hyperlocal reputation and trust schemes could be disrupted by Sybil nodes as malicious nodes are capable to
escalate their trust. They can also do this by exploiting their virtual identities. With wireless sensor networks, for
example, attackers might create fake data readings. For example, Sybil attackers could spoof lots of different
nodes to change the aggregate reading result [Hill et al., (2002)]. It is easy to create a new node with this system
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because there are no restrictions on the number of nodes each individual can create. Sybil attackers can manipulate
voting-based systems by controlling multiple identities.

The Sybil attacks are dangerous for the normal operation of the network and to secure MANET. As such, they
need to be responded to and eliminated as soon as possible. Sybil attacks must be addressed immediately and
eradicated as soon as possible. Algorithms consume a lot. They can drain batteries quickly if they rely heavily on
communication. Solutions [Golle et al., (2004)] that use a key exchange to vouch for authentication and identity
can drain a lot of power because they require the distribution and piggybacking of random keys in messages. Every
node has its resources and you must monitor your memory usage.

In recent studies [Abbas et al., (2009); Demirbas et al., (2006); Paul et al., (2017); Wang et al., (2007); Yao
et al., (2017), (2018)] RSSI-based solution is provided, which is preferable because it doesn't require sharing the
key with the MANET and can prevent the adversary from Piggybacking messages. When you message someone
and they reply, it's only fair to mention your signal strength. Otherwise, if the sender ID is different but the RSSI
are similar, you'll get an instant message from them asking what's going on because it doesn't make sense. One
downside of this scheme is that RSSI [Newport et al., (2007)] varies inconsistently, making it unreliable[Zhou et
al., (2004)]. Additionally, since Sybil nodes can control their transmission power and ID number in MANETS
[Gay et al., (2003)], the original ID can be easily changed by sending out a false location. RSSI is dependent on
power, so if a transmitter sets its power to destroy the signal, then the RSSI will be 0.

Trust management also make assure to the protection of safety for nodes that are connected [Alsaedi et al.,
(2017); Bali et al., (2016); Boukerch et al., (2007); Chakeres et al., (2004); D’ Angelo et al., (2019); Kim et al.,
(2015); Liang et al., (2019); Priyadarshi et al., (2019); Sun et al., (2019); Xie et al., (2013); Zheng et al., (2014)].
In a recent study, a technique is provided to detect Sybil attacks in MANETs by a combination of RSSI
measurements and trust values. It is lightweight, resistant, and detects Sybil attacks with high accuracy. Our
solution is light because it only needs one other node alongside the receiver.

Although experiments have shown that the RSSI is unreliable and changes over time, by measuring it from
several receivers at once, we can account for these variations [Zhou et al., (2004)]. RSSI ratios were first proposed
by [Zhong et al., (2004)] but the success of this approach has only been shown now. We've seen a lot of variability
in RSSI values when there is only 1 receiver. The best way to get a stable connection is to use multiple receivers
and calculate their ratio. By doing this, we found the range varied less than one mile.

A lightweight solution is possible by not calculating the position of the sender. We do this by not calculating
fading distances and also relaxing the computation requirements. Furthermore, we show through experiments that
two nodes are enough to detect Sybil nodes in a 3-D coordinate system, which is way fewer than the four-receiver
nodes required in theory [Zhong et al., (2004)]. We provide a practical solution for the multipath model.

The following sections cover some of the key points in this paper. Section 2 is about the literature review,
while Section 3 is an overview of our proposed approach. In Section 4 we will share our findings. This paper
concludes in Section 5.

2. Literature Review

The growth of the internet is expanding exponentially. With this growth, mobility in sensor devices is an upcoming
trend. We use a mobile device with internet connections, which becomes connected. So, the security of data
passing through these devices is a major concern. Many researchers so far have worked in this field. The work
done by various researchers in this field is listed in this section.

[Capkun et al., (2005)] show the use of mobility to make MANET more secure. Solutions that use a lot more
energy are typically more costly and will cost even more over time. The authors recommend something else with
which one can communicate securely and anonymously over the internet. They contacted correspondents by wired
or infrared media to authenticate their identity and obtain a point-to-point encryption key. By encrypting a user’s
identity using a blockchain, the authors hoped to prevent impersonation as well as Sybil attacks. AS devices
assume that many of these nodes are wirelessly connected or infrared.

Mobile networks have security issues that can be very worrying. [Bettstetter et al., (2003)] propose that this
type of network does not require fixed infrastructure. Sybil attacks happen when someone with internet access
uses multiple social network accounts to influence the opinions of others. These kinds of attacks pose a danger to
decentralized systems. A passive ad hoc identification systems and key distribution are two ways to protect
yourself from this kind of attack. An adversary can't be alerted to our presence by using a detection network. An
attack would have multiple detection nodes fooled to work. This is why network decentralizations such as peer-
to peer networks or geographical routing protocols depend on this method.

[Zhou et al., (2004)] The DCA uses a cryptography type that is protected from MANET security threats in this
method. Sybil attacks can occur when someone attempts to create multiple identities. Symmetrical key
authentication processes are used. This is where threshold cryptography employs the concept of distributing a
signing process to n Nodes. Intruders will have difficulty obtaining 'k’ for the signing process and gaining
certification. This method has only two keys, which can be compromised by someone to gain access. A distributed
certification authority was created to address this problem.
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[Abbas et al., (2009)] suggested that the Sybil node be identified using a one-time identifier. The RIL decides
whether a node is allowed to be forwarded. Otherwise, packets could be lost. A new node that arrives in your
network will be checked to see if it can be forwarded. If the neighbor accepts it, the node will be added to the
Registered Identity List. The node can be removed from the RIL once a Sybil identity is received from its
neighbor. To overcome the problem of Sybil identities sending fake reports about nodes to blockchain nodes must
wait for this report to be received from one of its neighbors. If a node doesn’t get a signal from other nodes within
the allotted time, it will not be able to establish its location and can't connect.

[Piro et al., (2006)], in their method, PASID, is the technique they use to monitor all of your identities over
time to tell you how many nodes you have at any given point. The length of time the data is sent varies based on
how mobile the nodes are. If it's being sent wirelessly, each node has its frequency to transmit from. Legitimate
nodes will be active and roam around the network, transmitting via their channels. If your network is Sybil, all
the data will still move along in series (i.e.) sends in a pipelined manner. In other words, if an attacker controls
many nodes, no matter the data's origin or owner, the attackers' channel will be used too.

[Abbas et al., (2012)], in this way, Sybil’s behavior and legitimacy are determined by the entry/exit points of
the nodes they are connected to. This divides the node's radio spectrum into two zones: the White and Grey
zones. Legitimate nodes begin in the "grey area" and then increase their activity with time. Fake Sybil Nodes or
Sybil nodes mimic the behavior of legitimate nodes to gain credibility. RSSI values remain stable even if the node
has changed its identity. This means that the RSSI value has changed. When one is in an interference pattern, the
transmission rate can have an impact on the signal strength they receive from their device. Signal strength is a
measure of speed, and fast-moving nodes are often detected first. This can lead to higher false-negative rates.

[Zhong et al., (2004)], in this method, nodes cannot have their position hidden from four or more nodes.
Monitors can be identified by their signal strength and SNR. You can select monitors from a list of nodes that are
near each other and place them side-by-side. The node position is determined using data from the received signal,
including power and speed, radiofrequency, and traffic intensity. This method can help you find interfering nodes
if they occur. However, static nodes need to be pre-defined and monitored by 4 nodes that stay static during the
process. Scenarios not discussed yet.

A lot of research has been done in the field of Sybil attack detections. Various authors used different kinds of
techniques. Some authors used cryptography, RSSI-based solution, and trust management-based solution.
Although cryptography is an effective solution to prevent attacks it is costly. On the other hand, RSSI and trust
management-based solution is less costly but there is a chance of high false-positive in the case of RSSI-based
solutions while trust management detection is slow in the detection of Sybil attacks. So, in the present paper, we
tried to address this gap by combining RSSI and trust management in such a way that we can overcome the
disadvantage of both solutions and find an optimal way to detect Sybil attacks.

3. Proposed Work

Sybil nodes join the network multiple times with fake identities. This can affect many operations of a network
like routing, voting, data aggregation, etc. Sybil attack can be of two types one in which Sybil identity is created
and then after some time its history is deleted. This kind of attack is called a whitewashing attack while in the
second form several identities are created simultaneously. The work done by previous authors is either based on
RSSI values or trust-based models. RSSI-based Sybil attacks detection [Abbas et al., (2012)] identifies new nodes
that enter the radio spectrum of another node. Although this scenario detects the Sybil node at the initial phase
there are high false positives in this method. As in the case of RSSI value, the need for nodes is noted based on
the first RSSI value encountered which will encounter when the node will send some message. If that first
encounter of penetration of node is higher than the threshold value then the node is detected as a Sybil attack. But
sometimes a legitimate node says node A is entering into the radio range of node B. But while entering it has lost
connection or due to traffic not being able to send or receive a message, so when node A will be observed by node
B it might have penetrated B’s radio range higher than the threshold value so this node will be detected as false
positive. Apart from this sometimes the Sybil node’s radio range can be detected at a lower threshold value so can
be left undetected. On the other hand, trust-based Sybil attack detection is a more prominent technique but to
make trust node has to make a history of forwarding messaging which is a time-consuming process thus node will
be detected in later stages till then we can have a loss of packets. To overcome this issue, we have combined both
techniques to take the advantage of both techniques.

3.1. Assumption of network

The structure of the network is shown in Fig. 1. There is a base station that also acts as a sink. The node can
communicate omnidirectional. All nodes are homogenous having the same initial energy and same radio range.
The network is divided into clusters. Firstly, nodes are chosen as cluster heads based on their residual energy and
link quality with the base station. Initially, the base station will initialize the energy of sensor nodes, each node
will add itself to the cluster according to its distance from the cluster head. Each sensor node can send messages
to the cluster head directly or through another sensor node. Nodes having residual energy of less than 20% will
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perform basic activities only. Each node will maintain two arrays, one this trusts value with neighboring node.
Others will list the Sybil node. Only a legitimate node can act as a cluster head. As we have combined RSSI value
and a trust-based model to reduce false positives. We have kept the RSSI penetration threshold bit high. The nodes
which are still left undetected in the RSSI layer will be detected in the trust model.

@ Base Station
€9 Cluster Head
6N) Sensor Node

Fig. 1. Clustered network

3.2. Detection Model

Two-layer models are proposed to detect Sybil attacks. The first layer RSSI value is recorded for the incoming
node. Consider a node named A. Its radio spectrum is divided into two zones: green and red. The assumption is
that legitimate nodes will only enter radio ranges of node A slowly. Sybil node is likely to appear suddenly in
your neighborhood. This will allow the Sybil node to penetrate more into the radio range radio spectrum of A than
a legitimate one. Based on this, a node that, makes its first observation in the green zone is considered legitimate
and the node that is seen in the red zone is considered to have a Sybil node. The scenario of node A, node B and
node C is shown in Figure 2. Node B and Node C are entering into the radio range of node A. Node B is firstly
observed in the green zone and hence is considered a legitimate node while node C makes its first observation in
the red zone and hence is considered a Sybil node.

Radio Range of A

Radio Range of C Radio Range of B

Fig. 2. Zone distribution of nodes

There can be false positives in Sybil node detection using RSSI value as sometimes a legitimate node enters
in the radio range of say node A but due to traffic or loss of connection, it may be the case that, the node is not
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observed by A in the green zone. So, this node will penetrate deeper into the radio range of A and will be firstly
observed in the red zone and hence will be declared as Sybil. To avoid such situations, we have increased the area
of the green zone as compared to this area in lightweight Sybil attack detection [Abbas et al., (2012)]. The Sybil
nodes left undetected will be detected in the second layer consisting of the trust model. For the trust model, direct
and indirect trust values are used. Direct trust is calculated based on a number of correct packets delivered by a
node for which the trust value is calculated. To calculate direct trust, consider node X is calculating the trust value
for node Y, then direct trust can be calculated using Eq. (1).

CorreCtp"'Cketsforwardedxy

DTyy =

1
ToralpaCketrecievedXY ( )

Sybil node when join multiple times tries to increase the trust values of its fake node and decrease the trust
value of another node. To prevent the network from this bad-mouthing due to the Sybil node, an indirect trust
value is used. To calculate indirect trust from node X to Y Eq. (2) is used.
Eivz DTNei our;

DTy, = —=0- "oty ”N"’”’ LY )
i.e. Neighbors of Node X. N is a total number of neighbors of X. The final trust value is calculated using Eq.
A3)
DXY = Wy X DTXY + %) X IDTXY (3)

Where w; + w, = 1, The values of weights can adjust according to application and deteriorate the effect of

Sybil attack. The steps of the algorithm are as follows:

Algorithm 1: Sybil nodes detection

Input: Sensor nodes, their location, and initial energy

Output: Detection of Sybil nodes

(1) Initialize sensor nodes with coordinates, energy and trust values
(2) Communication of nodes start
(3) If nodecnergy < 20% of initial energy
i. Then this node will not take part in communication
(4) Calculate RSS value at entry
(5) IfRSS > thresholdgss value
(6) Put it in a malicious list and broadcast

(7) Calculate direct trust for say node X to Y using Eq. (1)

Correctpaciets Forwardyy

DTyy =
Xy Total

packetsrecievedyy

(8) Calculate indirect trust for node X to Y using Eq. (2)
Z?I:O DTNeighbouri’y
N

IDTXY =

(9) Find the final trust value using eq (3)
DXY = w; X DTXY + Wy X IDTXY
(10) If Dxy > thresholdirus
Put node in malicious node and broadcast
(11)CH will send a message to the Base station regarding the Sybil node.
(12)Base station will remove this node.

4. Simulation and Results

The simulation of the proposed work RTBSAD is done using MATLAB R2018a. The comparison of the proposed
work is done by Almas et al. [Almas Shehni et al., (2018)], Rafeh et al. [Rafeh et al., (2014)] and Jamshidi et al.
[Jamshidi et al., (2018)] in terms of True Detection Rate (TDR), False Detection Rate (FDR), Average Energy
Consumption and Packet Delivery Ratio (PDR).

4.1. TDR
TDR is True Detection Rate. It calculates using Eq (4)
TPR = TP / (TP+FN) 4)
Where TP is True Positive and FN is False Negative. Higher the true positive rate better is than the detection

policy. The comparison of the proposed work with Almas et al., Rafeh et al., and Jamshidi et al. in terms of TDR
(in percentage) is shown in Table 1 and Fig. 3.
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Sybﬂ. nodes in network Almas et al. | Rafeh et al. | Jamshidi et al. | RTBSAD
(in Percentage)
10 80 75 73 82
20 70 68 70 71
30 64 60 62 64
40 60 55 58 62
50 53 52 54 60
60 50 46 51 55

Table 1: Comparison of RTBSAD with existing techniques in terms of TDR (in percentage)

90
80
70
6
5
4

= —

TDR (in Percentage)
&

2
1

L —

= Almas et al.

Fig. 3. Graphical representation of TDR result of the proposed scheme with existing schemes

= Rafeh et al.

= Jamshidi et al. RTBSAD

10 20 30 40 50 60

Sybil Nodes in Network (in Percentage)

The TDR of RTBSAD is 9% higher than Almas et al., 19.5% higher than Rafeh et al. and 7.2% higher than
Jamshidi et al. when 60% of Sybil nodes are added into the network.

4.2. FDR

FDR is False Detection Rate which is defined as a false positive to a total number of positive results. FDR can be

calculated using eq (5)

FDR =FP / (FP + TP)

®)

The comparison of the proposed work with Almas et al., Rafeh et al., and Jamshidi et al. in terms of FDR is

shown in Table 2 and Fig. 4.

Sybil nodes in network | . Cooa1 | Rafeh et al. | Jamshidi et al. | RTBSAD
(in Percentage)

10 10 12 15 2

20 15 17 20 5

30 17 20 2 10

40 19 2 25 12

50 25 26 28 15

60 30 35 40 20

Table 2: Comparison of RTBSAD with existing techniques in terms of FDR (in percentage)
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Fig. 4. The graphical representation of FDR results of proposed schemes with existing schemes

4.3. Average Energy Consumption

It refers to the total energy used by all nodes about total nodes. You can calculate it using Eq (6)

Average Energy Consumption =

Rafeh et

N
Yiz1

al. = Jamshidi et al.

(Initialenergy—node(i).energy)

u RTBSAD

(6)

N
Where N is the total number of nodes of a network. The comparison of the results of Average Energy
Consumption is shown in Table 3 and Fig. 5.

N“;‘I'lb::t;’vfo‘:ﬁdes Almas et al. | Rafeh etal. | Jamshidi et al. | RTBSAD
100 32 3.4 35 2.7
150 35 3.7 3.8 2.8
200 3.8 3.9 4 32
250 42 42 43 33
300 43 43 45 3.8
350 44 45 46 4.1
400 47 48 49 42

Table 3: Comparison of RTBSAD with existing techniques in terms of Average energy consumed

Average Energy Consumption
(in Joules)

== Almas et al.

100 150

¢

200 250

300 350

Number of Nodes in Network

Rafeh et al.

=@ Jamshidi et al.,

400

=8=RTBSAD

Fig. 5. Average Energy Consumption with varying number of nodes
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4.4. Packet Delivery Ratio (PDR)

PDR is defined as the ratio of packets reached at the destination to the total number of packets forwarded. Higher
PDR indicates the reliability of the network. The comparison of the PDR of the network with existing techniques
is shown in Tab. 4. The graphical representation of Table 4 is shown in Fig. 6.

Sybil nodes in network | . Coc a1 | Rafeh et al. | Jamshidi et al. | RTBSAD
(in Percentage)

10 0.93 0.91 0.89 0.98

20 0.86 0.83 0.8 0.91

30 0.7 0.65 0.61 0.8

40 0.58 0.52 0.5 0.72

50 0.46 0.39 0.35 0.57

60 0.35 0.33 031 0.49

Table 4: Comparison of RTBSAD with existing techniques in terms of Packet Delivery Ratio (PDR)

1.2
1
0.8

0.6
0.4
10 20 30 40 50 60

Sybil Nodes in Network (in Percentage)

PDR of Network

=

® Almas et al. = Rafeh et al. Jamshidi et al. ®RTBSAD

Fig. 6. PDR of network on a varying percentage of malicious nodes

It can be observed in Fig. 3, Fig. 4, Fig. 5 and Fig. 6 that the proposed scheme is better than Almas et al., Rafeh
et al. and Jamshidi et al. in terms of TDR, FDR, Average Energy Consumed and PDR.

5. Conclusion

The number of devices connected to networks is growing with the advancement of technology and network. The
passage of sensitive information through networks needs high security of sensor networks. But in the case of a
Sybil attack, one can steal the identity of a legitimate node or can place Sybil nodes by forging fake identities.
These Sybil nodes can affect routing, voting, data aggression, etc. The detection and prevention of Sybil nodes
are extremely necessary for the smooth working of the network. In the present study RSSI and trust-based, Sybil
attack detection model (RTBSAD) is proposed. This model is composed of two layers. In the first layer, RSSI
value of a node is observed. Based on RSSI value nodes are distinguished into legitimate or Sybil nodes. To reduce
false positives the threshold value of RSSI value is kept high and nodes that are left undetected in the first layer
are detected in the second layer. The second layer of the algorithm consists of the trust model. To avoid Sybil
nodes' bad mouthing, the trust model is built using direct and indirect trust. Comparing the proposed scheme with
other techniques shows that proposed technique is superior in terms of TDR and FDR, Average energy
consumption, PDR, and TDR. We plan to modify RTBSAD in the future to make it work on IoT-based
applications.
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