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Abstract

Various organizations and companies rely on the virtualized environment for running the applications. These
sorts of applications require security policies and rigorous protection mechanisms. The significant challenge
towards virtualized system availability is software aging which leads to the system collapsing or encounters
some failure. Upgrading the software is the only way to handle the aging issues where the researchers
recommend the use of VM migration to diminish the downtime. However, there is a gap in security implications
during the VM migration-based scheduling. Here, a novel security evaluation method is proposed to assist the
model available for the virtualized system. The target is to predict the scheduling without any threat
intervention to reach the expected level (availability and security risk). Here, a novel aggregation of heuristic
optimizer (A-HO) for system configuration in VM migration is proposed to measure the security threats like
DoS, DDoS, Man-in-the-middle. The outcomes offer insight towards the information regarding the security
risk and availability when applying the migration scheduling with the aggregation process.

Keywords- Virtualized environmentt, VM migration, migration schedulingg, aggregation process, security
risks, heuristic optimizer.

1.Introduction

Recently, the research provides the security information in cloud computing needs extra enhancements that have
been studied broadly in the last years [1]. Asymmetric benefits of attackers are one of the most complicated problems
in cloud computing security. The robust defenses are established that cost greater than the cost to conduct the attacks
in cyber security [2]. However, when the system is protected by the defenders from complete attack vendors, the
attackers exploit the single system vulnerability. The benefit of asymmetric is reduced by Moving Target Defense
(MTD) [3] that uses the reconfiguration of dynamic circumstance to focus on the thwarting and defending attacks [4].
The important concept of shifting the surface of attacks continuously enhances the difficulties on the reconnaissance
circumstance or works on the attacks in a dynamic manner [5]. VM migration is the common strategy for the MTD in
the cloud. The VMs are moved for preventing them is the standard technique from co-resident VMs attacks or the
available physical hosts [6].

Moreover, the evaluation techniques are required for the security benefits to be quantified and affect the availability
during the adoption of various scheduling of VM migration like Moving Target Defence that is opposed to the insider
attacks, namely ., MTD timing problem. An algorithm is proposed by Chauhan et al. [7] to select the timing of MTD
properly to reduce the assigned costs. The insights are given by the work on the process of evaluating the various
MTD timing techniques. The group of MTD techniques are proposed by Sidhu et al. [8] are opposed to the attacks of
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Multi-Armed Bandit (MAB) policy. A similar threat model is considered in work. Instead of MAB models, the multi-
stage attack that is the attacker needs to reconnoitre the circumstance first before the attack is launched and is
considered. A Markov model is proposed by Abdel et al. [9] to evaluate the performance on the deployment of MTD
in the virtualized circumstance. The insights are provided by the work. They are (a) the process of modelling the issue
of MTD and (b) validation via simulation. The straightforward techniques are followed to apply the general VM
migration scheduling as Moving Target Defence is the particular third-party software implementation of MTD is not
required [10]. However, the proposed system provides the analysis that focuses on the comparison of various
environmental configurations that are various system architectures and VM migration scheduling and advantages are
shown. The disadvantages concerned the probability and availability of successful attacks [11]. Further, the analysis
provides the tolerance level metric in the proposed system. The tolerance levels are used for supporting the selection
of VM, like the selection of candidates for the deployment of MTD on the predicted runtime related to the attack
success tolerated levels probabilities.

The stochastic Reward Net (SRN) model is presented in a proposed model for determining the insider attack success
probability with the moving target defense related to the scheduling of VM migration in the Infrastructure-as-a-Service
(TaaS) of cloud computing. An important aim is to determine the security and availability of MTD deployment in
various situations [12]. Various system architectures are comprised by these situations that are the group of possible
physical machine pools and various scheduling policies of VM migration. The moving target defence is considered to
focus on the VM attacker’s movement among the available physical machine pools [13]. A unique hypervisor is
contained in every physical machine pool. The hypervisor is considered as the objective of the insider attacks [14].
Henceforth, every time that the VM is moved, the hypervisor variant is reconnoitered by the attacker prior to
proceeding.

The below questions are helped this study [15]. They are:
* RQ1: when utilizing various system architectures, what is the minimization probability of attack success?

* RQ2: Because of various scheduling of VM migration, what are the availability and attack success probability
impacts?

* RQ3: Considering various VM migration scheduling and architectures, what time is needed for the system to attain
the particular probability of attack success of the tolerance level?

Two case studies are evaluated to address these questions [15]. The reduction of attack success probability is
concentrated first during the system architecture is enlarged to four physical machine pools from one physical machine
pool. A reduction of attack success probability is examined in the second case study that varies the scheduling of VM
migration. The policies are considered with 24 hours, 12 hours, 6 hours, 1 hour, and 30 minutes among the VM
migrations. The trade off between security and availability are highlighted in the results. Considering an instance that
applies the 30 minutes policy to the system having four physical machine pools, then the probability of attack success
at 24 hours is below 1%. The probability is 23% when the 12 hours policies are applied with similar conditions.

This proposed system examines the process of various environmental configurations that creates the impacts on
the availability and security levels of an Infrastructure-as-a-Service cloud having the scheduling of VM migration like
MTD that is opposed to the insider attack. The scheduling of VM migration is applied already in many contexts like
load balancing, sustainability, and software rejuvenation. Moreover, the VM migration achieves 8 seconds at 24 hours
for the 12 hours policy and for the 30 minutes policy, 3 minutes are considered, and then the system has downtime.
This proposed system contributes to the interest of the system managers who need to develop the scheduling policies
of multi-objective VM migration.

2. Related Works

Various computing requirements are given as services in the IT industry. Various advantages are available by using
the methodology that is available from the cloud service providers like the on-demand, flexible computing
infrastructures, and access to large-scale. Moreover, the dependability on cloud computing is increased, and that is
essential to realize the potential. In cloud computing, because of the importance and sensitivity of the stored
information, one of the most crucial topics in the cloud circumstance is data security as the cloud service providers’
trust. In cloud computing, the malevolent insiders are the risk factors and the cloud services are failed that attains great
attraction from the users of the cloud [16]. The development opportunity is provided by cloud computing, and it
provides the circumstance for the multi-source information service (MSIS) new service pattern. The nature part of the
relationship between cloud computing and MSIS [7] and clouds are associated with the problems. The distributed and
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shared computing services and resources are offered by the cloud computing that exists to the various websites and
service providers. A special focus is needed to pertain the cloud security as one of the essential considerations. Trust
management [18] is a vital component of cloud computing. The important problems to pertain the data security in the
circumstance of cloud computing, such as the location of data, transmission of data, availability of data, and security
of data, are explained. The security problems in cloud computing are explored by Akter et al. [19], and the important
research difficulties are highlighted, which has the malevolent insiders, performance and availability, disruptions of
service, and outside attacks.

Garg et al. [20] discussed the data security and privacy protection problems in cloud computing. There are three
levels that are defined by the security architecture. They are (i) platform security, (ii) software security, and (iii)
infrastructure security. In cloud computing, the problems related to data privacy protection in the data lifecycle have
the use, transfer, storage, share, destruction, and archival. The security problems in the cloud computing systems are
mentioned by the cloud computing issues that are specific to model the management of security that depends on the
security standards, and the security problems have pertained to the standards of security. Because of the security and
privacy problems of service in cloud computing, the important difficulties are highlighted in the large-scale
acceptance. This is recommended based on the described situations that are to reduce the sensitive information if the
data is processed and provides the privacy to the user on the cloud needs to assure. The security problem becomes an
overwhelming issue to cloud service providers as the number of dependents is shooting up on the cloud service. These
problems need to mention first to make use of the advantages of the cloud to a great extremity. Important security
problems are mentioned in cloud computing, and a few countermeasures are insisted and implemented in [21]. The
security problems are classified into six parts that are presented. The cloud server needs to monitor malevolent insiders
tasks, the confidentiality of data, hijacking the service, and problems because of the multi-tenancy. The users are
enabled to control across data, and the data loss is prevented are the privacy problems and are discussed when the
replication of data occurs. Different security problems such as confidentiality, privacy, trust, availability, and integrity
are addressed. Trustworthiness is the applicable word as the information is sourced from the security limits of the
owner in the cloud computing environment.

“Wrapper attack” is discussed by [22], who wrapped the attacker with few malevolent codes in the signature of XML,
and the signature is injected into the XML codes that are necessary for resource sharing in cloud computing.
Cybercrime is the tempting target in cloud computing. Mechanisms used in Amazon and Google are the prominent
providers for defending that are opposed to this kind of attack. There are numerous heterogeneous entities comprised
in the cloud computing environment. The securities of these circumstances depend on the security promised by the
weakest entity. Various delivery models have different security problems [23] in the cloud that threaten the cloud's
users. The different problems are mentioned in the proposed system in the software as a Service (SaaS) model, such
as confidentiality of data, security of web application, breaches of data, vulnerability in virtualization, backup,
availability, management of identity, the process of sign-on. Particularly, in cloud computing, information
management has security operations that are a complicated process. The complicated environment is created by the
layers of cloud service and the multi-tenancy virtual architecture for developing and managing the security of
information related to the compliance program and the incident management. The protection of cloud services over
the existing and new attacks is the goal that complies with the regulatory requirements and the security policies. The
better-managed services are provided by the suggested technique for the customers who need to outsource information
security operations for attaining transparent, reliable, and effective privacy and cloud security [24]. The velocity is
increased, guaranteed by cloud computing having the different application types for deployment, lower costs, and
increased innovation. The demand deployment, virtualization, internet delivery of services and open-source software
is incorporated by cloud computing. Due to the changes in cloud computing, everything is new from another
perspective: inventing, developing, deploying, scaling, updating, maintaining, and paying for the infrastructure and
application. A flexible and efficient dynamic security approach is needed to make sure the users' data correctness in
the cloud due to the advantages of cloud computing. The key aspect is the quality of service, and henceforth the large
data security of the cloud and the performance is needed [25].

3. System Model

A group of architectures are considered in the proposed system that ranges from one physical machine pool with
various physical machine pools. There are some characteristics in the considered architecture. They are (i) the unique
hypervisor variant is in every physical machine pool with the hypervisor is the target of insider attacks of the attacker,
(ii) the VMs migration is possible among the physical machine pool, and (iii) At least one physical machine is possible
in every physical machine pool for receiving the migrations is shown in Fig 1.
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3.1 Threat model

The insider attack that needs to be performed by the attacker is the goal to target the hypervisor that is the middleware
among the physical host and VMs. The attacker needs to be monitored or compromised the co-resident VMs when the
hypervisor control is assumed. The resignation is not done by the attacker till the success of the attack is assumed in
the proposed system. There are two phases in the insider attack. They are (a) reconnaissance that expresses during the
attacker needs to be identified the hosts’ variant of hypervisor, and (b) attack expresses when the malevolent actions
are performed by the attacker that is opposed to the host hypervisor, The attacker chooses the try and error technique
in the phase of the attack. Successively, when the time provided on a similar physical host is longer, the chance of
attack success is greater. Moreover, can be continued the technique of try and error, and the attempts which are failed
are ignored; that is, the knowledge is accumulated by the attacker when the attacker reconnoiters the hypervisor of the
host.

Rasouros cost
Task 1 ‘L’
Task 2 .
Task request L:Iu'h:_k =
and attack ol erftn_:e Mloth-based

traces LEoEE heuristic
UL monitornng mTiE model
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Fig. 1. VM migration-based system model

3.2 Cloud platform

Consider a cloud platform where the resource pools are composed of servers S; and set of resources is S; where i =
1,2,...,n. VM are accepted on the server at every node and specified as S; = VM, 4, ...,VM; ;.. Here, VM; ;. specifies
the VM over the server S;, every server contains enormous resources like memory, CPU and networks. The
determination of host for VM allocation is essential. The client needs demand for services and it has to fulfil QoS
requirements. It needs some prerequisites and it needs to undertake some task to VM over the cloud. The set of VM
helps in task planning as specified by VM resource allocation and task requirements. Every task is characterized with
certain parameters like CPU utilization, security, energy consumption, make span, resource and migration cost are
depicted as the key terms for effectual VM migration. It is explained with the optimization problem.

3.3 Fulfilling multi-objective constraints
The foremost objective relies on minimization and it is expressed as in Eq. (1):
Objective = min{Upy, Energy, security, makespan, migration cost,resource cost} €8

1) CPU utilization is the time consumed by CPU to execute certain tasks. When there is a rise for resource demand in
cloud, VM are mapped towards the available server. It is considered to fulfil the CPU requirement with the objective
of eliminating delay. It is expressed as in Eq. (2):

Ucpy (task allocation) = Z Countepy (Ty + -+ T} 2
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2) Energy consumption: It shows direct relationship with physical machine (PM) utilization. It is depicted as the total
amount of energy consumed for certain time and it is expressed as in Eq. (3):

Energy consumption = 0.1log(Countcpy) + Energy; + 0.1 3)

3) Security establishment: The VM migration has to be performed in a secure manner without any intervention of
threats like MITM, DoS attacks or both. The VM security is evaluated based on the difference among the task security
and physical machine. The evaluation is done based on risk probability.

4) Makespan measure: It is a hypothesis in scheduling the completion time of certain task. It is measured as the
maximal wall time to the overall task blocks. It is expressed as in Eq. (4):

4

N
Makespan (tasks) = max< Wtime> )
=1

5) Migration cost: It is measured based on scheduling algorithm. It is recurrence of relocation execution. It is connected
with prize capacity. It is known as the sum of cost incurred during migration from one to another task by VM and it
is expressed as in Eq. (5):

n
Migration cost = z migration cost (Ti=1, ) 5)
Ti=1

6) Resource cost: The relocation process relies on 1) memory content and 2) memory update over every VM; 3) data
transfer ability and 4) remaining burden among the server and the source. It is depicted as the sum of resource cost
incurred by certain resources to perform related tasks. It is expressed as in Eq. (6):

Resource cost (tasks) = Z resorucecys (T + -+ Ty) 6)

3.4 Aggregation of heuristic optimizer (A-HO)

Here, a novel approach is proposed with moth heuristic optimizer to measure the VM migration process and security.
The traversing process needs to ensure the moth movement. The following are the steps to fulfil the requirements:

1) The overall moth population and flames are moth,, and flame,, which needs to initialized. The flame count is set
as countyigmes and q specifies the iteration count. The random variable movement is rand1 and rand2. Then,

compute the fitness function.

2) The moth position and flames are updated based on the conventional method. The traversing mechanism for position
update is provided and expressed based on Eq. (7):

Moth,, = S(moth,, flame,,) @)
3) The searching agent-based position update is expressed as in Eq. (8):
S(moth,, flame,,) = R,,.e" .cos(2nt) = Flame,, 8)
Here, R, specifies the logarithmic spiral shape of w" flame and it is expressed as in Eq. (9):
R,, = |moth,, — flame,,| )
Here, R is random number (constant) and t value ranges from [-1, 1].

4) Over successive iteration, the flame counts are evaluated with Eq. (10):

N-1
Countyiqme = round (N —q* T ) (10)

Here, N and T specifies the maximal flame count and maximal iterations count. If rand value is higher than 0.5, then
the distance among the flames are evaluated and it is expressed as in Eq. (11) & Eq. (12):

distance = bestyosition (flame) — mothyosition (11

Mothyosition = distance + best position (flame) (12)
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5) When q > countygmes, then rand < 0.5. The moth and flame position is updated and it is described as in Eq. (10)
to Eq. (13). Similarly, when rand > 0.5, then the position update of searching agent is provided with some novel

method and the distance computation among the flame from moth using Eq. (13) to Eq. (14) is expressed as in Eq.
(13) & Eq. (14):

distance = bestysition (flame) — sort (population) (13)
mothy,,sition = distance + best position (flame) (14)
The algorithm for the anticipated model is given below:

Algorithm 1:

. Initialize overall population with moth and flames;

. Initialize rand1, rand2 and county;spess;

. Compute fitness value as in Eq. (1);

- for (qmax > q)

. If termination criteria # fulfilled;

Lif (g < countyigme)

.if (rand < 0.5)

. Transverse mechanism performs flame and moth position updation as in Eq. (7);
. Perform spiral position update with searching agent as in Eq. (8);

10. Flame count is given in Eq. (10);

11. else

12. evaluate the distance among the moth and flame;

13. elseif

14. else if (q > countyigme)

15.if (rand < 0.5)

16. perform traversing with moth and flame based position update in Eq. (7);
17. perform spiral position update with search agent using Eq. (8) to Eq. (10);
18. end if

19. end if

20. end

21. terminate the process

O 001 N W h W N —

The computation of VM migration is to fulfil security and other multi-objective constraints synthetically. The data is
related with PM and acquired from online available Kaggle data set for cloud. With the available data set, the related
data is connected with VM are executed. The parameters connected with the execution process are provided in Table
1.

PM count Original data
Total tasks
Wall time
PM cost Synthetic data
Security
CPU count

Table 1. Parameter setup

The VM data set is created with the assistance of PM data set. Also, it encompasses certain PM parameters. Consider,
the task is related with the PM as T; = 1,2,3,4. The task block size of task 1, 2, 3, and 4 and it is set as 5, 10, 15 and
12 respectively. The task attained from the user is assigned to PM and the tasks and the corresponding schedules are
related with separate VM. Here, 12 PM is used and every PM is intended to have 10 VM. Therefore, there is totally
120 VM to execute certain tasks.

1) Security — The security of PM ranges from 1 to 4 randomly. It is determined as an essential factor and the evaluation
of VM is done based on the task and PM security. The value of PM and VM is set between 1 to 4. When the security
value of PM is set as 1, then the task value is set as 1. Finally, the VM security is 0. Therefore, the model needs to
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fulfil the security requirements based on risk mechanism. When the task count is set as 6, then the security values
bounded among 1 to 4. The task-based security value is 1 and it is termed as highly secured and the lesser security
task is taken based on higher security value, i.e., 4.

2) Wall time — It is depicted as the measure of time during the active process with certain task. The difference among
these two depends on run-time factors, i.e. system waiting and programmed delays. The PM is pre-determined with
wall time. It is evaluated with normal random function. It is expressed as in Eq. (15):

Wiime = normal rand (u, 6) (15)
3) VM cost- It is measured with the normal random function. Here, § is set as 0.1 and u represents PM cost as depicted
in Eq. (16):

VM.t = normal rand (u, §) (16)
4) Migration cost- It is evaluated from M * M matrix and the rows and columns are considered for measuring the PM
cost. Here, the matrix is equal to rows and columns, i.e. (1,1), (2,2) and provides diminishes migration cost and higher
migration cost.

5) Energy consumption: The VM energy consumption is evaluated with normal random function. It is expressed as in
Eq. (17):

Energy consumption = normal rand (u, §) a7
Here, the overall energy consumed by the PM is set as 60 watts and the mean is normal random function. The SD is
produced with random number +5% when the task in block is 1 and accomplished with CPU utilization, PM and
VM. The CPU utilization is added and the over utilization count is evaluated for all tasks with the summation
process.

4. Results and Discussion

The anticipated VM migration against malicious threats is provided for establishing the model’s efficiency and the
simulation is done in MATLAB 2020a environment and the performance of the anticipated model is analyzed with
various metrics like energy consumption, cost, response time, migration cost and security. The proposed model is
compared with various existing heuristic methods like ABC, ACO, SA, WO, GWO and LO. The evaluation outcomes
may vary from one VM to other. VM may varies for all PM.

VM ABC ACO SA o) GWO LO Prl‘:l‘;‘t’;ed
10 935 1300 1250 1200 4700 5600 880
20 1700 1500 1200 1800 3200 5070 1200
30 1600 1100 1250 1250 3300 2214 965
40 1600 1600 1500 1600 1800 3120 1130
50 980 1311 1200 2250 2400 5818 1300

Table 2. CPU Utilization

VM ABC ACO SA WO GWO LO Froposed
10 2400 2530 2564 2589 2400 2555 2456
20 2400 2580 2456 2590 2500 2564 2324
30 2450 2560 2589 2548 2560 2456 2500
40 2500 2525 2600 2589 2525 2896 2600
50 2520 2531 2564 2561 2635 2654 2361

Table 3. Energy consumption
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M ABC ACO SA WO GWO LO Pr;‘:)‘t’lsled
10 285 370 290 305 525 310 280
20 330 333 375 320 390 390 350
30 360 310 350 330 600 460 280
40 420 280 375 365 540 370 300
50 320 385 350 390 610 330 375

Table 4. Makes pan comparison

VM ABC ACO SA WO GWO LO Pr;‘:)‘t’lsled
10 290 260 250 290 230 280 88
20 270 250 255 265 250 260 190
30 220 250 242 245 70 230 220
40 230 270 295 290 245 280 154
50 220 210 300 250 75 280 145
Table 5. Migration cost
VM ABC ACO SA WO GWO LO Pr;l:)ttllsled
10 0.088 0.068 0.118 0.122 0.500 0.281 0.224
20 0.092 0.082 0.078 0.136 0.188 0.188 0272
30 0.165 0.102 0.068 0.161 0.604 0.155 0.204
40 0.133 0.192 0.092 0.171 0.365 0210 0.258
50 0.088 0.222 0.108 0.128 0.584 0315 0.323
Table 6. Security comparison
Table VII. Proposed
Resource ABC ACO SA WO GWO LO P
costVM moth
10 522 317 522 42.03 56.9 632 212
20 30.6 34.1 30.6 48.10 43.7 50.2 27.8
30 29.8 29.4 29.8 46.40 550 24.4 243
40 28.9 493 28.9 46.9 34.6 48.6 23.9
50 34.5 45.5 342 32.05 41.7 67.3 25.4

Table. 7 Resource cost
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CPU utilization comparison
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Fig. 2. CPU utilization comparison

Energy consumption comparison
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Makespan comparison

Hl ACO H SA Bl WO B GWO Lo Bl ABC E Moth
3000

2800
2600
2400
2200
2000
1800
1600
1400
1200
1000

800

600 {
400 o 5 333773, 3203950

200

2600

Makespan

No of blocks

Fig.4. Makespan comparison

Migration cost comparison
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Security comparison

W ACO H SA l WO B GWO ELO H ABC [ Moth
0.70

0.65

0.604
0.60

0.55
0.50

0.45

0.40

0.35

Security

0.30

0.251

0.20
0.15

0.10

0.05

0.00

20
No of blocks
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Table 2 depicts the comparison of CPU utilization. Here, 10 to 50 VM blocks are considered. However, the comparison
is made among 50 VM block. The CPU utilization of the anticipated heuristic model is 1300 which is optimal
compared to other approaches like ABC, ACO, SA, WO, GWO and LO models. The CPU utilization of ABC is 980,
ACO is 1311, SA is 1200, WO is 2250, GWO is 2400 and LO is 5818 and is shown in Fig 2. Table 3 depicts the
comparison of energy consumption among the provided heuristic model. The energy consumed by the anticipated
model is 2361 Joule which is lesser than other optimization models. The ABC consumes 2520 J, ACO is 2531 J, SA
is 2564 J, WO is 2561 J, GWO is 2635 J and LO is 2654 J respectively and is shown in Fig .3. Table 4 depicts the
comparison of make span comparison. The anticipated model is nominal with 375, while ABC is 320, ACO is 385,
SA is 350, WO is 390, GWO is 610 and LO is 330 and is shown in Fig 4. Table 5 depicts the migration cost of the
anticipated model with other approaches. The moth model shows a migration cost of 145, ABC is 220, ACO is 210,
SA is 300, WO is 250, GWO is 75 and LO is 280 and shown in Fig 5. Table 6 depicts the security-based comparison
of the anticipated model with other approaches and is shown in Fig.6. The security established by moth is 0.323%,
ABC is 0.088%, ACO is 0.222%, SA is 0.108%, WO is 0.128%, GWO is 0.584% and LO is 0.315%. Table 7 depicts
the comparison of the resource cost of the anticipated model with other approaches and is shown in Fig.7. The moth
model shows a resource cost of 25.4, ABC is 34.5, ACO is 45.5, SA is 34.2, WO is 32.25, GWO is 41.7 and LO is
67.3. Based on all these observations, it is proven that the anticipated model works well in fulfilling the multi-objective
constraints compared to other models.

5. Conclusion

This work intends to model an efficient approach for handling VM migration even in case of malicious activities like
DoS, MITM and combination of both. However, this issue turns into a multi-objective constraint. Various
investigators intend to handle this issue; but fails in any of one aspect. The anticipated moth heuristic model addresses
all the research constraints and provides superior solution compared to other approaches. Some performance metrics
like security, response time, energy consumption, migration cost is analysed and compared with other approaches like
ABC, ACO, SA, GWO and LO. The anticipated moth heuristic model gives superior outcomes compared to other
approaches. In the future, the hybridized model is adopted to enhance the prediction outcomes. Here, a aggregation of
heuristic optimizer (A-HO) for system configuration in VM migration is used to measure the security threats like DoS,
DDoS, Man-in-the-middle. The outcomes offer insight towards the information regarding the security risk and
availability when applying the migration scheduling with the aggregation process.
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