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Abstract 

Nowadays, Twitter data-based sentiment analysis is the mainly common topic in Natural Language 
Processing (NLP). Nevertheless, security attacks on Twitter data are increased day by day because hackers 
and the attacks will reduce the performance of sentiment analysis. Many kinds of research are developed 
to overcome this problem, but there are no accurate results found. So this current research proposed a 
novel Ant Lion honeypot with Regression (ALHR) for detecting the attacks and continuous monitoring of 
data. Moreover, the fitness function of the introduced replica is used for preventing attacks and continuous 
monitoring. Also, this model utilizes Twitter-based data about the corona disease 2019 (COVID-19) for 
detecting attacks and enhances the classification of sentiments using continuous monitoring. For verifying 
the effectiveness of ALHR technique, launch attacks in classification layer. The developed technique is 
executed in Python, and the achieved performance metrics are compared with another existing replica 
regarding the accuracy, recall, precision, F-measure, and error rate. Finally, the ALHR technique enhances 
the sentiment analysis and provides continuous monitoring. 

Keywords: Tweets, sentiment analysis, continuous monitoring, DoS attacks, preprocessing, features 
extraction, and detect attacks 

1. Introduction 

Sentiment Analysis (SA) uses text analysis, language processing, and statics for analyzing customer sentiments 
or customer reviews [1]. Moreover, good businesses should understand customer reviews. The business 
organization understands people's opinion, what they are saying to our products etc. [2]. Thus, the customer 
sentiments are gathered in reviews, tweets, and comments [3]. Furthermore, sentiment analysis is the 
understanding of emotions of people with the help of software, and it will be helpful to the business leader for the 
growth of the workplace; it is the idea to express feeling in words [4]. Additionally, sentiment analysis extracts 
feelings to people in positive, negative, and neutral [5]. Thus, the positive, neutral, and negative statements depend 
on the user's issues or comments [6]. Using sentiment analysis in business areas, they do not need nonstop hours 
to classify customer data like reviews, social media comments, survey responses, tweets, and support tickets [7]. 
It helps the organization monitor their brand reputation on social media, customer needs understanding and earn 
imminent in customer feedback, etc. [8]. In addition, sentiment analysis uses Natural language processing (NLP) 
replica and algorithms that contain hybrid systems, automatic systems, and rules-based systems [9].  
Generally, the sentiment analysis technique focuses on polarization such as positive, neutral, and negative 
emotions and feelings like anger, sadness, happiness, etc. [10]. This kind of sentiment analysis is used to detect 
emotions. Thus, a lot of emotion detection is identified using lexicons [11]. Consequently, sentiment analysis 
generally tackles the task of classification. Thus, the user-decided classification algorithm is handled with the help 
of Support Vector Machine (SVM) [12]. It is one of the most famous classifiers. The fast-developing online 
platform is Twitter; they provide posts, create, read short messages and update [13]. They are also called tweets. 
Thus, the platform of Twitter may ultimately influence by traditional media agenda [14]. They are surroundings 
mainly in dangerous events and collect data from rewet valuable messages and tweets shared through users [15]. 
Moreover, systematic learning of semantic contented tweets is known as SA, and this is the technique of 
categorizing and identifies the polarity of text. The qualitative dimension of tweets is fundamentally used for the 
critical situation [16]. The most critical event is natural disasters such as hurricanes, earthquakes, wildfires, floods, 
or political transitions like coups, movements, terrorist attacks, and revolution [17]. Consequently, Twitter is the 
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most powerful source for gathering information, and they contribute to allocating organization, human, resource 
materials and preventing accessing other people affected zones [18].  
The most critical task in sentiment analysis is analyzing emotion during critical situations, and it is more 
complicated [19]. Thus the critical situation is personality through the experience of threshold trespassing and 
socially unknown state [20]. The main issue of the sentiment analysis is malicious activity and wrong classification 
[21]. Generally, several techniques are introduced to classify the sentiment analysis in the correct way and detect 
malicious attacks during sentiment analysis. The existing techniques are frequency technique [23], machine 
learning [24], and multiple neutrosophic sets [26] but still having the issues of malicious attacks, high false rate, 
and improper classification [22]. Consequently, in this paper a novel ALHR technique is proposed to prevent the 
malicious activity and continuous monitoring. Thus, the developed framework achieves high privacy also 
continuous monitoring of attacks. So, it will enhance the sentiment analysis and achieved better performance in 
emotion identification.  
This paper summarizes the structure of this paper: The related work of this research is summarized in section 1, 
and the problem definition and system model are explained in section 2. Moreover, in section 3, the proposed 
techniques have been highly structured. Consequently, the result and discussion, along with the comparative 
analysis, are described in section 4. Finally, the paper has been concluded in section 5. 

2. Related Works 

Samah Mansour [23] has proposed a Twitter APT and frequency method to search and collect tweets and conduct 
text sentiment analysis. Moreover, obtained results are the same words, transferring the same negative and positive 
words from people's opinions. Thus, the developed technique views a lot of users ISIS threats and queries 
regarding text mining. But the classification of sentiment analysis did not process correctly because of large data. 
Nowadays, sentiment analysis by machine learning with the use of Twitter data is the most popular topic. Gonzalo 
et al. [24] have addressed sentiment analysis issues in critical events like social movements and natural disasters. 
Additionally, introduced Bayesian network classification is developed to better performance in sentiment analysis. 
Two datasets are used for the experimental purpose that is Chilean earthquake and Catalan independence. Finally, 
it will identify the word relation and quantities information. But error occurrence rate is high in the classification 
layer. 
Muhammad Asif et al. [25] have proposed sentiment analysis of multilingual textual data of social media for 
discovering the intensity of sentiments. This paper studied incorporated textual views of four types: moderate, 
high extreme, neutral, low extreme, and so on. Initially developed multilingual lexicon intensity weight and 
achieved results of replica attain 88% inaccuracy. Hence the developed model attains a long time to classify the 
emotion, so computation time is large. 
Generally, sentiment analysis of Twitter data gauge’s public opinion, police, social movements, and legislation. 
Vasantha et al. [26] have developed multiple neutrosophic sets with two positives, two negatives, and three 
neutral. Based on the sentiment analysis easily validated the results using single, triple, and multiple neutrosophic 
sets. The proposed replica gains better performance in the refinement of presented indeterminacy data. 
Zidong Jiang et al. [27] have proposed the Sina Weibo platform to troll recognition through SA and other user 
movement data. Additionally, it introduced a new method in terms of word embedding, Chinese sentence 
segmentation, and sentence score measurement. The main aim of the developed technique is to enhance the test 
sentiment analysis to detect trolls using machine learning. The gained outcomes of troll detection id high, but 
malicious attacks are gathered because of large data. The overall summary of the paper of the related work has a 
detailed Table 1. 

Table.1 Summary of related works 

Writer Technique Advantage Disadvantage 

Samah Mansour [23] Twitter APT and 
frequency technique 

It will identify many threats and  During classification occur error 
due to presented attack 

Gonzalo et al. [24] Bayesian network 
classification 

Better performance in sentiment analysis, 
identify the word relation and quantities 
information 

The error rate is high 

Muhammad Asif et al. 

[25] 

SA of multilingual 
textual data in social 
media 

Discovering the intensity of sentiments 
and accuracy rate is high 

Large computation time because 
of many data. 

Vasantha et al. [26] MRNS The correct identification rate is high. Less F-Measure 

Zidong Jiang et al. [27] Troll detection through 
sentiment analysis 

Improve test sentiment analysis and troll 
detection rate high 

The performance of sentiment 
analysis is slow because of 
detection trolls. 

 
The key metrics of the developed replica is declared as follows: 

 At first, download Twitter data established from user comments regarding COVID-19. 
 Moreover, collected data such as tweets are trained to the system 
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 Furthermore, introduced a new Ant Lion Honeypot with regression (ALHR) framework for continuous 
monitoring of attacks and high privacy 

 Thus, the proposed technique detects and neglects the attacks also identifies current sentiment analysis of 
collected twitter data. 

 At next, launch malicious attacks in the sentiment analysis for checking the strength of the ALHR technique. 
 Hereafter, the measured fitness function of the ant-lion and honeypot is updated to the sentiment analysis for 

continuous monitoring and prevent attacks. 
 Subsequently, the key metrics of the proposed technique are evaluated with other existing replicas in terms 

of accuracy, F-measure, recall, error rate, and precision. 

3. Problem definition and system model 

Sentiment analysis is more popular because of the increasing use of social media, and they gain the popularity of 
many people through various motivations and interests. In the world, all people can express their feelings or 
emotions in various concepts related to education, politics, commercial products, culture, and so on. The most 
common thing is to classify the polarity based on user satisfaction, neutrality, and dissatisfaction. But the issues 
of the sentiment analysis are a sentence started with happy mode but ending with sad mode. In these types, they 
are very critical to classify the emotion. Also, a large amount of data generates malicious activities in the 
classification layer. The process of sentiment analysis with the problem has illustrated in Fig.1. 

Downloaded 
tweets

Twitter dataset

Pre-processing to 
clean data

Feature extractionAttack
Classification 

layer

Error  
Fig. 1.   System model and problem statement 

Because of the attacks, the classification layer becomes weak and does not execute the correct job, and the 
identification of user emotion is incorrect. So, the new ALHR technique is proposed to preserve high privacy of 
sentiment analysis and prevent attacks, also continuously monitoring malicious activities. It will secure the 
sentiment analysis from attacks and detect and neglect attacks presented in the classification layer 

4. Proposed Methodology  

The detection of malicious activities presented in the sentiment analysis and classification of user emotions is the 
most critical task. Moreover, a novel Ant Lion Honeypot with Regression (ALHR) framework is proposed to 
monitor attacks and high privacy rates. This paper measured the fitness function of ant lion and honey pot values 
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to protect the sentiment analysis and continues monitoring. Thus, the developed replica detects and neglects the 
attacks using the ALHR framework. Additionally, developed replica gains better performance in classify twitter 
data into positive, neutral, and negative. Consequently, launch attacks in sentiment analysis for validating the 
strength of the developed technique. 
 

Tweets download Parse the data
ALHR approach

Pre-processing the 
tweets and clean data

Extract features

            

Malicious attack

Detect and reject attacks

Sentiment analysis

Negative

positive

neutral

Performance metrics

 
Fig. 2.   Proposed ALHR methodology 

Thus, the overall process of the ALHR framework is illustrated in Fig.2. The proposed ALHR approach parses 
and preprocesses the trained data. Next, the attacks are detected and neglected with the updated fitness function 
of Ant Lion Honeypot (ALH). At last, the sentiment analysis classifies as positive, neutral, and negative. 

4.1.  Description of dataset 

The performance of sentiment analysis of the developed approach is executed using Twitter data or tweets about 
COVID-19 disease, and the tweets are collected from Kaggle.com. Moreover, the employed dataset contains 
38460 quantities of users, including user name, ID, location, followers, friends, likes, and date. The data are used 
to classify the sentiment analysis such as positive review, negative review, and neutral review. Furthermore, 
collected datasets are transferred to the proposed ALHR technique for performing sentiment analysis. 

4.2.  Ant Lion Honeypot with Regression (ALHR) 

The developed ALHR framed work is introduced to enhance privacy at a high rate and continuous monitoring of 
attacks. Thus, the proposed ALHR framework performs several processes such as parse the data, preprocessing, 
features extraction, detect malicious attacks, and sentiment analysis classification. In this technique used data set 
is COVID-19 disease. Moreover, the introduced technique enhances the performance of sentiment analysis and 
detects malicious activity that occurs during classification. Also, the fitness function of ant-lion and honey pot 
prevents malicious activity and continuous monitoring of sentiment analysis. Initially, the collected, trained data 
set are updated to the input layer of the proposed ALHR technique that is given as eqn. (1). 

𝑦ሺ𝑡ሻ ൌ ሾ𝑑ሺ1ሻ, 𝑑ሺ2ሻ, 𝑑ሺ3ሻ, . . . . . . , 𝑑ሺ𝑛ሻሿ                                                       (1) 
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Let 𝑦ሺ𝑡ሻ is denoted as the total quantity of updated dataset, and d (1), d (2) ……d(n) is represented as the dataset 
of tweets downloaded from Twitter. 

4.2.1. Parse and preprocessing 

After finishing the training process, the next process is started that is parsing and preprocessing of data which 
means cleaning the data because tweets contain many opinions that are expressed in various ways or by various 
users.  In the cleaning process, the proposed ALHR technique removes special characters, URLs, hashtags, all 
punctuations, numbers, non-Spanish tweets, emoji ideograms, repeated words, and symbols presented in the 
tweets. Also, it will convert the tweets into the lower case for making the dataset uniform. Thus, the preprocessing 
and parsing of the data are done by eqn. (2). 

𝑇ௗ ൌ
ௗ೔ି௠௜௡ሺௗሻ

௠௔௫ሺௗሻି௠௜௡ሺௗሻ
                                                           (2) 

Where 𝑇ௗ is expressed as the performance of parse and preprocessing data and id
 is represented as an aspect of 

noise present in the dataset of tweets such as hashtags, punctuations, repeated words, special characters, and so 

on are removed. Moreover d  is denoted as the lower case of the dataset. 

4.2.2. Extract features 

 
Consequently, preprocessed datasets are sent to the features extraction. Thus, the trained preprocessed tweets are 
converted into a numerical symbol. Based on the numerical value, easily identify the positive, negative, and 
neutral comments. Furthermore, it will extract the features in the aspects of the dataset and operate to identify 
sentence polarity. Thus, the feature extraction is mentioned in eqn. (3). 

𝑌௣
௧ ൌ

൫௒೛
೟ି்೏൯ൈ൫ௗ೛ି௣ೌ൯

ௗ೛ି்೏
      (3) 

Where, 𝑌௣
௧ is denoted as denoted as feature extraction of tweets data and ap

is considered as positive features of 
tweets also𝑑௣is denoted as negative features of tweets extracted from sentiment analysis. At next, the extracted 
features are sent to the sentiment analysis to classify the tweets based on positive, neutral, and negative reviews. 

4.2.3. Detection of malware activity 

Afterward, attacks are generated during the classification of sentiment analysis. So measured fitness function of 
the ALH framework is updated to the regression for preventing the attacks and provide continuous monitoring. 
Thus, the attacks are identified using eqns. (4) and (5) 

𝐺𝐴௝
௧ ൌ 𝐺𝑃௧                                                                       (4) 

If𝑓൫𝐺𝐴௝
௧൯ ൐ 𝑓ሺ𝐺𝑃௧ሻ                                                            (5) 

Let, 𝐺𝐴௝
௧ is denoted as the continuous monitoring of data and 𝐺𝑃௧ is expressed as sentiment analysis dataset value. 

Whether, the obtained value of continuous monitoring is greater than the dataset means there will be a presented 
attack. The detected attacks are neglected with the help of the ALH fitness function. But the value of continuous 
monitoring is equal to the dataset means there are no presented attacks. 
 

4.2.4. Classification  of sentiment analysis 

After neglecting the attacks, they start the classification process to classify the positive, neutral, and negative 
sentiment analysis. Thus, the fitness function of ALHR is given in eqn. (6). 

𝑓ሺ𝐻ሻ ൌ
ு஺೟ା௒೛

೟ା்೏

ଶ
                                                        (6) 

Where, 𝑓ሺ𝐻ሻis represented as the fitness function of ALH and 
tHA  is denoted as the polarity of sentiment 

analysis and. However, the proposed ALHR technique increases the privacy rate of sentiment analysis, detects 
attacks, and provides continuous monitoring. 
 
Algorithm:1 ALHR for sentiment analysis and continuous monitoring 
Start 
{ 
Initialization  
 Update the datasets   
 
 //COVID-19 disease tweets from Twitter data 
 Trained the dataset in ALH 
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Parse and preprocessing  
 Clean the data and remove unwanted data 
 // remove special characters, URLs, hashtags, punctuations, numbers, symbols, stop words, emojis, and 
repeated words 
Extract features 
 Extract the features of the words in the dataset 
 // features are extracted based on the numerical value 
Attack detection 
 Update the fitness function of ALH 
 Launch attack 
 Continuous monitoring of data while its present attack 
 If( ) 
 
 { 
 No attack 
 } 
 then 
 If( ) 
 
 { 
 Presented attack 
 } 
 End if 
 Neglect the attacks with proposed ALH 
Sentiment analysis classification 
 Analyze the tweets using eqn.6 
 If   
 
 { 
 Sentiment is positive (+1) 
 // tweets is positive comments 
 } 
 Else if  
 
 { 
 Sentiment is negative (-1) 
 //tweets are negative comments 
 } 
 otherwise 
 { 
 Sentiment is neutral (0) 
 //tweets are common, either positive or negative 
 } 
 End if 
 High privacy rate in classification 
 Measured performance metrics 
} 
End 
Generally, the classification of sentiment analysis is identified in terms of aspects. While the tweets contain a 
more positive aspect, they are considered positive tweets, and if the tweets contain a more negative aspect, they 
are denoted as negative tweets. Moreover, the remaining tweets are represented as neutral tweets. Based on the 
positive and negative quantity, tweets are classified. They launched attacks such as Daniel of service (DoS) attacks 
and neglected them by developed the ALHR framework. Thus, the fitness function of ALR is used to prevent 
attacks and continuous monitoring. Additionally, the proposed ALHR technique attains a high rate of insecurity, 
continuous monitoring, and detect malicious activities. The overall process of the developed ALHR method has 
illustrated in Fig.3 and algorithm.1. 
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Start

Initialize the dataset

Parse and pre-processing of data

Feature extraction

Update fitness function of ALH

Launch attack

Continuous monitoring

Classification layer

Presented attackNo attack

Analyse the data based on aspect term

Positive tweets (+1) Negative tweets (-1)Neutral (0)

Classified sentiments

Measured performance metrics

End

Secure sentiment analysis

yes yes

yes

no no

yes

// update COVID-19 datasets 
collected from twitter

// Clean the data

// Extract the polarity of dataset such as 
positive, negative and neutral

// Continuous monitoring 
of data

// Neglect the 
attack

// Sentiment analysis are 
classified based on aspects

yes
no

)( pa
t
p dpYif  )( pa

t
p dpYif 

)20( t
jGAif )10( t

jGAif

 
Fig. 3.   Flowchart of ALHR technique 

Moreover, the proposed ALHR technique successfully classified the sentiment analysis and ALR fitness function 
to prevent attacks and continuous monitoring. Thus, the developed technique enhances the security of sentiment 
analysis and reduces the error rate. 
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5. Results and Discussion 

Initially, the proposed ALHR framework is implemented in the python tool, and the efficiency of the developed 
replica is measured with other existing techniques regarding the accuracy, recall, F-measures, precision, and error 
rate. Furthermore, the introduced method detects malicious activity with continuous monitoring and provides a 
high privacy rate in sentiment analysis. 

5.1.  Case Study 

Generally, the classification of sentiment analysis and the detection of attacks are identified using downloaded 
tweets through the developed ALHR framework. Thus, the tweets are downloaded from twitter based upon user 
opinion, user reviews, and user comments about COVID-19. Let us more than 1500 tweets are collected and 
trained to the system.  Thus, the trained tweets are initialized by the proposed ALHR replica using eqn.1. 
Hereafter, updated datasets enter into the parsing and preprocessing process. In this process, they remove all 
unwanted punctuation, errors, full stops, special character, stop words, hashtags, and repeated words present in 
the tweets. Subsequently, cleaned datasets enter into the next level that is the feature extraction process. The 
function of feature extraction is to extract the features based upon the polarity of the sentence. Thus, the aspects 
terms of the sentence identify the positive, negative and neutral. Moreover, positive aspects are considered, and 
negative aspects are denoted, and common aspects are considered neutral. The positive aspects are classified in 
terms of vaccine, immunity, mask, healthy, sanitizer, etc. Negative aspects are characterized in terms of death, 
symptoms, side effects, lockdown, spread, etc. Thus, the workflow of the developed ALHR approach has been 
illustrated in Fig. 4. 

Collected COVID-19 
tweets

Proposed ALHR 
approach

Parse and pre-
processing of data

Extract the features at 
polarity based aspect 

termsSentiment 
Classification Update ALH fitness 

function

Continuous monitoring

Detect and neglect attacks 
using ALH

DoS attack

Classified Sentiment 
analysis

Positive

Neutral

negative

 
Fig.4.   Workflow of Proposed ALHR technique 

At next, extracted features are sent to the sentiment classification. In this section, they classify the data based upon 
positive, negative, and neutral. The measured fitness function of ALH is updated to the sentiment layer for the 
purpose of continuous monitoring and detecting attacks. During sentiment analysis, DoS attacks are launched for 
testing the efficiency of the developed replica. The generated attacks are detected and neglected with updated 
ALH. Finally, classified sentiment analyses are gained in an accurate manner, and the proposed ALHR model 
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continuously monitors the data; if the malware is entered, then it is automatically neglected. Thus, the proposed 
approach has accomplished better results for performing detecting malware and continuous monitoring of data. 

5.2.  Performance Metrics  

The sentiment analysis of the proposed ALHR technique is implemented in Python. Furthermore, gained 
performance metrics are validated with respect to the accuracy, recall, error rate, etc. Thus, the achieved 
performance is compared with other existing techniques such as Multi-Class Sentiment Analysis (MCSA) [28], 
Troll Detection (TD) [27], Bayesian Network Classifier (BNC) [24], and Sentiment Analysis of Extremism (SAE) 
[25]. 

5.2.1  Accuracy 

The measurement of accuracy (A) is developed to establish the effectiveness of the developed technique through 
detecting attacks and continuous monitoring. Also, it detects the success of the ALHR technique to categorize 
sentiments. Moreover, accuracy measurements are calculated depending on classified tweets using eqn. (7), 

6 𝐴 ൌ ቀ
஺೎ା஺ೝ

஺೎ାொ೎ାொೝା஺ೝ
ቁ                                                          (7) 

Where, 𝐴௖is denoted as true positive, which is the measurement of the total amount of appropriately categorizing 
positive tweets, 𝐴௥is represented as true negative, which is the entire amount of correctly categorizing negative 
tweets. Moreover,𝑄௖is expressed as false positive, which signifies the total amount of unacceptably categorizing 
positive tweets, and 𝑄௥is called a false negative that denotes the entire quantity of unacceptably categorizing 
negative tweets. 

Table.2 Accuracy comparison 

Number of tweets Accuracy (%) 
MCSA TD BNC SAE ALHR 

(proposed) 
1000 91.2 82 78 75 98 
2000 88 79 74.2 73.2 96.4 
3000 84 75.3 70 70 93 
4000 82.5 72 64.3 66 90 
5000 70.1 68 60 63.2 88.5 

 
The achieved accuracy rate of the proposed ALHR technique is compared with other existing replicas such as 
MCSA, SAE, TD, and BNC. Thus the BNC replica attained 78% accuracy with 1000 tweets, and the TD method 
gained 82% accuracy. Moreover, the MCSA method attained 91.2 % accuracy, and the SAE technique achieved 
75% with 1000 tweets. The accuracy comparison of the exciting technique is detailed in table 2 and Fig.5. 
 

 
Fig.5.  Comparison of accuracy with the existing method 
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Furthermore proposed replica achieved 98% accuracy for using 1000 tweets, and it has high accuracy rate than 
other existing replicas. Also, it will establish the effectiveness of the ALHR technique. 

5.2.2  Precision 

The computation of precision (P) is operated for recognizing the success of the proposed ALHR technique while 
detecting attacks and continuous monitoring. In addition, the measurement of precision rate is obtained using eqn. 
(8) and comparison of precision has shown in Fig. 6. 
 

𝑃 ൌ ቀ
஺೎

஺೎ାொ೎
ቁ

                                                                

(8) 

 
Fig.6. Precision comparison 

The achieved performance of the ALHR technique with 1000 tweets precision rate is 97.4%, and the gained 
precision value is compared with other existing replicas. Moreover, MCSA and TD techniques attained 82% and 
83.5% precision rates. Also, the SAE replica gained a precision rate of 1000 tweets is 78%, and the BNC method 
achieved 92% precision. 

Table.3 Comparison of precision 

Number of tweets Precision (%) 
MCSA TD BNC SAE ALHR 

(proposed) 
1000 82 83.5 92 78 97.4 
2000 79 80 89.5 74.4 96 
3000 74.7 76 86 70 95.2 
4000 72 74 79.5 68 93 
5000 69.7 70 77 65 92.5 

 
The overall comparison of other existing techniques, proposed ALHR method attain a high rate of precision, and 
the comparison of precision values with other existing methods are explained in table.3. 

 5.2.3 Recall 

Measurement of recall (R) is developed to categorize the sensitivity of the developed ALHR technique. 
Additionally, recall is the term of true positive value to the addition of false-negative and true positive value. 
Moreover, the recall calculation of the ALHR method was obtained using eqn. (9), 
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                                                                  (9)

 

 
Fig.7.  Comparison of recall 

The achieved recall rate of the proposed ALHR technique is compared with other existing replicas such as MCSA, 
SAE, TD, and BNC. Thus the BNC replica attained 85% in recall with 1000 tweets, and the TD method gained 
83% recall. Moreover, the MCSA method attained 93 % recall, and the SAE technique achieved 90% with 1000 
tweets. The recall comparison of the exciting techniques is detailed in table 4 and fig. 7. 
 

Table.4 Recall Comparison 
Number of tweets Recall (%) 

MCSA TD BNC SAE ALHR 
(proposed) 

1000 93 83 85 90 98 
2000 89 78 79 86 96 
3000 84 75 73 81 94 
4000 76 72 69 75 92 
5000 70.1 68 65 72 90 

 

 Furthermore, proposed replica achieved 98% recall for using 1000 tweets, and it has high recall rate 
than other existing replicas. Also, it will establish the effectiveness of the ALHR technique. 

5.2.4 F-Measure 

The F-measure calculation is called the arrangement of computed precision value and recall value, which is 
calculated using eqn. (10), 

𝐹_𝑚𝑒𝑎𝑠𝑢𝑟𝑒 ൌ ቀ2
௉∗ோ

௉ାோ
ቁ
                                                      

(10) 
Table.5 Comparison of F-measure with existing technique 
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Number of tweets F-measure (%) 
MCSA TD BNC SAE ALHR 

(proposed) 
1000 86 84.3 89.9 85 97 
2000 80 81 84 80.9 96.3 
3000 77.7 78.5 79.5 76 96 
4000 73.4 73 75 71.1 94.3 
5000 69.9 70 72 67 93 

 
The achieved performance of the ALHR technique with 1000 tweets F-measure is 97%, and the gained F-measure 
value is compared with other existing replicas. Moreover, MCSA and TD techniques attained 86% and 84.3% in 
F-measure. Also, the SAE replica gained an 85% F-measure for 1000 tweets, and the BNC method achieved 
89.9% in F-measure. 

 
 

Fig.8 F-Measure comparison 

From the overall comparison of other existing techniques, the proposed ALHR method attained a high rate of F-
measure, and the comparison of F-measure with other existing is explained in table 3 and Fig.8. 
 

5.2.5 Error Rate 

Error Rate (ER) is the ratio of the number of errors in the tweets to the quantity of all classified tweets that are 
obtained using eqn. (11). The measurement of error rate calculation is operating for identifying sentiment errors 
in the developed ALHR technique, and the evaluation of error rate is described in Fig. 9. 

𝐸𝑅 ൌ ቀ
ிುାிಿ

்ುା்ಿାிುାிಿ
ቁ

                                               (11) 
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Fig. 9 Comparison of error rate 

The gained error rate value is compared to other existing techniques such as MCSA, SAE, BNC, and TD. Initially, 
the error rate of 1000 tweets of SAE obtain 0.12%, BNC replica achieved 0.03%, and MCSA model attained 
0.04%, similarly proposed ALHR approach attained 0.004%.   

Table.6 error rate comparison 
Number of tweets Error rate (%) 

MCSA TD BNC SAE ALHR 
(proposed) 

1000 0.04 0.09 0.03 0.12 0.004 
2000 0.05 0.12 0.07 0.19 0.006 
3000 0.07 0.16 0.10 0.23 0.009 
4000 0.11 0.20 0.13 0.25 0.012 
5000 0.17 0.23 0.15 0.29 0.018 

 
While comparing to other existing techniques proposed ALHR framework achieved a low error rate, and the 
overall comparison is shown in table.6. Thus, the developed framework minimizes the error rate presented in the 
dataset, and it will indicate the efficiency of the ALHR technique. 
 

5.3.  Discussion  

The proposed model ALHR has pertained to a good performance from the overall result assessment by attaining 
high accuracy, precision, recall, F-measure, etc. Thus, the developed scheme detects attacks present in sentiment 
analysis and provides continuous monitoring. The collected dataset is downloaded from Twitter, and the dataset 
is trained to the developed ALHR framework. The updated dataset are parsed, preprocessing, feature extracted, 
and classified by the developed framework. Finally, classify the sentiment analysis and provide security also 
continuous monitoring of data. 

6.  Conclusion  

Monitoring malicious attacks during sentiment analysis and providing continuous monitoring is the most critical 
task in sentiment analysis. So in this paper, a novel Ant Lion Honeypot with regression (ALHR) framework is 
proposed. This technique used dataset is COVID-19 disease that is collected from Twitter, and the collected 
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datasets are trained and updated to the developed technique. Moreover, the developed ALHR approach performs 
parse and preprocessing processes. It will clean the data for removing unwanted errors, hashtags, URLs, special 
characters, and repeated words. At next, extraction of features is a function based on aspects terms. Thus the 
fitness function of ALH is updated to the classification layer for detecting attacks and provides continuous 
monitoring. Launch attacks in the classification layer for identifying the efficiency of the developed technique. 
The generated attacks are detected and neglected with the proposed ALHR technique. Finally, classified 
sentiments are categorized based upon positive, negative, and neutral. As a result, the developed ALHR technique 
attained a high accuracy rate of 98% and a low error rate compared to other existing techniques, which is 0.004%. 
Furthermore, it will enhance the security of sentiment analysis and provide continuous monitoring. 
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