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Abstract

To improve the performance of the wireless network, different types of topologies were introduced like
start, ring, bus, mesh and dynamic topology. However, providing the security is the very difficult because
of the unique environment. But, affording the security is most required task to avoid less data transmission
and high data loss. Hence, a novel Chimp based Associativity routing (CbAR) was proposed for predicting
and neglecting the malicious events in the mesh network. The dataset that has utilized for the performance
testing process is CICIDS database. Besides, the robustness of the proposed model is validated by launching
the Denial of Service (DoS) attack in the mesh topology. Moreover, the planned model is tested in the python
environment. Finally, the communication and attack prediction parameters like tthroughput, accuracy,
delay, transmission time, packet drop and data transfer rate have been validated and compared with other
existing models. In that, the presented model has gained high accuracy, throughput and data transfer rate.
Also, it has minimized delay and data flow rate.
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1. Introduction

The group wireless nodes are called as wireless networks. Moreover, the wireless nodes have included tablets,
computers and other electronic [Hua and Shunwuritu (2021)]. Hence, the data transmission between these wireless
networks is processed based on the different types of topology characteristics [Dhar Dwivedi et al. (2021)]. The
nodes that are arranged in the networks topology is connected in the basis of logically or physically [Thulasiraman
et al. (2022)]. Some of the connected nodes are routers, switches, and feature routers, which are mainly
represented by the graph [Yan et al. (2022)]. The network arrangement is combined by the nodes, and the lines
are connected by the receiver as well as the sender of the topology network [Khamer et al. (2021)]. Some
topologies are ring topology, mesh topology, bus topology, and so on [Tastan and Dalkili¢ (2021)]. The network
sensor is increases the complexities among the remote area [He et al. (2021)]; where the wireless development of
scale is large by enabling the low-power communication of wireless network [Grigg et al. (2021); Collados-Lara
et al. (2021)]. The network of mesh topology prevents the complexity in maintaining the network [Hortelano et
al. (2021)]. However, the network has estimated the number which is required for the development field which is
repeatedly prohibit the cost [Shin et al. (2021)]. The topology network of mesh is optimized basically fixes the
isometric range of transmission over the elements of network [Chung et al. (2022)]. By linking the nodes one
another the length of the path results the variability of significant the vegetation characteristics, terrain complex,
and terrain [Oroza et al. (2021)]. Sequentially, the process structured the network heuristic in which the iteratively
deploy and also adjust the elements of network, where the sensors connect nodes by aiming the base station with
the help of uplink cellular and satellite [Basharat et al. (2022)].

The intensive labour processing the wireless network of mesh topology where the failure of node can be
concern in the graph which is interconnected, result in the data loss among real time [Sharma (2021)]. Connectivity
of node assumption is simplified and is improve the methodology. The architecture of mesh network topology
[Talwar et al. (2021)] is described in Fig 1. In terms of, network sensor of wireless topology the terrain is complex.
The network design has profit attention decades the last two potential disruption of communication from the cause
of man-made or else natural [Laghari et al. (2021)]. By accessing the public needs the internal requirement is
secured on account of networking devices of hardware arrangement [Hernandez-Morales et al. (2022)]. In terms
of, servers of the web will be access only by public for the purpose of placing orders. It calculates the method of
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structured wireless optimization among the terrain of complex which cannot fix the length path [Khan et al.
(2021)].
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Fig. 1. Architecture of Mesh Network.

The function cost is minimum nodes linking by selecting the requirements of networks in order to connect the
nodes and the highest number link the nodes of network [Shokouhifar (2021)]. The main objective is to design
the network with low-cost of failure nodes for the construction of problem based on constructing the vertex of
minimum network. To overcome the demerits from this method several techniques were proposed in past such as
flying Ad hoc Networks [Cappello et al. (2022)], ADMM [Ma et al. (2021)] is used in this research work.
However, the suitable solution is not found because of the attack harmfulness. So, the present work has decided
to present the novel optimized security routing in mesh topology for enhancing the communication process.

The key contribution of this current study is detailed as follows,
e Initially, the mesh topology was designed with different users in the wireless environment.

e A novel CBAR has been introduced with the routing and security parameters, then the user system
has been monitored.

e If there is any malicious activity then it is removed from the user environment.
e The communication parameters and malicious activities detection metrics were validated.

e  Moreover, to check the robustness of the present model, the DoS attack has been launched then
detection and neglecting process has become validated.

e Finally, the security improvement score has measured in terms of, Transmission time, Accuracy,
delay, Throughput, packet drop and packet delivery rate.

The present research work is organized in the vision of; recent related works for this proposed model is
presented in section 2. The problems of the existing models are exposed in 3™ section. Then the proposed solution
for the defined problem is given in 4" section. The outcome of the proposed solution is presented in 5" section
and section 6 concludes the research article.

2. Related Works
Some of the recent few literatures based on the multi-level framework protection are given below,

The service investment of the cyber security is based on the multi-level cyber security. Thus, Cappello et al.
(2022) have proposed a method of Flying Ad hoc Networks which establishes the flow of optimal layers of
network and also the optimal layers of security in terms of highest providers gain the revenue difference of service
sales which is obtained by the cost as well as the resources is retained. However, the implementation of this
technique is more complex.
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The formation of network is trading the hybrid and also the community trading of multi-level. Thus, Ma et al.
(2021) have proposed a method of ADMM that alternates the method of Multiplying. The network of multi-level
trading hybrid framework is introduced by the construction with various modes of trading such as decentralized
model of communication trading, network of two trading of hybrid, modern trading and trading based agent. The
topologies have complex networks, losses of energy, and charge the regional and local levels respectively.

Here, securing the key management of multi-level protocol is based upon the dynamic structure of the M-tree.
Therefore, Lin et al. (2021) have proposed a method of managing the security key based on a multi-level
agreement. The 5G networking system will expose the information personally based on the wireless field network.
The information communicated among the roadside equipment or the traffic sign can improve the road's safety.
The security level of the system is low.

Bin-Yahya et al. (2022) have proposed obfuscation framework, which is based upon the network of energy-
aware topology. It also attacks the highest cost, which is developed practically and efficiently. The mechanism of
obfuscation introduces several false nodes that are undistinguished based upon the model of k-anonymity and the
actual nodes. The proposed method is mainly based on a ranking of mutation route among different complex
criteria like the reliability of nodes, linking the cost, consumption of energy, and overlapping the route. However,
the rate of success is reduced, consumption of energy is low, and the lifetime of the network is high.

The secure parameters in the Internet of Things have secured the protocol in multilevel routing. So, Zhang et
al. (2021) have proposed a method of EESMR which is based upon securing the multilevel routing with efficient
energy. The cluster contains the solution of energy-conserving protocol based upon the routing of multi hop
because of scalability; the communication is reduced over the network of IoT. The proposed system network's
merits are throughput, adaptability, delivery of packet ratio, lifetime, and the energy of network balance.

3. System Model and Problem Statement

Securing the communication in the wireless network environment is the much needed task to preserve the privacy
in the communication channel. But, affording the security range is a complex task because of the wireless
environment and different tasks users. In addition, if the attack happened in the communication channel then it
has degraded the communication performance and maximized the computation time. Hence, the network system
has shown the high delay time and less packet transmission rate. The basic structure of the mesh topology along
with the problem was illustrated in Fig. 2. The common demerit of the mesh topology was it was more costly
when compared with the other topologies like bus and star. Moreover, if the rate of dataset was high then the
topology would produce more delay time. Hence, including the security parameters in the mesh topology has
recorded more resources, which have maximized the economic cost. In mesh topology less security only arises as
well as due to many users being presented at a time, so the rate of packet transmission was low.

It has reduced the data transmission performance of the mesh topology. Considering these, the optimal solution
has been predicted for tuning the security parameters in the mesh networks. Finally, the security robustness was
validated against DoS attack.
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Fig. 2. System model with problem.
4. Proposed CbAR for Securing Mesh Network

A novel Chimp based Associativity Routing (CbAR) has been introduced as the security mechanism for the
wireless network. The communication topology that was considered in this present study is mesh topology. In the
primary phase, mesh topology has been designed with different users then a novel CbAR was developed as the
secure routing protocol for improving the communication channel. The proposed architecture is described in Fig.
3. Finally, the robustness of the designed routing mechanism has been checked by launching the Denial of Service
(DoS) attack in the communication channel. For maintaining the security as well as to enhance the security
mechanism among the routing, the better model was developed through the chimp based scheme. After detecting
the DoS attack, the stability rate of the communication path were improved to transmit the data efficiently, so the
proposed model monitored each nodes and then maintained the stability of the path.
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4.1. Designing of mesh topology

Initially mesh topology was designed with desired number of users. In this proposed model mesh topology was
used to predict the attack and remove the attack in case the attack was present in the system. Moreover, adding as
well as removing the nodes in mesh topology was easy so, here mesh topology was designed for predicting the
attack. For finding the malicious nodes in the mesh topology and removing those nodes as well as providing the
security proposed model was implemented. Moreover, the mesh topology was designed on the basis of eq. (1),

A, =m,m,,m............ m, (1)

m

Where, A, topology parameter in the model M, M,,M;............ M,, refers to the number of users in the

mesh topology. Here, the mesh topology was designed with n number of users and each node was considered as
user.

4.2. Associative routing in Chimp optimization
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Fig. 3. Proposed architecture.

At the proposed model chimp optimization mechanism were used. Here, the parameters were calculated in
accordance with the chimp fitness. Associative routing is the commonly used mobile routing protocol and these
routing mechanism were mostly used in wireless mesh networks and wireless Adhoc networks for finding the
path. In mesh network, each node was interconnected so for finding the path as well as finding the attack was the
difficult task. Moreover eq. (2) was declared for associative routing in the chimp optimization model.

a=1-1 @)

Here, & determines the routing parameter of the proposed model as well as A, refers to the amount of nodes

present in the designed mesh topology. Subsequently, the proposed model uses the associative routing along with
the mesh topology which easily finds the path and detects the attack if any of the attackers were present over the
communication channel. Based on the chimp fitness the attack was detected over packet transmission. For
comparison, initially fitness of each node was noticed after that those noticed fitness were compared with the
chimp fitness. Consequently, optimized fitness was declared through the eq. (3),

0, :cmp‘ynf‘zycf 3)

Where, O p defines the optimization parameter, £ refers to the node fitness of the mesh network and £C

corresponding to chimp fitness respectively.
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4.3. Finding and removing the malicious activities

For finding the malicious activities in the mesh networks, initially designed mesh topology was connected with
the proposed model. If any of the malicious nodes were presented among the mesh network, then the system
identifies those nodes through the proposed model by activating the chimp fitness. Subsequently, the system
monitors every node on transmitting the packets for detecting the malicious nodes. Hence, the Packet transmission
and finding the malicious nodes were declared in the eq. (4),

PR=R.P__PR 4
P

Here, P, refers the packet transmitting parameter in the model P,P, g

refers to the amount of packets

transmitted over the communication channel. Moreover, attack detection was done on transmitting the packets. If
any of the malicious nodes were presented then the attacker was sending the request to attack the system. Each
node in the mesh topology was combined with the chimp fitness to determine the malicious node and the malicious
nodes were determined based on the features of the data sets. Through the proposed model if any of the attackers
were present, then the model close and stop down the process immediately. Attack detection was declared in eq.

(5).
A'D =R hp,} (5)

Where, A'D denote the attack detecting parameter hpn refers to the high consumption node; which was

the attack detected node. After finding the attack, the attack was removed from the system. Consequently, the
attack removing parameters were declared in the eq. (6),

R'D=P-AD (6)

. . . *
At here, the parameter P, total amount of packets transmitted over the communication channel A D' refers

to the attack detected parameter. For removing the detected attack from the transmitted packet subtract the detected
attack parameter from the total packet transmit. Malicious nodes were classified along with if condition was
declared in eq. (7),

if (hp, =0) ; non-—malicious nodes
0= (7

if (hp, =1) ; malicious nodes
Here, O refers to the node classification parameter, hp , refers to the high consumption node. For obtaining

security here the malicious nodes were removed as shown in eq. (8),

r'=(5)-hp, ®

For removing the malicious nodes the above eq. (8) was developed. High consumption node was considered
as the malicious nodes; here the malicious nodes were removed from the detected nodes. I isthe parameter used
for removing the malicious nodes, hpn refers to the high consumption node O refers to the attack detecting
parameters. After removing the malicious nodes from the system, then the parameters were validated on the basis
of throughput, accuracy, delay, packet drop, transmission time and packet delivery rate.

While applying the DoS attack to the model it finds the attack easily that has increased the performance of the
proposed system. After launching the DoS attack, the robustness of the system was validated. The system causes
some variations among the robustness in before and after launching the DoS attack. Outcomes were noted and
compared with the existing models.
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Algorithm 1: CbhAR

Start
/I Designing of mesh network with n number of nodes

Ay =M, M, My, m
{

designing— A4,
I/ The mesh topology was developed with n number of users

}

Associative routing in chimp optimization

{
a=1-4,
Il & determines the routing parameter of the proposed model and A, refers to the amount
of nodes present in the designed mesh topology

}

Chimp optimization ()

/l initializing the optimization parameters and routing parameters

int Op, gl ucy

I/l The node fitness were compared with the chimp fitness
}
Finding the malicious nodes()
{

/l initializing the packet transmission attack detecting parameters
int P,P,, A'D,P.{hp,}
/I Attack was detected while on transmitting the packets over the communication channel

}
Classification of malicious nodes ()
{
if (hp, =1)
{
non-malicious node
} else (malicious node)
//the malicious nodes were removed from the system
r'=(A'DxR'D)-hp,
§
{
Validating the parameters()
}
Launching DoS attack ()
{
// for validating the robustness of the system DoS attack was launched
}
}
}
stop

The pseudo-code for chimp based algorithm was developed in algorithm 1 as well as the workflow diagram
of the proposed model was illustrated in Fig. 4.
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5. Result and Discussion

The implemented model was developed through the Python environment and running in windows 10 platform.
Initially, the mesh topology was developed with desired number of nodes after creating the mesh topology fitness
of each node in the mesh topology was measured and compared with the chimp fitness. Then with the help of
proposed model the system were checked to know about the presence of malicious nodes. In case any of the
malicious nodes were presented then the system quickly shut down and closed down the process. Moreover, the
needed constraint to implement the proposed model was tabulated in Table 1.

// Designing of mesh topology
with desired number of nodes

// Developing the

proposed model

with associative
routing

// predicting the
malicious nodes

// If the malicious

nodes were present

No

// if the malicious
nodes were not
present

// parameters calculation

// launching DoS
attack to validate
the roubustness

// Calculating the
robustness of the system

Fig. 4. Work flow of proposed model (CbAR).
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Parameters specification

Dataset cicids

(0N Windows 10
Programming language Python
Version 3.10

Table 1. Evaluation of parameters in the proposed model.

Subsequently, the implemented model was developed in the above mentioned python software 3.10 version.
Moreover, the resultant data after attack launching as well as the robustness validation were evaluated along with
the help of performance analysis. The comparison analysis of the implemented model was measured and compared
with the other existing models to assure the performance of the proposed model.

5.1. Case study

In case study, the working method of the proposed model was explained detail. The main aim of developing the
proposed model was to provide the system security among the attackers. However, to detect the attack easily, here
associative routing was used along with the mesh topology. The proposed model was developed for finding the
attackers and providing more security to the model. The proposed model was developed for providing more
security during the packet transmission by detecting and neglecting the attacks in the designed mesh network.
Basically, attackers were sending the request the connected users for acknowledging the request. In mesh topology
adding and removing the nodes was easy. The advancement and flexibility has attracted this present research work
for finding the security solution. Consequently, if any attacks were detected then the system would remove the
nodes suddenly. After finding the routing rate in the mesh topology, and then the system validated the parameters
with chimp fitness. The proposed model works to find the malicious activities in the mesh topology. After
predicting the malicious user the system removes those unwanted node from the system. To check the working
performance of the proposed system, DoS attack was launched. The performance of the model was noticed before
and after applying the attack. Moreover, the rate of parameter also changed; higher rate of performance metrics
were attained after applying the DoS attack and the performance validation was done for before and after applying
the DoS attack. Fig. 5 illustrates the performance analysis of the proposed model after applying the DoS attack.

Performance Analysis

1.0 A1

0.8 A

0.6

0.4 1

0.2 4

0.0

Accuracy Throughput Packet_delivery_rate Packet_drop Delay

Fig. 5. Performance analysis of the proposed model (after launching the DoS attack).
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Hence the parameter of the proposed model after launching the DoS attack was measured in terms of accuracy,
throughput, packet delivery rate, packet drop as well as delay. The rate of accuracy obtained through the designed
model was about 99.72%; throughput rate of the proposed model was at 98.87%; Packet delivery rate attained
through the proposed model was about 99.43; due to higher rate of packet delivery more number of packets was
transmitted over the particular time period. Packet drop is nothing but the loss of packet, in the proposed model
the packet drop was about 0.0559 and the proposed model having the delay rate was 0.0027. However, the
proposed model was attained the higher rate parameters; this will reduces the system, complexity and to reduce
the computational time. High accuracy rate were achieved only when the system had exact prediction and
detection capacity. After launching the DoS attack to the proposed model high rate of metrics were obtained.
Consequently, before applying the DoS attack the performance as well as stability of the system was low.

The parameter validation of the proposed model was measured in before and after launching the DoS attack.

Performance Analysis
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Fig. 6. Performance analysis of the proposed model (Before launching the DoS attack.

Fig. 6 shows the performance analysis of the proposed model before launching the proposed model. Moreover,
before launching the DoS attack, the accuracy of the proposed model was about 75.58%; Throughput of the model
was about 52.17; packet delivery rate of the proposed model before applying the DoS attack was about 7.58;
Moreover, the packet drop and delay of the model was about 0.494 and 0.244. When compared with the
performance of the proposed model before and after launching the DoS attack was varied. However, before
launching the attack, the rate of parameters was low when compared with after launching the attack. After
launching the attack the model finds the attacks easily if any of the attacks were detected in the system. So after
launching the DoS attack, the performance of the parameters was high. High performance leads to low
computation time, takes less time to execution and provides high stability to the system.

5.2. Comparative Analysis

To authenticate the implemented system, comparison analysis was done. At this section the result of the
implemented model was compared along with the other existing models for proving that the proposed model
having the high rate parameters. Some of the existing models used for comparing the proposed model was Robust
and trusted scheme (RTS) [Haseeb et al. (2020)], Hybrid Mesh network (HMN) [Celebi (2022)], Transmission
control Protocol (TCP) [Celebi (2022)], User Datagram Protocol (UDP) [Celebi (2022)], Wireless mesh Network
(WMN) [Celebi (2022)], Spatial time division Multiple (STDM), Adhoc on demand Distance Vector (AODV)
[Ghori et al. (2021)], optimized Adhoc on demand Distance Vector (OAODV) [Ghori et al. (2021)] and Mesh
Analysis (MA) [Ghori et al. (2021)]. Moreover, at comparison the proposed model gives the better results than
the existing models.
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5.2.1 Throughput

Throughput defines the amount of information was processed by the system in the particular time period. Based
on the time, amount of packet produced was evaluated in the proposed model. Moreover, throughput of the
proposed model was declared through the eq. (9),
_op

t

Where, p refers to the throughput parameter of the proposed model, @P defines the amount of information

P )

produced in the particular time period, T defines the time needed for the system to produce the number of packets.
Throughput of the proposed model was compared with the other existing models such as Robust and trusted
scheme (RTS), Hybrid Mesh network (HMN), Transmission control Protocol (TCP) and User Datagram Protocol
(UDP). Among them, the proposed model attained 98.87% of throughput; it was high when compared with the
existing models. Moreover, Fig. 7 explains the throughput comparison with other existing models.

5.2.2 Delay

‘- Throughput (%)‘

100

80 H

Throughput (%)
2

i
=]
|

20 H

0 -
Proposed(CbAR) ~ RTS HMN TCP UDP

Methods
Fig. 7. Throughput comparison.

Basically delay happened in two ways such as transmission delay and propagation delay. Transmission delay
refers the total amount of time needed to the router for pushing the packet. Moreover propagation delay is the
amount of time taken to propagate the bit among one router to another. However, delay was evaluated in
accordance with length as well as size of the packet, and delay of the proposed model was declared with eq. (10),

oc=— (10)
S

Here, O refers to the delay parameter of the model, | parameter defines the length of the packet and S
defines the size of the packet.

Delay of the proposed model was compared with the other existing models like Hybrid Mesh network (HMN)),
Wireless mesh Network (WMN), Spatial time division Multiple (STDM), Adhoc on demand Distance Vector
(AODV) and optimized Adhoc on demand Distance Vector (OAODYV). Here, the delay rate of the proposed model
was about 0.0027; it was very low when compared to the existing models. Moreover, the Fig. 8 shows the
comparison of delay with the existing models.
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Fig. 8. Delay comparison.

5.2.3 Packet Delivery Rate

Packet delivery rate was defined as the amount of packets that reached the destination to the amount of packets
sending from the source. Moreover, the packet delivery rate was measured through the eq. (11),

a
a+p

Where, pdr defines the packet delivery rate of the proposed model, & refers to the amount of packet that

pdr = (11)

reached to the destination and the parameter [3 refers to the amount of packet send from the source to the

destination.

100 | A

| ‘ & Packet delivery rate

Packet delivery rate
g
|
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Proposed(CbAR) RTS AODV OAODV MA
Method

Fig. 9. Comparison of packet delivery rate.
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Moreover, the packet delivery rate of the proposed model was compared with the Robust and Trusted scheme
(RTS), Mesh Analysis (MA), Adhoc on demand Distance Vector (AODV) and optimized Adhoc on demand
Distance Vector (OAODV). Among them the proposed model attains the 99.43% of packet delivery rate. High
packet delivery rate provides low computational time as well as less reducing the complexities. Moreover, the
comparison of packet delivery rate of the proposed model was compared with the other existing models were
shown in the Fig. 9.

5.3. Discussion

In this section, the rate of parameter attained through the proposed model was discussed. Moreover the
performance rate of the proposed model such as throughput of the proposed model was about 98.87%; Accuracy
of the proposed model was about 99.72%; lower delay was developed through the proposed model about 0.002.
Lower rate of time needed for transmitting the information about 1.476, packet drop of the proposed model was
about 0.0559 as well as the delivery rate of the packet was high about 99.43%. The metrics and the performance
rate of the metrics were tabulated in Table 2.

Performance validation

Metrics Performance (%)
Throughput 98.87

Accuracy 99.72

Delay 0.0027
Transmission time 1.476

Packet drop 0.0559

Packet delivery rate 99.43

Table 2. Performance validations.

Parameters were measured on the basis of after and before applying the DoS attack. However the proposed
attaining the higher rate parameter after applying the Dos attack was illustrated in the Fig. 10.
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Fig. 10. Overall performance of the proposed model.
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6. Conclusion

In this research, to provide the better security a novel CbAR has been presented. Moreover, the presented model
is validated through the CICIDS databases. After training the CICIDS, the chimp fitness solution has activated
for predicting the malicious action. If any malicious or abnormal behaviours are found then it is neglected from
the network architecture. Finally, the presented model’s performance was justified with DoS attack. Moreover,
the proposed model attained the throughput rate was about 98.87%; when comparing with the existing models 1%
of the throughput were developed in the proposed model. Delay of the proposed model was about 0.0027; when
comparing with the existing models 2% of delay was improved in the designed model. Moreover, the Packet
delivery rate of the proposed model was about 99.43; compared to the other models 2% of the delivery rate were
improved in the proposed model. However, the accuracy was the proposed model was about 99.72%, lower rate
of packet drop were attained through the proposed model was about 0.055. Moreover, the proposed model needs
1.476 b/s times for transmitting the packets. Consequently, the proposed model reaches high performance rate
when compared with the existing models as well as the CbAR model was better for detecting and preventing the
attack.
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