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Abstract 
Many students find it challenging to comprehend the communication mechanism that is a part of TCP/IP 
because learning about it through textbooks and lectures is not enough. Network simulators are helpful 
resources for computer network education. Because the complex operations that occur in the computer 
network during data exchange between network devices are completed in incredibly tiny time slices, the 
learner is unable to follow and understand them. The main objective of our simulator is to display 
visually these processes. Our suggested system allows students to play with network activity to help them 
understand it. Using specific packets, step counts, and the network configuration setting as input, our 
approach calculates packet transmission step-by-step. Our method enables the students to comprehend 
network behavior. With our simulator, students may analyze network behavior in a variety of settings 
without requiring specialist gear. 
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1. Introduction 

The development of networking abilities is essential for people in the current digital era. However, knowledge 
of network communication, packet sending and receiving between devices, device statuses, and network 
configuration settings are necessary to function as a network engineer. Network simulators provide sophisticated 
methods for understanding and instructing on the complex concepts of computer networks. They also make it 
easier to visualize and simulate networks of any topology. 

Therefore, implementing a simulator that provides a way to solve difficulties linked to understanding 
computer networks would be very beneficial to students. This is because students can practice on their own at 
home and the teacher has an extra resource to use when teaching networking subjects. Simulators are the ideal 
tool for identifying concepts in computer design, even though network communication processes between 
devices are hard to understand without extensive study and experience.  

A commercial simulator called OPNET Modeler [1] has more than 400 functionali-ties for modeling 
network protocols, network parts, and the dynamic behavior of the network. It supports a wide range of LAN 
and WAN networks, including ATM, IP, mobile networks, wireless LAN, etc. 

Using the Java programming language, J-Sim [11] builds an autonomous architec-ture based on components 
(Autonomous Component Architecture, ACA). J-Sim pre-sents the idea of centralized management for 
independent simulation execution in-stances (background thread manager), enabling worldwide simulation time 
monitor-ing for all active instances. 

NS-2 [4] is a discrete event network simulator that offers strong support for wiring and wireless network 
simulation of TCP, routing, and multicast protocols. The C++ programming language is used to develop 
simulator that provides users with access to a front-end API. Since the oTCL language is used for this front-end 
API, it is also used for the implementation of the network model and simulation control. 

NS3 [9] simulator is developed in order to meet the demands of the expanding community of network 
researchers and developers. It also provides a tool for building highly customizable network simulations. 

KivaNS [3] is an intuitively designed, free, open-source program. Java is used in the programming of 
KivaNS. The purpose is to simulate TCP-IP computer networks and to provide students with an independent 

e-ISSN : 0976-5166 
p-ISSN : 2231-3850 Hnin Cherry et al / Indian Journal of Computer Science and Engineering (IJCSE)

DOI : 10.21817/indjcse/2024/v15i3/241503052 Vol. 15 No. 3 May-Jun 2024 284



virtual laboratory where they can do experiments related to IP routing without requiring expensive and complex 
physical equipment like routers, switches, hubs, PCs, etc. 

NetSim [8] is also used in network lab research and experimentation to help the user learn the Cisco IOS 
command structure. A Windows-based program called NetSim imitates many different Cisco router models with 
many different protocols such as RIP, IGRP, EIGRP, BGP, and OSPF. It also supports several LAN/WAN pro-
tocols such as Frame Relay, ISDN, and PPP/CHAP. 

The traditional approach to teaching network communication mechanisms consists primarily of lectures and 
texts, supplemented by tangible tools. It is challenging traditional teaching methods to enable the following: 

 When students create a network, they communicate based on the timing and information included in 
the packets they want to send. 

 Examine how the results vary depending on different inputs. Upon receiving each packet, the student 
verifies delivery; and  

 Checks its internal status, looking at the MAC address table and ARP table. 
To solve the problems, we propose a network simulator with the following features: 
 The inputs are customized packets, network configurations, and the order in which they are 

transmitted; 
 It delivers, receives, and sends packets by step-by-step computations. 

2. Literature Review 

One network simulator suggested by George F. Riley [10] is intended for use in classrooms. In particular, this 
applied to the graduate-level subject "CAD for Computer Networks." The lesson aims to accomplish two 
principal goals. Using one or more network simulation tools is the initial step. The second is to use these tools to 
observe how various network topologies—wired and wireless networks included—perform in various contexts. 
The learning experiences of students in network courses were helped by this study. Students need to 
comprehend the procedure of sending packets as part of our education. 

Network simulators are utilized in networking courses, according to Qian Liu [5], to help students gain skills 
in customized learning. The goal of the study was to suggest a learner-centered environment in which students 
may choose and use the finest technologies to direct their own education at their own pace. With the help of this 
technique, students have more opportunities to investigate topics of interest and gain a detailed understanding of 
procedures and mechanisms. They can help students comprehend how networks behave and how to compare 
results in various contexts. Our study enables students to learn network communication with step-by-step, 
allowing them to work quickly.  

Muhammad Wannous [12] used open source technologies for virtual network computing and virtualization 
in a networking virtual web-based laboratory. Students can use this system to create, configure, test, and debug a 
virtual network running on a host computer. As part of the evaluation procedure, their answers to a level exam 
were compared after the exercise was completed. This showed that the effectiveness of the system and the 
students' test scores both increased. Though it cannot help students grasp the packet delivery method, this 
research does let students practice and exercise computer networks. 

According to the study [6], Packet Tracer could improve the practical networking activities that are used to 
teach computer-networking concepts. They show that while employing physical hardware with Packet Tracer 
does improve student performance, teachers must continue working with students to close certain significant 
gaps. Although this subject helps students build networks, it does not help them understand TCP/IP. This course 
teaches students how to send packets from one host to another without the use of physical devices by studying 
the operation of the network's communication mechanism in a virtual environment.   

The paper [7] describes a web-based tool for modeling and visualizing computer networks.  This system is 
implemented using the Java programming language, which enables the simulation and visualization of processes 
in computer networks with any topology. The purpose of this system is to help students grasp the principles of 
using a TCP/IP computer network. Due to the learner's inability to comprehend what is happening in a computer 
network when data exchange occurs in extremely short time slices between network devices. However, they are 
unable to pinpoint the exact packet that is being delivered between devices step-by-step. Our simulator aids to 
understand information in the packets between devices. 

The study [2] developed and constructed the new education-based computer network simulator after 
assessing several popular network simulator kinds. With this simulator, students can conduct experiments on 
PCs that mimic real-world network equipment. It was created especially for certification tests, including the 
Cisco Certified Network Associate (CCNA), Cisco Certified Internetwork Expert (CCIE), and Cisco Certified 
Network Professional (CCNP). Students can get the relevant network course for the network experiment through 
this study. However, they cannot determine the precise packet transit between devices. With the help of our 
method, students will be able to comprehend packet information at all network connection stages. 
Major headings should be typeset in boldface with the first letter of important words capitalized. 
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3. Methodology 

This section describes how students to learn computer networks can use our system. With a visual representation 
of packet processing in devices, our simulator aids students in understanding the communication mechanism 
involved in sending packets over a network. 

3.1.  Network communication mechanism 

Our system helps learners comprehend packet transport by using basic network properties like IP fragmentation, 
error checking, traffic management techniques, network size, topology, and communications protocols to 
organize traffic. For example, a device obtains the MAC address associated with the IP address from the ARP 
cache when an ICMP echo request is received. Students can understand why the ARP cache exists by seeing the 
actions. In order to capture packets’ information sending between devices, the size of the network can be 
changed on the traffic control technique and network topology. 

3.2.  Simulator’s learning flow 

To understand the communication mechanism, take the following steps:  
Step 1: Students set up a network configuration that consists of default gateways, IP addresses, MAC 

addresses, device links, and subnet masks. It also shows which packets are delivered at particular step values in 
the scenario. The packet parameters that are included in the scenario are the source IP address and destination IP 
address of an ICMP-Echo packet or the source IP address, source MAC address, destination IP address, and 
destination MAC address of an ARP packet. Along with the stages and types of packets that the devices 
communicate, it also includes the devices that send the packets. 

Step 2: Our simulator simulates network communication (ICMP and ARP) for packet delivery using the 
network configuration and network scenario. 

Step 3: Students use a visualizer to observe the network's behavior. The four main buttons (shown in Fig. 3) 
that are used to display the network in the visualizer are start, stop, next, and previous. Students can click the 
"start" button to open the network visualization. Additionally, they are able to observe that the network is 
continuously visualized from the scenario's start number to its finish number with each step. In the upper-left 
corner of the user interface, students may see how many steps there are currently. Students can access device 
information at every phase, including packet construction and protocol state, by touching the red square button. 
With a frame-by-frame representation of network states, including packet position, the visualizer generates 
animation. The packet icon that travels over the network in the animation is represented by the blue square. For 
instance, IP addresses, ethernet headers, source and destination hosts, and ICMP metadata may all be included 
in a packet transmitted by a device via ICMP. Users can instantly halt the animation by using the stop button; 
they can view the network state for the current step and the previous phase by using the next and previous 
buttons, respectively.  

 

4. Implementation 

4.1.  System flow 

The simulator's device controller, scenario interpreter, and step counter are depicted in Fig. 1. 
It has mostly used two inputs, a network simulation scenario and a network configuration, to simulate 

network states. Device information, such as the quantity of devices, their ID, IP address, MAC address, subnet 
mask, default gateway, and cable connections between them, are included in the network setup file that is 
prepared. The components of a scenario are the IP addresses of the source and destination devices, the step at 
which packets are delivered, the devices transmitting them, the types of packets, and the end step number 
designating the end of the simulation.  

The scenario interpreter requests packet transmission from the device controller based on the obtained step 
number of the step counter and the scenario. If the step count on the step counter and the step number in the 
scenario match, the scenario interpreter requests that the device controller send a packet. The scenario 
interpreter interprets the packets that will be transferred in the following step, while the step counter increases 
the step number until the scenario's final step number. 

To govern packet forwarding, the device controller supports device attributes such as the cable connection 
between devices, device ID, IP address, MAC address, default gateway, and subnet mask. The packet data and 
network state are recorded in a log file once the network has reached a certain step number. 

The step counter increases the step number one at a time until the scenario interpreter has completed 
interpreting. After a packet transmission at the scenario-corresponding phase is complete, the step number is 
increased by one.  
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Every communication step where packets are delivered and received is recorded in a log file, which records 
network circumstances. Every device object is printed out in the log file, which is saved in the ".dat" format, 
using the serialization technique. 
 

 
Fig. 1.  System flow diagram for network simulator 

 

4.2.  Step execution function 

We divided the packet processing processes across network cables and devices. Included is the procedure for 
going to the next phase at the conclusion of each phase. Each device's device controller completes the current 
step before moving on to the next one when the step counter has produced a step number. At each phase of 
execution, the network state is modified by one step.  

Fig. 2 displays a sample model of step division. When the network communication technique is done, it can 
change based on the step number. A process's step number is increased for the subsequent step number when it 
is completed at that step number.  ID is updated following the execution of Statement 1, Statement 2, or 
Statement 3 that correspond to ID using the step () function. 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2.  Step division model 
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4.3.  Network simulation visualizer 

We create a visualizer in Fig.3 that shows the current step number, the device description of the process, 
information about packet processing, and detailed instructions. Visualizer displays the network state animation 
in a step-by-step manner. Steps are raised on a regular interval when the visualizer loads the log file. Step 
number increases are stopped when the stop button is pressed. The next and previous buttons allow you to 
increase and decrease the step number with each step, respectively. The number of steps affects how network 
states are visualized.  
 
 
 

 
 

 

Fig. 3.  Network simulation visualizer 

 

5. Experiment 

For the network simulation experiment, two network topologies are set up, and the step numbers determine how 
the findings are analyzed.  The simulator is implemented using the C++ programming language, and the 
visualizer is implemented using Qt. The research was conducted using an Intel(R) Core(TM) i7-8550U CPU @ 
1.80GHz 1.99 GHz processor, 12GB RAM, and a VMware Workstation Player 16 virtual system.  

Our simulator offers two distinct network configurations. Three hosts and one switch make up the basic 
configuration, as shown in Fig. 4. The configuration file and scenario file for this configuration are shown in 
Figs. 6 and 7. The first line in Fig. 6 lists the host, switching hub, and cable numbers. Lines 2-4 contain a host 
ID, IP address, MAC address, default gateway, and subnet mask. The switching hub ID is defined in the fifth 
line. Lines 6–8 include the following data: destination device ID, destination port number, source device ID, and 
source device ID.  Lines 1-3 of Fig. 7 consist of a field data array, a protocol name, a source host ID, and a step 
number for packet transmission. The source and destination IP addresses in the array correspond to the ICMP 
protocol name. When using the ARP protocol, the array consists of the source, destination, and destination 
MAC addresses as IP addresses. The fourth line defines an end step number. The second configuration, with two 
switches and four hosts, is shown in Fig. 5. The configuration file and scenario file for this arrangement are 
shown in Figures 8 and 9. 
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Fig. 4.  A Network in which one switch is connected to three hosts  

 

 

Fig. 5.  Two switches linked to each two hosts that are connected together 

 

 
 
 
 
 
 

Fig. 6.  Network configuration setting for Fig. 4 

 

 

 
 

Fig. 7. Network scenario for Fig. 4 

 
 

 
 
 
 
 
 
 

Fig. 8. Network simulator configuration setting for Fig. 5 
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Fig. 9. Network scenario for Fig. 5 
 
 

 

5.1.  Experimental result 

Performance was assessed using the following metrics: resident set size (KB), CPU utilization (MB), log file 
size (MB), and execution time (s). The latter two were dependent on the total number of steps. Between 200 and 
1000 steps, we tested with the two types of network topologies. The execution time and log file size increase 
linearly with the number of steps, as shown in the following Table 1.  

There is minimal difference in the resident set size (RSS) when the number of steps is altered. The CPU use 
was measured with a different number of steps. The CPU use of our simulator does not change much as the 
number of steps rises. The number of devices employed in topology is independent of step numbers. The length 
of time it takes for each device to send a packet determines how many steps there are. 
 
 

Total number of step Log Size (MB) 
CPU Usage 

(MB) 
RSS (KB) Execution Time (s) 

200 20.1 114 11075 2.6 

300 36.3 114 11043 3.2 

800 98.5 114 11013 8.4 

1000 121.0 114 11051 11.2 

Table 1.  Network simulation analysis result. 

6. Future work 

The simulator is equipped with a variety of network topologies and protocols, such as TCP and UDP. 
Furthermore, in order to interface with other devices, like routers, the current protocol implementations must be 
changed. Resume function may be implemented to make network simulation depends on changing network 
communication. Even if the performance analysis showed how scalable the simulator is, our goals remain to 
minimize resource usage and speed up execution times. 

7. Conclusion 

While students possess a high degree of practical skills, specialized network teaching laboratories are expensive. 
Alternatively, providing students with access to network simulators will be taken into consideration. Our 
simulator applies and replicates basic computer networking concepts. The network simulator is designed to be 
executed step-by-step communication over the network. At any time, the network can be restarted by reverting 
to its previous state. With a step number, it generates a log file to restart the network state and is easy to use and 
adaptive in simulation. The simulator is implemented in C++, while the visualizer is made with the Qt Library. 
It might make it possible for us to achieve our goals.  
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