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Abstract 
A service-oriented architecture (SOA) is essentially a repository of custom and unique services that can self-
organize it based on communication. The communication can involve either simple data passing or it could 
involve two or more services synchronizing certain activities. Certain services connect with each other based on 
its need.PCM algorithm has been used by the mediator to avoid time delay in providing the service to the 
different users. The propose work of negotiation mechanism eliminates empty set based on user response. 
Request from user can be formatted according to the service description format and forwarded to the repository 
for service selection. The result of our observations through proposed work addresses prototype implementation 
via various experiments. 
Keywords-Service orientated network, web services, Resource Description Framework, Privacy Compatible 
Matching. 

1. Introdution 

        Web services have new lyarisen as one of the prevalent intermediate for data publishing and data sharing. 
Modern enterprises depend on SOA   across various services by data base updates over web services, thus 
providing a well framed approach for document, database and platform independent. Negotiation mechanisms 
that make dynamically reconcile the privacy capabilities of user’s services. Incompatibilities arise in a Service 
composition. While individual services may provide interesting information/functionality alone, in all the cases 
when user data request needs well combination in most cases, user’s queries require web services composition. 
Negotiate the service Composition for selecting appropriate service [1].In the case when any composition plan 
will be incompatible in terms of privacy, a novel method is introduced with service negotiation to reach 
compatibility of concerned services. We aim at avoiding the empty set response for queries that allow services 
negotiating privacy policies and it terms. 

This novel type is evolved with DaaS (Data-as-a-Service) services which connects data with the 
database. DaaS links services-based applications with unanimous heterogeneous data services. They shield 
applications developers from having to directly interact with the various data sources that give access to 
business objects, thus enabling them to focus on the business logic only. While individual services may deliver 
stimulating information/functionality alone, in most cases, users’ queries require the combination of several 
Web services through service composition [2]. In spite of search space the service is largely depends on service 
devotion to service composition over the last years as service composition becomes challenging. In anut shell, 
privacy makes way for entity to choose its service regarding its way for initiating and organizing it. Privacy 
relates to frequent domains that are elevated precise issues in various fields, where personal data personalization 
given more specific concerns and becomes the center point of issues that to be addressed first. 

2. System Architecture 

Privacy policy and requirements undertakes data as a service. To identify the incompatible sets we use the 
privacy compatible matching algorithm.  We identify the empty set response of user queries, helps to result in 
effective processing. To identify avoid such sets we use the Negotiation algorithm (ReP). We took the solution 
Privacy within compositions and Privacy specification, dealing with incompatible privacy policies in 
compositions. In this work we includes two proposed algorithms PCM(Privacy compatible matching) , ReP 
algorithms. The Privacy model we proposed dynamically deals with the data and operation levels. Such privacy 
capability helps in providing the effective DaaS service. The PAIRSE project which deals with the privacy 
reservation issue in P2P data sharing environments. PCM algorithm provides the Incompatible set from the 
privacy policy and requirements. The ReP algorithm is the proposed dynamic protocol. They automatically 
reconciling the mediator’s and consumer’s negotiation strategies related to consumer assertions. 
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Fig 2.1 Architecture of privacy enhanced 

2.1 Reliable Distributed Systems: 
An understanding of the techniques in the aspect of distributed computing are reliable, fault-tolerant 

and secure will be crucial for the design that adapt along the generation evolution for mission-critical 
applications and Web Services. 

Reliable Distributed Systems explains the mandatory concepts along with its reviews of distributed 
computing systems and architectures which involve five parts. The first covers introductory material, including 
the basic internet architecture, encapsulate protocols such as RPC and TCP, OOA (Object Oriented 
Architecture), operating systems enhancements for high performance, and reliability issues[5]. The second 
covers the Web, with a focus on Web Services technologies. The final three parts look at a number of reliability, 
fault-tolerance concerns and techniques comprises as applicable in Web Services settings.  
2.2 Privacy Compatibility Matching Algorithm 

We propose an algorithm called PCM (Privacy Compatibility Matching), to check the privacy 
compatibility of PR and PP. PCM checks the compatibility of assertions in PRS with assertion in based on the 
privacy sub sumtion described overhead. PCM yields the set of InC (incompatible assertions couple. PCM 
matches expectations in PRS to practices in PPS’ followed in PPS’ to PRS. Dual options are possible while 
matching PRS and PPS’. The first option identifies full matching whereas second is partial. Indeed, the mediator 
may opt for the second matching type in case when some services are willing to sacrifice their privacy 
constraints. To address this we introduce cost model-based solution to enhance partial matching. The cost model 
combines the notions of privacy matching degree and its threshold. As the volume is very huge of DaaS it is not 
always possible to find policy PPS’ that fully matches anS’s requirement PRS. The privacy matching degree 
gives an estimate about the ratio of PRS assertions that match PPS’ assertions. The privacy matching threshold τ 
gives the minimum value allowed for a matching degree. The value of τ is given by the service and gives an 
approximation value of how much privacy services are keen to sacrifice its service. 
Algorithm 1: PCM 

input :PRS={(Aj(Ri, rsk)), j _ |PRS|, i _ |RS|, k_ |Pc|, rsk∈ Pc, Ri∈ RS} 

 (assertion  of privacy requirements) 
input :PPS’={(Aj_ (Ri, rs_k)), j_ _ |PPS’|, i _ |RS|, k_ |Pp|, rs_k 

                     ∈ Pp, Ri∈ RS} (assertion of privacy policy) 
output: InC(The set of incompatible assertion couple); 
for each rsk = rs_k 

1k do 

2 for i = 1, i <|RS| do 

3 for j = 1, j <|PRS| do 

4   for j_ = 1, j_<|PPS’| do 

5   if (Aj(Ri, rsk)<(Aj(Ri, rsk) then 

6  Aj(Ri, rsk) is compatible withAj_ (Ri, rs_k) 
7  else InC← (Aj(Ri, rsk),j_ (Ri, rs_k)) 
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2.3 Parsing Dataset: 
                We considered an RDF dataset as input they performs similarly to xml file. We categorize the content 
and data type in the RDF by parsing. Parsing results the categorization of domain, topic and data type further 
their respective values. The parsed tag content in RDF file is taken to identify the incompatible match. Analyze 
and generate privacy level, privacy rule, privacy assertion, privacy policy, privacy requirements by parse the 
dataset. 
2.4Analyze Privacy Compatible set: 
              We making privacy rule with the parsed values as topic, domain, scope, level. Then we comparing the 
generated rule with the assertion method with the help of the algorithm PCM .Where the privacy compatible 
matching result in identifying the incompatible rules generated. There are two possible options while matching 
PR and PP. The first option is to require full matching and the second is partial matching. The degree of privacy 
makes as estimation of the ratio of privacy requirement that matches the privacy policy helps in estimate how 
much privacy the service is willing to sacrifice. 
2.5Data Service Dependency: 
               Here we considering the compatible matches as the processing value to order the input and output 
values. We consider the dependency graph method to analyze the dependencies of rules compatible for the DaaS 
service. A given composition plan (CP) is considered when the privacy compatibility related to all dependencies 
in DG that are fully satisfied. 

3. Rule Set 

              The sensitivity of a resource may be defined according to several dimensions called privacy rules. We 
call the set of privacy rules Rule Set (RS). We define a privacy rule by a topic, domain, level and scope.The topic 
enhances gives the privacy facet that represents the rule and may include for instant the resource recipient, and 
the objective is to enhance resource retention time. The “purpose” topic states the intent for which a resource 
collected by services that are retained will be used and the “recipient” reveals the resource source. The level 
represents the rules that are applicable to privacy policy. The domain of a rule depends on its level. Indeed, each 
rule has one level which is data or operation. The domain is a finite set that enumerates the possible values that 
can be taken by rule’s topic(for resource utilization). For instance, a subset of domain for a rule dealing with the 
right topic is {“no-retention”, “limited-use”}. The rule defines the granularity of the resource that is subject to 
constraints of privacy policies. Dual rules are created for each topic: one for data and another for operations. 
A Rule Set Riis defined by a tuple (Ti, Li,Di, Sci) where: 

 Ti is the topic of Ri,  
 Li ∈ {“data”, “operation”} is the level of the rule, 
 Di is the domain of resource set of Ri; it counts the possible values that can be taken by Ti with respect 

to rs, 
 Sciis the scope of Ri where Sci={“total”,“partial”} if Li=“operation” and Sci={“total”} if Li=“data”.  

 

4. Negotiation to Reach Compatibility 

       Privacy is checked within composite services using the dependency graph and PCM algorithm. 
The intermediary discards any composition plans that are subject to privacy incompatibility from the set 
response CP. We intend avoid such empty set response (i.e., CP = 0) in order to recover the utility of the 
system. The key indication behind avoiding empty responses is to reach a compatible CPl through PP (Privacy 
preservation and awareness) negotiation mechanism, i.e., negotiation is not achieved at the expense of privacy. 
We represent an initial idea of privacy requirement-negotiation which is designed to offer incentives to 
component services in order to adapt 

PR Compared in this paper, we revise the previous idea of negotiation and provide many 
improvements. First, utility-based cost negotiates with the decision that identifies the functions that defined by 
a service provider. Second, it is processed based on negotiation with the objective to adapt the privacy policy 
PP of service subject to incompatibility and does not focus on PR. Also, we provide many additional 
experimental results to show the effectiveness of our proposed techniques.  
 In the following, we detail our privacy-aware approach that aims at dynamically reconciling 

incompatible services’ privacy policies while always respecting the privacy requirements. 
5. Experimental result: 

The proposed work was experimented with two classes. The first class evaluates the compatibility and 
negotiation approaches. We used the deployment kit bundled with GWT (Google Web Toolkit) and VMware 
server to develop and deploy the prototype. It was experimented on a laptop whose configurations were as 
follows: processor: 2.53 GHz of Intel Corei3 processor with 4 GB of RAM, and under the windows7 operating 
system. The performance has been measured in terms of CPU time (in milliseconds). The average CPU time for 
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30 iterations of our PCM and ReP algorithms was measured in this approach. It is been noticed that after 10 
iterations the average value becomes stable. 
5.1 Privacy-Compatibility Evaluation: 

In the PAIRSE prototype, it’s been developed more than 100 real developed Web services that include services 
providing medical information about patients and their prescriptions followed by their timely updated medical 
records etc. In the following, we evaluate the efficiency and scalability of proposed compatibility algorithm. 
Every service deployed in this architecture, focus on randomly generated PR and PP files regarding its 
manipulated 
resources(i.e., inputs and outputs). Assertions in PR and PP were generated randomly and stored in XML files. 
All services were deployed over a VMware server on the Internet. Proposed implemented PCM algorithm was 
developed in Java and the execution of composition system monitors compatibility issues in the present 
approach. To evaluate the impact of PCM on the composition processing, we performed two sets of 
experiments. 
5.2 Efficiency and Scalability-In the first set of experiments focus mainly of checking its compatibility to 
evaluate the effectiveness and speed of the PCM. The complexity issues of PCM algorithm is of the order O 
(n2). Indeed, the total number of assertions that must be checked among PRS (containing n assertions) and PPS 
_ (containing m assertions) with respect to one dependency step in 
CP (i.e., between S and S_) is equal to n × m. Hence, our PCM has a polynomial complexity. In order to 
empirically justify the assumption, the set of experiments mend to analyze the scalability of PCM as the sizes of 
PP and PR increases. 
5.3 Negotiation Performance: In the following the proposed method evaluates the performance of our 
negotiation approach. Firstly the incompatibility was measured for the negotiation approach was addressed from 
proposed experiments. The negotiation proposal deals with the case of incompatibility of privacy policies 
between services. Two services S and S_ within a CP (where S_ depends on S) are incompatible based on PRS 
dependent resource rsif PRS does not subsume PPS _ for rs. In this case, the negotiation can be performed to 
reach 
a compatible CP. Note that other reasons for privacy incompatibility can exist: (1) If rs /∈ 

PPS_ and rs∈ PRS then, PPS_ and PRS are not compatible (2) If rs∈ PPS _and rs /∈PRS then, PPS_ and PRS 
are not compatible, and (3) S_ does not have PPS-S_ is considered as incompatible regarding any other service. 
The three previous negotiation approaches with varied incompatibility are not considered by the proposed 
approach. For the sake of performance study, every developed service randomly generated negotiation and its 
strategies are addressed in this approach. Each strategy STranAnis attached to the corresponding assertion, 
which is related to Retention topic and is defined on DT = [1...100]. On the other side, we randomly generated a 
set of negotiation strategies MStat R3 of the mediator where R3=Retention topic. Each negotiation strategy of 
the mediator is defined to one corresponding service. The results of these strategies were stored in XML file. 
The proposed work analyzes the time performance of RePas the size of the set of offer of the mediator 
negotiation strategy initiated from 10 to 100. The execution times are close; which confirms the capability of the 
proposed work that can be executed in parallel processing for claiming best strategy. 

6. RELATED WORK: 

The proposed work closely relates areas below and discusses how our work leverages and advances the current 
state of-the-art techniques. 
6.1 Privacy Model Specification 

A typical example of modeling privacy is the Platform for Privacy Preferences (P3P).However, the major focus 
of P3P is to enable only Web sites to convey their privacy policies. In privacy only takes into account a limited 
set of data fields and rights. Data providers specify how to use the service (mandatory and optional data for 
querying the service), while individuals specify the type of access for each part of their personal data contained 
in the service: free, limited, or not given using a DAML-S ontology. In Ran propose a discovery model that 
takes into account functional and QoS-related requirements, and in which QoS claims of services are checked 
with external components that act as certifiers. The authors refer to the privacy concern with the term 
confidentiality, and some questions are raised about how the service makes sure that the data are accessed and 
modified only by authorized personals. Some policy languages, such as XACML, ExPDT are proposed and 
deployed over a variety of enforcement architectures. These languages are on the one hand syntactically 
expressive enough to represent complex policy rules, and offer on the other hand a formal semantics for 
operators to reason about policies, e.g. their conjunction and recently difference. Unfortunately, they do not 
provide solution when an incompatibility occurs. In our work, privacy resource is specified and may be related 
to client, Data and Service provider’s levels, and not only to the provided data. 
 

Mr.C.Jayaprakash et al. / Indian Journal of Computer Science and Engineering (IJCSE)

ISSN : 0976-5166 Vol. 6 No.6 Dec 2015-Jan 2016 193



7. Conclusion 

Dynamic privacy model for web service model deals with privacy at the data and operation levels. Solve the 
challenges in Privacy within compositions and Privacy specification, dealing with incompatible privacy policies 
in compositions. We also proposed a negotiation approach to tackle the incompatibilities between privacy 
policies and requirements. Although privacy cannot be carelessly negotiated as typical data, it is still possible to 
negotiate a part of privacy policy for specific purposes.  
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