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Abstract A paradigm shift is taking place from wired networks to wireless/infrastructure less Ad-Hoc
networks, such as Mobile Ad-Hoc Networks (MANET) and Wireless Sensor Networks (WSN). Their
computational power is low and bandwidth is limited. Because of their unique characteristics data
security becomes a major issue in these resource constrained networks. Elliptic Curve Cryptography
(ECC) may provide a solution for the security of Ad-Hoc networks since they need significantly smaller
parameters in comparison to cryptosystem such as RSA, DSA etc., therefore involving lightweight
computations. In this paper we propose a new cryptosystem based on ECC, which uses non -singular
matrix multiplication for point mapping along with Elliptic curve analog of Massey-Omura method for
encryption and decryption. Our method being simple, fast and efficient is suitable for resource
constrained networks such asMANET and WSN.

Keywords: Public key cryptography, Elliptic Curve Cryptography, MANET, Non-Singular Matrix, Massey
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1. Introduction:

The use of mobile and wireless devicesisincreasing day by day. Now aday there isatrend of moving from
wired networks to wireless networks, since they are easy to install and need no centralized control system. These
networks are constructed on the fly and form a system of wireless mobile nodes that dynamically self-organize
themselves in arbitrary and temporary network topologies [Levent and Nitu, (2007)]. These networks are
resource constrained having limited bandwidth and can’t support heavy computations.

Data security becomes vulnerable, in these networks due to their particular nature and structure, and
therefore securing data or messages is a challenging task in such kind of environments. Public key cryptography
offers a solution to secure data in Ad-Hoc networks. But public key cryptosystems involve heavy computations
so they are not suitable for these networks where processing power is low and bandwidth is limited. Elliptic
Curve Cryptography (ECC) may be a better option for data/message security in resource constrained networks,
since they use smaller size keys in comparison to popular Public Key Cryptosystems (PKC) available, therefore
putting less pressure on the resources.

The use of dlliptic curves in public key cryptography was independently proposed by Koblitz, (1987) and
Miller, (1986). ECC has attracted attention in recent years due to its ability to use smaller key sizes [Singh and
Singh, (2015)], as compared to RSA, but at the same time providing equivalent level of security. It gives better
security per bit as compared to RSA. In ECC a 160 bits key, provides the same security as RSA 1024 hits key,
reducing the computational power significantly. ECC has been considered suitable for applications such as
smart cards, mobile commerce, Ad-Hoc networks etc., due to its less storage requirements and computational
cost. The advantage of elliptic curve cryptosystems is the absence of sub exponential time algorithms that could
find discrete logarithms in these groups, for attack. The éliptic curve cryptosystems may be regarded as more
secure because the analog of Elliptic curve discrete log problem (ECDLP) is at least as hard as the classica
Discrete Log Problem(DLP).For further study on Elliptic Curves one can refer to [Stinson, (2005); Katz and
Lindel, (2014); Certicom, (2000); Alfred et al., (1996)].

In this paper we have presented an efficient and new method based on Elliptic Curve analog of Massey
Omura method (ECAMOM) [Koblitz, (1987)]. First we encode our original message as affine points over
Elliptic Curves. This encoding is very simple and one-to-one w.r.t. characters of alphanumeric message and
points over Elliptic Curve. Then these mapped points over Elliptic Curve (EC) are converted into matrix form
and then are multiplied with the compatible non -singular matrix [Bhatia, (2012]. This is done to refute letter
frequency attack, since after matrix multiplication we get random points on Elliptic Curve for message
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characters. In our method even same characters are mapped on to different points over EC. This effectively
hides the letter frequencies in the plaintext message and makes our cryptosystem more secure and efficient.
Then the Elliptic Curve Points representation of the message is encrypted at the sender’ s side and subsequently
decrypted at the receiver’s side. For encryption and decryption we use EC analog of Massey-Omura method.

The paper is organized in following manner: Section 2 gives a brief description of Elliptic Curve
Cryptography and the modular arithmetic involved; in section 3, we have explained our proposed method based
on Elliptic Curve analog of Massey Omura method; in section 4 we have presented our implementation
procedure and results, and finally concluding remarks are given section 5.

2. Elliptic Curvesand Cryptography

An dlliptic curve E, over the set of real numbersR (for afinite field K) is defined by a Weierstrass equation of
the form:
E:y’+axy+azy=x>+ax*+ax+ag———————— €Y
The Eq.(1) can be simplified by linear change of variables whenever characteristic of field K#2, 3 [Koblitz,
(1987); Arita (2000)].
The change of variables may be asfollows:
a, a;x + as
o @-3y-——5—
Then Eq. (1) becomes:
yi+axy+tagy=x*4+ax+b—-————————————— (2)

Wherea = # +a, andb = 2 L suchthat a, be K.
2

27a3  3ajasae

If we set &,=0, a;=0,then Eq.(2) can be simplified further as:
yi=x34+ax+b--—-———-—-—-—————— 3)

with condition 4a® + 27b% # 0 and a point at infinity O. Alternatively Eq. (3) is the simplified form of an
elliptic curve E¢ over afiled K, which has the set of solutions (x,y) € K x Ktogether with the point at infinity O,
which is aspecia point.

If K = GF(q), q = p", where p and qgare very large prime numbers and n is a positive integer, then the
points of eliptic curve Ex form a finite abelian group. Here point addition is the group operation. Here GF is
Galoisfield, which isfinite and cyclic.

Now we can define liptic curve E over finite field GF (p) (when n=1) as:
y2=x3+ax+b (modp)
st.4a® + 27b? # 0 (mod p)anda, be GF(p).
The addition of points of eliptic curve E [Lange and Ruppert,(1987)] satisfies the following rules:

e 0O+0=0(Oistheidentity element, the point at infinity)
o P+O=PVP=(x,y)e E
o |f P=(x,y),then negative of point Pi.e. Pis:Q=(x,-y) and P+Q=0 ; P,Qe E.
e Let P and Q betwo distinct points over E, such that P=(xy, y1) and Q=(X, y») and x;2%,, then addition
isgiven as.
P+Q=R ; R = (X3,¥3)
Where, x3 =22 —x; —x,,y3 = A(x; —x3) —y, and A= %
2741
o LePandQaresmilar pointsi.e. P =Q ; x; # x,
Then
P+ Q =2P =R = (x3,y3)
Where,
2
x3 =A% —2x; ; y3=l(x1—x3)—y1andl=3x;%

e Scalar point multiplication: We can compute the multiple of apoint P, i.e. § P is the same manner asto
exponentiate a? . We apply doubling and addition, which takes time O(log B).

For example 13*P can be calculated as:13 * P = (P + 2(2(P + 2P)))
We can write m in the binary representation:

B=dy+2.d;+2%d, + ————+2"d,
Whered,,d;,— —— —d, €{0,1} and
BxP=dyP+2d, P+2%d,P+ ——— + 2"d,.P
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Fig. 1. Representation of different Points operations over Elliptic Curve.
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Fig.2. Addition of a point P with its negative point —P
The numbers of points over EC, E over GF (p™) are given as.
#E=p"+1—t ; with el < 2/p"
Where, tis called the trace of Elliptic Curve- E.

Let G be apoint on an eliptic curve E. Then order of point G isthe smallest integer x, such that

x.G=0. If order of apoint is equal to the order of E, then that point is called the base point or generator point of
the Elliptic curve-E. Suppose if two points P and Q are given on E, such that P=y.Q, then finding multiple y is
believed to be a difficult problem and is known as elliptic curve discrete logarithm problem (ECDLP). All
cryptosystems based on Elliptic Curves rest their security on this, infeasible to solve, problem. Anomalous EC
over GF(p) are those whose trace t=1, i.e. they have exactly ‘p’ points over them.

For super singular EC thetrace ‘'t isgivenas: t=+./i.p"; i=0,12,34.

When, i=0 and t=0, the order of EC - E over GF(p") will bep™ + 1and over GF(p), it will be exactly p+1.
Except anomalous and super singular ECs, the fastest known algorithm to solve discrete logarithm problem
(DLP) takes time O(vp") which is exponential in nature.

3. Description of Proposed Method and its Correctness:

In our proposed cryptosystem the public parameters are as follows:
E: An dliptic curve over GF(g),whereq = p™ , and p and q being very large primes. If n=1, we can take our
finite field as GF(p).

e-ISSN:0976-5166 Vol. 8 No. 5 Oct-Nov 2017 641
p-ISSN:2231-3850



Nisheeth Saxena et al. / Indian Journal of Computer Science and Engineering (IJCSE)

G: The base point or generator point of Elliptic Curve E, where order of G is X, such that x is the smallest
integer satisfying x.G = 0 and x = #|E|.
S: The set of symbols or alphabets, it can include al printable characters.
M :Matrix representing the characters of plaintext message as linear mapping points over Elliptic Curve.
In our proposed cryptosystem private parameters are as follows:
A:A non-singular square matrix of sized, X d; having integer entries and determinant of A, |A|l= t«a , where
a isany integer. A is shared by only Alice and Baob.
Q:Matrix representing random distribution of plaintext message characters over EC,obtained after applying non
- singular matrix multiplication over matrix M.
All operations are done in modular arithmetic (mod p) .
Let f: A mapping fromSto M i.e. f: S — M.Steps of our algorithm are asfollows:
1. Transform the characters/symbols of the plaintext message ‘m' into points over Elliptic Curve [King,
(2009)].Transform the characters (symbols) of the plaintext message ‘m'’ into points over EC:

Py, Py, ------- P; where | islength of message ‘m’. Every symbol of ‘m'’ islinearly mapped to a point of EC-
E.We choose a generator G or a base point of the EC.We perform linear mapping of characters of message
‘m’ as shown in the following Table 1.

Table 1: Linear mapping of symbols to points of EC

S.No. Character/Symbol of | Corresponding point over
Plaintext ~ message | Elliptic Curve
13 m’

1 ‘a G

2. ‘b 2*G

3. ‘¢ 3G

26. 26*G

27. ‘0 27*G

28. ‘1 28*G

and so on.

Any number of symbols can be mapped in this way by appropriately choosing the finite cyclic field GF(p).

2. Createamatrix M of dimension d;xd, so that al points Py, Py, ------- P, become the entries of M, i.e.
a; A e Ay,
Ve a.21 a.22 al.dz
Qg1 Qo - Ay

3. Choose anon-singular matrix A of dimension d;xd;, whose determinant i.e. |A|=+o where o is an integer.
4, Cadculate Q=AM (mod p). The dimension of resultant matrix Q containing random points of EC is d;xd,.
The set points of EC in matrix Q can be represented as :

Q ={Qq Q- }
Q11 Q12 Qld2

Q21 sz Qldz
Q= . . :

lel lez ledz
5. On matrix Q we apply EC analog of Massey Omura method to get the encrypted message in the form of

points over EC. The description of Massey Omura method is given afterwards.
6. To get back the original message after decryption Receiver calculates:

A"1.Q = A1 A.M = M ; whereA(mod p)is the inverse matrix of A (mod p).

ActualyA™. A= 1 (mod p)(Identity matrix).

7. From M we can obtain the plaintext message ‘m’ by inversing the linear mapping,which is easy.
8. Stop.

The ECAMOM can be described asfollows:
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Let N=|E]|. Suppose Alice, the sender, wants to send a message ‘m’ to Bob, the receiver. Let m; represents the
it" character of ‘m’ represented by point Py, over the EC.

Steps of ECAMOM Encryption/Decryption procedure are as follows:

0) Alice chooses a random integer number, v, € [1,N — 1] ; such that gcd(ry, N) = 1.
Shealso calculates:s, = ;! (mod N).Shekeepsr, and s, secret.
She sends (7 * Py,,) to Bob.
(i) Bob chooses arandom integer number, rg € [1,N — 1]andgcd(rg, N) = 1.
Bob aso caculates:sy = 15t (mod N).Hekeepsry and sg secret.
Bob sends back to Alice:  15(7 * Py, ).

(i) Alicecalculates:s, + (7. (14 * Prm,) ) and again sendsto Bob,
(iv)  Finaly Bob calculates:sp * s, * (rB. (ry Pmi))(mod N) and obtains Py,,.
Correctness and Security: The procedure is correct since:

Sp (sA (rB(rA.Pmi))) = Sp.S4.Tg.T4. P, = 14.54.75. Sp. Py, = Py,

The method is secure,since if an intruder wants to know the plaintext message then she has to find either
1 or g from(ry * Py,.) or rg(ry * Py, ) OF ( 75 * Py, ),which is Elliptic Curve Discrete logarithm Problem
and isintractable.

The block diagram of our proposed method is shown in figure 3:

Map the message ‘m as .
1{);ri1ts wer l‘ll‘ii)rit (‘Llr:t Cokiputs' Q=N 1o gt
p 708 SRRy T i 5 over E ~ Curve S 23
Get the plaintext message : aoplvineg i 'I_ P Tl I'il!](l()]ll]}" distributed EC
‘m’ and a nonsingular :) ‘Il-’ll‘ [\I"]F- 1”'1:“ T[""P!-’t”j‘g > Points representing
matrix A of order d,xd,. 08¢k e TesWItanl Iatiix Sxpa e P
e : message ‘m  to enhance
as M of EC Points of order I'” it
complexity .
d xd, I Y
A 4
Apply Massey-Omura
method for encryption over
EC points(Q) to get
resultant ciphertext.
: . C A kst Apply Massey-Omura
X 285 ] QO DuTe ¥ O obptam g .
‘Ob’tan? original Im.'?‘u’igc m! k t(M I’"Q I-'t(‘ F‘“ method  for  decryption
m _h om 1\?]0\\1]- linear matrix M of E |T-::|T|L~. €« over ciphertext EC points
r - BN TESE . PESHOE 2 &
mapping from matrix M. representing message ‘m to get back matrix Q.

Fig. 3.The block diagram of our proposed method

4. Implementation of Proposed M ethod and Results
In out method we selected an EC given asfollows:
y? =x3+ 2x + 11 (mod 41)
Here EC parameters are: a=2, b=11 and p=41. Where 4a® + 27b?mod p = 4 x 23+ 27 x 112 (mod 41) =
19 = 0. Therefore we can choose this parameters.Here we have chosen as our plaintext message ‘m' as.

‘attacktoday’. ‘m’ is padded with an extra character ‘'z to make compatibility in matrix multiplication.We have
used Matlab version 2013afor the simulation of our results.

We select a non - singular square matrix A(mod 41)of dimension 3 x 3 for simplicity, athough non - singular
matrices of any dimension can be chosen.

40 5 40
A = [39 11 7| (mod41) ;Det(A) = 40(mod 41)
1 36 2
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Inverseof A is:

]

25 5 36
30 1 32
1 0 1

A.A7Y =1 ( mod 41)- ldentity matrix as expected.

The points over this EC aswell as base points are given in the tables 2 and 3 respectively.
Therest of the calculations involved in our method are shown in detail in Tables4 and 5.

Table 2. Set of points over our Elliptic Curve (Total number of points over Elliptic Curve = 46)

Nisheeth Saxena et al. / Indian Journal of Computer Science and Engineering (IJCSE)

(mod 41)

2, g [2 33 4,1 [[4,40 [[5, 8
(5,33 (7,9 [7.32] [[9.,15 |[9,26]
[12, 0] [13, 15] [13,26] |[14, 6] |[14,35]
[16,11] | [16,30] (18, 4 | [18,37] |[19,15]
[19,26] |[22,17] [22,24] |[[24, 5] |[24,36]
(26, 3] [26, 38] [28,17] |[28,24] |[31, 4]
[31,37] |[32,17] [32,24] |[33,4 |[33,37]
(34, g [34,33] 36,9 |[36,32 |[37,12]
[37,29] |[39, 9 [39,32] |[40, 7] |[40,34]
[Inf,Inf]=0 | - - ; -

The points over Elliptic Curve:E 41(2,11)
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Fig.4. Graphical representation of points over Elliptic Curve.
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Table 3: Set of base/ generator points over Elliptic Curve (Total number of generator points = 22, Order =46 )

(5,8 |[5,33 |[9,15 |[9,26] |[18, 4]
[18,37] |[19,15] | [19,26] | [24, 5] [24, 36]
(26, 3] |[26,38] |[31, 4] |[31,37] |[34, §
[34,33] |[36, 9] [36,32] | [39, 9] [39,32]
[40, 7] |[40,34] |- - -
Table 4. Elliptic curve point calculation for matricesM and Q.
S.No.- Plaintext message — Alphabetical Points on EC after Points of EC after non —
‘m’ Characters/Symbols order Linear mapping; singular matrix
Base point Multiplication
G=[5 8] Entries of Entries of Matrix- Q=AM
Matrix-M
1 a 1 [5,8] [19, 26]
2. t 20 [16,11] [36, 32]
3. t 20 [16,11] [22, 24]
4, a 1 [5.8] [31,37]
5. C 3 [18,37] [33, 4]
6. k 11 [26,38] [2,33
7. t 20 [16,11] [36, 9]
8. 0 15 [19,15] [37,12]
9. d 4 [14 ,35] [36, 9]
10. a 1 [5,8] [14, 35]
11, y 25 [36,9] [33, 4]
12, z 26 [16,30] [31, 4]
Table 5. Results for ECC analog of Massey Omura Encryption /Decryption
Parameters (Alice): 1y = 17 (mod 41),r;* = 29 (mod 41)
Parameters (Bob): 15 =5 (mod 41),r5' = 33 (mod 41)
S.No. | Mappin Alice: Bob: Alice: Bob: Decrypted Corresponding
g (TaPm,) 75 ("4 Pm,) Tl * rg iyt x PointsP,, Characters
Points- Encryption | Encryption | (rs("aPm;)) | (3(1aPm,)) | After matrix -after_
Py Encryption =Py, inversion= decryption
Decrypti ATle=M
yption
1 [19, 26] [36,32] 5, 8] [9,26] [19, 26] [5, 8] a
2 [36,32] [26,3] [9 ,26] [34,33] [36, 32] [16,11] t
3 [22, 24] [33,4] [14, 6] [32,17] [22, 24] [16,11] t
4 [31,37] [40,7] [19,15] [36, 9] [31,37] [5,8 a
5 [33, 4] [13,26] [32,17] [4 ,40] [33, 4] [18, 37] c
6 [2,33] [16,30] [28, 24] [22,17] [2 ,33] [26, 38] k
7 [36, 9] [26,38] [9,15] [34, 8] [36, 9] [16, 11] t
8 [37,12] [7,9] [33, 4] [13,26] [37,12] [19, 15] 0
9 [36, 9] [26,38] [9 ,15] [34, 8] [36, 9] [14, 35] d
10 [14, 35] [32,24] [2, 8] [16,11] [14, 35] [5, 8 a
11 [33, 4] [13,26] [32,17] [4 ,40] [33, 4] [36, 9] y
12 [31, 4] [40,34] [19, 26] [36,32] [31, 4] [16, 30] z
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5. Conclusions:

In this paper we have proposed a new method suitable for securing plaintext message in resource constrained Ad
Hoc environments such as MANET and WSN. In this method we have used Elliptic curve analog of Massey
Omura method for encryption and decryption of plaintext. The plaintext message is mapped over the points of
Elliptic curve by using non-singular square matrix multiplication. In our method regularity in resultant
ciphertext is avoided due to non-singular matrix multiplication. It hides the frequency pattern in the plaintext
and it becomes very difficult for an attacker to launch letter frequency count attack. This makes the decryption
process difficult for the attacker and hence enhancing the security of our cryptographic method. It can be
concluded that our method is simple, fast and efficient and guarantees the security of messages in resource
constrained environment.
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